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Chapter: 1
Introduction To Network

What’s Network ? aSuill oy jas
Network is a group of computers connected with others to share data.

Sl S jLial Lpaany ga Aliaiia Cupad sall (ga e sana
Types of Network: Sl ¢ il

1. (LAN) Local Area Network a5l xS WA&?LA%\]::E)?

2. (WAN) Wide Area Network leas line/frame relay/ATM :Jie . Ulull Jail daxsl) L;;J Service J -2

3. (MAN) Metropolitan Area network (sl A dadae e 5)) e ks

4. (SAN) Storage Area network (LAN Jah aa )l i puudl dals 4805

5. (VPN)Virtual Private Network Seo e A e };’*fzd“"\s,"l,‘;’j

6. Intranets and Extranets. oS0k, e bl LAN oo b 4 s o Bl Extranets s 4als < y3) Wlsalntranets
SAN J! Al 7 b

85 o) g STl yund) day )y e Lgiaa == a5 3l s Disaster Recovery s SAN (s 3l

Cluster service -1 Backup 4baliia) 43 Jae -]

High speed internet -2 Load Balance Jwa¥) ay)55-2

VPN J! Al 7 )
LY LAN Ju oshaly (e 5

LAN Dialup VPN LAN
Dl glinilin [ 4 1-
1-modem Network «— Remotp site
2-NIC ACCC-SS }‘
3- Tel line Serviee 2-
EXPEEN <«——1 Remote user
VPN alasiuly

NIC = Network Interface Card

DNS = IPaE 1 ) a8 sall ansl gt atinla
ARP = Address Resolution protocol
ARP=> MAC JIP Jis=3

RARP= IP ) MAC Jis=s

Logical &k x Physical g3
Virtual =l 58 x real 28s

a JsS 535 pall ansd Adgla

1 HTTPS bl 5L + dua 343
2 HTTP Glball 585 (50 + miaal 80
3 FTP lalal) Jaani/ ad 20/21
4 SMTP 2l Jla ) 25
5 DNS A8 I a8 sall and Jyga 53
6 TELNET 2y (a3l 23
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# OSI-RM [ Open System Interconnection — Reference Model ] :

Jie Blal ¢ Lo

JE Protocol Device

. Interface between
B Application data - app & protocol
HTTP-FTP-SMTP -compression<si.2
(M Presentation data - -conversiondz $23 (1)
DNS-TELNET . e Applicati
HTTPs-POP3 -encryption 2= | AppHeation
-monitoradl
5 Session data - open session on
the host
Delivery method
TCP UDP A 2
4 Transport Segments | grrp-Fre TFTP-DNS - dolee e J Trar(ls)port
DNS- TELNET DHCP dM )ﬂ\
Provide logical
1-Router address [address 3)
. Network Packets IP - ARP 2-Switch[L3] for delivery on Internet
network]
1-Bridge . .
) DataLink Frames 2-NIC Provide physical
. address [MAC] 4)
LAN & WAN 3-Switch[L2] Network
1-Hub
i Phvsical Bits TECHNOLGY 83623 dina 3 o3850 000011011 Access
y 2-Repeater 000111111
) ‘)l.ﬁn\g‘ ‘)...\.\Sﬂ ?'\‘5:“"‘:‘

I-TCP/IP 2-1IPX/SPX 3-Apple Talk : aifia] 5 Aslisdat (ya ple #3348 OSI-RM J)

T CP= Transmission Control Protocol [Reliable method] UDP= User Datagram Protocol [Unreliable method]
i g Jau) 2ahall  Lgie oY) Aakll ae JuaiV) dpald 4l dids S

aoY (ool alShy S 5 e AlSE aad g Jie ) JLsiaY) 5 Jle)p¥) Adee et Sl ) shadll g ae ) @l (e de gane s J S 5590l
L (Bassa Aal Sba oS

[Start->run->\\ Jeall aul] OR [Start->run->\IP address] _AY) Sleall sl 31 335k e Jsaal
Protocol zlial 48l Jals alee #lial ¢ o5 S

.500M <iilus Repeater JS O (4Reapater) ) zlial oliza s (2.5K) s Repeater e 4l ozl

Cu sl e s mac table 25> 5 s Hub geSwitch 3w

( CAM= Content address memory ) MAC table = CAM table = Bridging table : s 28l s

356 (e il Gy SN G 5 B padiiey i)l

(gl N Jasll Gl jluw)  Network Topology — 4l Js&

Logical topology 4k Physical topology 4l
g pology y pology

# Network Topologies [Physical]: dlall 4<ua) JISs]

g il 5 jaall Cal
1- Bus Gubill 84 geu LIS Al 3 Al (355 )y Il 3 1S Juan )
2- Star M\ ;é 4 e ALlS A8l 4 Al ) i 7)) center point (o Al Juas
3- Extended
4- Ring No collision Glall aabal Jasy b
5- Mesh
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# Network Media : Jil) 8 Lilu )l ¢ 1 43l

2- Fiber 3- Wireless

Coaxial cable Twisted Pair cable [TP] < sl = 5) Optical ) Sy
Thick Thin STP ScTP UTP [t
J500=(s sl dilundll il 85=(5 suaill ddbuall Shielded TP Screened TP UnShielded TP . ?5 mi wld
1000/100/10=24 -1 | mbps100/10=5be odl | 1) JuS) s s S il 38 B
M o S5l 5 Jalal 32

100 Base T
BW &y sl Baseband=_) FEN
guSe
Broadbandsbdl)

# Ethernet Cabling :
1- Straight-through cable — 4alidall 3 jeadl aading g
2- Crossover cable Lgaliiall 3 3¢l aadiug g
3- Rolled cable ®outer=>Host) (‘—')3-1\1 ji ‘—"9&3) Cs gl oo Jaad )3}\)” Conflg Jazl 635:\“,-.'}

sac |8
Host & Router 4eliies jal
Switch & Hub 4gliic s )

Console cable

1-Rollover 2-adapter
(454.,.'.*553.‘.<=454.,.“.*553A) (454““.*&<=2.&L&m)
RG45 RG45 RG45 DBY

Sl anly A8 A al ((console port ) el Aie da gy 4ild alall g
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Chapter: 2/3
IP Subnetting

* What Is a Subnet?

A subnet is a physical segment of a network that is separated from the rest of the network by a router or routers.
3 s pansy 2 51 6 3l (8 ¢l S ) A o 2y Lavie jluaialy oo

* The benefit from subnet : axdill e 32il8l)

- dysaldl o dbdladl)

2= &) gy AEA e el

*1Pv4 :

1- 32 bits.

2- Decimal number representation  10.10.1.0 :JUis Jsguiill araio
3- Dotted decimal -.-.-.- 4 octets and every octet consist of 8 bits

# Rules : ¥ 5 gy TP JLIAY 20 i)
1- 0 <= octet <= 255
2- 1 <=octet 1 <=126 or
128 <=octet 1 <=191 or
192 <= octet 1 <= 223
3- all host bits must not =0 =» broadcast = (sSh Jliual LIS culS
all host bits mustnot =1 =» network address = ¢S Glaal 5 LIS il

#*#%% pumber 127 = Trouble shooting 4kl ) sana

1P Class A 1-126 Used for network
10.10.1.0 csf i 44 Class B 128 - 191 & 4 Jalai ) 12a
Network ID Host ID Class C 192 - 223 .
et ol capanity o] etk Class D 224 - 239
Subnet Mask Class E 240 - 254 Future
O G G (o .
network ID & Host ID U‘“m‘ &‘9_, 2aay Al A d‘s‘g\ octet d\ *

Broad
cast

Network
address

25
Fete

Subnet Mask (SM)
e i ol e Jia
; ; 192.168.0.1/24 =» 255.255.255.0
#Rules : Y 5 zla subnet mask (s JLisY
1- Jlial AU §5S o g Jiea sl aay eda W

(5 lule g'_‘f‘n o2 WSaall BV 8 058 2l oins class Default SM
0 or 255 or this number only
Class A 255.0.0.0 /8
0000 0000 0
Class B 255.255.00 /16
10000000 128 Class C 255.255.255.0/24
1100 0000 192 ass £99.299.
1110 0000 224
11110000 240
1111 1000 248 Network ID Host ID
1111 1100 252 IP el oo P Qe).&“ﬁ
1111 1110 254 laad 5l Jolaall Dliad Jiadl)
1111 1111 255 SM 4 SM &
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o) gl

IP‘EZ.AJAM |

--------- 1

salla 13) deadin) a8
A da -]

53¢yl e

Number of Host =2" -2

n = number of host bits

/28 laal sl aae 13a
2" = Number of Host + 2

o Qb 4l i
FERN

(ASadl) 3 362 2ae ol ) or 2% 97 28 9% 2427222120
SM lile i il 22 = number of zero bits 236 12&&;‘2 to 84_252‘ !
SM (8 5asasall Jlinall e iny = 4
......... ) e ————
(e Al Qi aae
ol 13] Aeriind 380 y apvgey |3 g
ralh 13) Aeadiul Number of Subnets =2 Subne Mok 34
SM d\ -1 (default) A s A s o : .—?
GAlEl aae L2 Y =new SM (Q\J;\Jﬂ J.Ac) - old SM (L\\J;\JH JJ&) Dl 3 Cyiia shae clilany 59 * ;—% fj

new SM = Y + old SM

s 13) Aeadid 8]
1-IP valid or not
2- valid rang
3-network address
4-broadcast

Block size (BS) = 256 — [25550 s dls s o s 35050 200 1]

xS TP.address b octet adss e BS dad CilS ol : il
BS das (e ey (¥l b octet dad 23
oo &g call Y oamy 21 G g s maaall 23el) 330 Loy s BS G o 4y jual gl
point-to-point Wila 3 /30

255.255.255.142
P B IRENERERETY gt ppi oy
192.7.8.70

gAY b ke J
Address
Oal 1 aakiud

0 & 255 0e cut d)adle SM S 13
5l Jsaall oda a2iivi Jy BS 5208 adiina Lo ligh

Network address Broadcast Valid rang
8 > X.0.0.0 X.255.255.255 X2§'502251254
16 > X.Y.0.0 X.Y.255.255 XY 233254
24 > X.Y.Z0 X.Y.Z.255 XXYYzzzé 4

D e (i) V e ) Sl Ld subnet mask oo ST as g S 1)
VLSM
Variable Length Subnet Nask
Do (sl e ) A8l 8 Las gubnet mask sas 5 2 g S 1)
Non VLSM
DisContigous <== (i class 0= JSIs subnet mask oo JiS1 s 5 OIS 135 *
Contigous <== (i class 3) 55 subnet mask (e ST s 5 S 135 *

Summarization
Larger Network address — smaller Network address = ...... ‘
IP ;o S L 5 4805 Jlae ; Ja

172.16.1.0/24 - 172.16.2.0/24 - 172.16.3.0/24

28 (e paall &kl
172.163.0
172.16.1.0 28 27 26 25 24 23 22 21 20
————————————————— 256 128 64 32 16 8 4 2 1
0020

1bit+8bit=9bits
SIS ) e i ) S

sm=24-9=15

e o Jlead) 138 J0asy NET ID Jls e < o) JMA e Net ID 5 Host ID J) s (S *
Calidy (Ken sy i a8 e i Cand) 4Lty ) (Saa *
(dsY) octet JA (e lank ) (OIS (g 4t bl 5 TP oY) (& BT Al elule s Cand) ildae 13) *
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Chapter: 4
Cisco Router

Router
External component Internal component
Interface 1- mother board
2- Rom — Ram
LAN WAN Confi g pOft 3- Flash memory
E F G 10G | -serial -console 4- NVRAM
10 100 1000 10000 _(‘fgsle) ;}ng}‘/’l’; r;lay) - auxiliy Z:I\é(;lUVohtlon RAM
-ATM@AT™) 7-power supply
Subnet <>subnet LAN &LAN
WAN <& WAN

# Internal component 4134} iU gSal)
1- ROM  ( sbusif Wl (5 pudll 28 511 JSLEall Jal
a) store boot strap protocol & post

b) Rommon ( Ram monitor ) for trouble shooting
¢) mini [0S

2- Flash memory \ede o33 : Livils
- store 10S Image

3-RAM  alall clslacY) cpas 22 & sSaall [OS o i -1 el
- store decompressed version of IOS Image
- store running config

4- NVRAM ki ¥ 3813
- store startup config

# Tow type from config :
1- Running config Juad yisl )l
2-startup sl boot upd) ddee <8y

Interface Routing table
LAN WAN Config port Static Dynamic
Routing Protocol
Interior Exterior
Distance Link Hybrid
Victor state

Ex: Ex: Ex: Ex:

-RIP -OSPF | -EIGRP | -BGP

-IGRP

: I0S [Internetwork Operating System] <) gl )il addiueal) Jubdil) allad +
I0S image OR image : e Ul

Reinstall — upgrade 4lexi (Sas

*bin o Jeedall aUai Cale alaial *

2 Al Jiadd 3ok #

adle Jany padds yisaaSll Jlead jale Juail zliag | s il (05S Wl pasieg (Gl 4358 JaS) Console Session plasil | ]
O e PSR s | s I S W aadiy (5l 435 S ) Auixilliary Session ol

L 3luConfig 4l Jsens sl IP 41 Sis) ) 5% Wl wxsius ) Telnet Session aladiuly 3
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Method for config router

CLI SDM
Command Line Interface Security Device Manger
Command GUI

Boot up Router sl Jsdd & ghd

d}S)'j‘,‘)..d\ KYY d;m;"': 1 | Boot strap ROMU! ‘;s 29 ga \'JA} Saxll 536l 1 o gt J 58 g3 9 pall 138
Jalis 2 | Run post [Power on self test] SR 3 Sl 23k e 505
Jadal) aUad Jaass 3 | Load Image [I0S] flashcm Ledass
Al A B oAyl ldy | 4 | Decompress Image & store decompressed 10S into Ram
Gl slaa (2 5 | Display information from post program
configd) Jyea3 6 | Load configuration content from NVRAM start up ean
setup mode (s Jaidy 7)) aied (2 i)l 556 W jual 53 5) NVRAM B s Al e )
: setup mode aladiu) dis (LA
Basic management -1
Extended setup -2
(oo llulld ) @ussl ) ddae (5 s 481 (50 s 98 DSL a2 50 *
Any [pc] on the network and has IP
Host [ client // server |
End user padiuall (.
End system leal) (i
2 sl 4l Edge or interface port or router or hub [terminal]
Commands
Router> User Mode
Router>enable OR en S8 Jaadi
Router# Privileged Mode
Router#disable s/ Jubi You can go back from privileged mode into user mode
Router> by using the disable command.
Router#config t ale-paitaill feialf Terminal (any changes save in DRAM )
Memory (any changes save in NVRAM )
Router(config) # Network (any changes save in TETP or FTP Server)
Router(config)#int £0/0 peli-pailadll sl Int = interface , f=fastethernet
Router(config-if)#
Router(config-if)#exit pli-paitaill e g g Al
Router(config)#end OR "Z  ple-gailaill jag g5l
Router#
Router#?  plgdics¥) Lode piiicd Sas so¥) JaSi cd jo La /i) Editing and Help Features
Router#conf ? ) ) ) )hu: sha cllisl) ebs (Enter ) <hi 13)
S rUSTAB U Ao il ad fpre sal (0 g a )] i8] dadia dada i) ek (Space ) cuhia 13)
Router#config t "Hostname"'
Router(config)#host yaser
yaser(config)#
Router(config)#banner motd $ (( motd= Message of the day)) Gy .. o A M:‘ﬁ ) e )533“3 4 aall u.,h * Banners
Hello. This router for center control $ Enter bl & aa ) Lghsf §die slgidDU 4lgdl) 6 4y 2 Adle
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S gall o (1 il

Router#show run static route S5 A ol 3 suly il g Sia ¥ 5l sal o) b b (3] sl 3 L S
Router(config)#do sh run

Router#show history

Router#sh start

Privileged Mode 4 (55 ¥ SHOW 4/ 5/

Privileged Mode config &2 4 4ubiailag _sals¥l a6 di b
w9 10 5T U pay sa¥) 1ia

Config J <laglea

Routerl#copy run satart
Router2#copy run satart
Routerl#erase start
Router2#erase start

NV-RAM 4 g config ) Léay ¥/ Jis

Delete the startup-config LU ¥/ /ds

Routr(config)#enable password RRRRR _ddo _u& 4 puls
Routr(config)#enable secret RRRRR ids 33l
Routr(config)#NO enable password

Routr(config)#NO enable secret

User Mode s e Jsaall gl a8 411 138 -1
Soddn e gl 5 Ak 44y 4k Privileged Mode (S

Al paY) S8 NO i ol a8 )1 413y

Routr(config)#line cons 0 // aux 0 // vty 0 4 (telnet bLixs 5 p3¥) 19| £ o7 ciun
Routr(config-line)#pass RRRRR

Routr(config-line)#login

Routr(config-line)#exec-timeout 5 7

O JULTY) S 13 gtelnet s Auxiliary sconsole & &aa  Jaal 22
gsupdy b7l Privilege Mode ) User Mode 4l
gl ad ) NS Sl g gl g Cpina Sl slina s ST

(%) gl ity 7B ) 0 L 3)) A $=7 5 Gilhs =5

Routr(config)#enable password RRRRR _ida _y€ 4 puls
Routr(config)#enable secret RRRRR 4 33l
Routr(config)#NO enable password

Routr(config)#NO enable secret

User Mode A s Jodall 5 puall a0 130

B jida pb ol 3 jidia 43y by Privilege Mode (!
(Privilege password (vl pdaglia)
Andi JaY) g8 NO i (5 yuall B0 A1) 3Y

Router#sh run
Router(config)#service password-encryption
Router(config)#no service password-encryption

m&a\égﬂ\%ﬂ\eﬁJthﬁjﬁgﬂ
Encrypting Your Passwords
(To cancel previous command)

Router(config)#int f0/0
Router(config-if)#desc Sales Lan

sl A e paall G Cung 1) el i gl 435k o3
Descriptionst sg g 48 s 4les g

[1] Router>en

Router#conf t

Router(config)#int f0/0 AND f0/1
Router(config-if)#no shut

[2]Router(config-if)#ip add 10.10.10.100 255.255.255.0

To config any router interface you must do this steps:
Interface configuration
Add = address

Al Aatd Jaad g Juadd ¢ ghad Lia

[3]Router(config)#int s0/0

Router(config-if)#no shut

Router(config-if)#ip address 10.10.20.1 255.255.255.0
Router(config-if)#clock rate 64000

Serial Interface Commands
() A 130) Y shad) iS5 DTE dimad) S o1
(e pudl) AL yal ¥ S DCE Jismad) S 88
Data circuit equipment //// Data terminal equipment

Router#ping 10.10.10.1

Router#sh int £f0/0 @ISl o cilaglra iy
Router#sh ip int
Router#sh ip int brief

Router#sh controllers serial 0/0
Router#sh ip route

Verifying Your Configuration$ ¥f Jexi & Ja 4,81 Lday
Up=dhas 43 i) £Lua¥) 5 Jus)
$Y o ip W Jay Jexi oy interface J JS
$Y gl ip W Jay Jari Ja paada interface w2
DCE or DTE s J& Japdl (2l i
routing table J) o2

Router(config)#int £f0/0

Router(config-if)#ip address 10.10.1.100 255.255.255.0
Router(config-if)#no shut

Router(config)#ip domain-name xp

Router(config)#crypto key generate rsa general-keys modulus 1024
Router(config)# ip http server

Router(config)# ip http secure-server

Router(config)# ip http authentication local

Router(config)# username a privilege 15 password 0 a

SDM you must configure

i < ) 13) Jakd odny s Mg 18 )
http OR https

oeddall Jai (g ”quJem?ul éiﬁ A
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Chapter: 5/6
IP Routing

il 5 [P sz DHCP
WINS adll; DNS sl

Routing Routed Router
Jsal) i <SUl ) Sleal) e

1- Static 2- Dynamic : route types 4:sill (il ha *

Static -1

Gl Y O i) e ddailadl) -3 Security JiSH -2 Al lilSa) 53 il zlisg -]
P

ST eladl Jseas -3 admin e deae dae O 5S8 Huad Joas 13) 22 L 5 jpeeal) culSusll -]

tow LAN (siSed o gl JSy cnsighy O bl 48k

Al yigl N A Bagasall Subnet 3 and 4 < Jo¥) sl Y A Config Jas : Yl
R1(config) #IP*route”10.10.3.07255.255.255.0710.10.5.2

R1(config) #IP*route”10.10.4.01255.255.255.0010.10.5.2
Js¥) gl A Bagasall Subnet 1 and 2 i SU sigl A1 2 Config Jes : Gl
R1(config) #IP*route”10.10.1.01255.255.255.0710.10.5.1
R1(config) #IP*route”10.10.2.07255.255.255.0710.10.5.1
aaY) A Cell el RI&2#shhipiroute  SUll .. 31 Jd NO eal G
Stub network = network has one exit interface

G AV A TP Jl el LUl s Default Route adiul (Sas
R1(config)#IProute”0.0.0.010.0.0.0010.10.5.1 SG& yigl )l & ¢ L3l (i

Router#traceroute 10.10.3.1 5l ¢ siua Ao 12a clas g ALL) Gl i als dpa sl e (g sbadl) G S e 55
Router#tracert 10.10.3.1 G gl (5 ha Ao 138 From recourse to destination
Ping 4 ¢ dSdal) Glsa yaa o0 Y i Jua) 2525 8 iy 4l 2

Dynamic -2
uy‘,s‘sﬁ})ﬂ\w:tc)me.\ﬂu\ oliza Lia

Routing protocol Routed protocol
- ptotocol used for building routing protocol .. - protocol used for building packet hat need
ex:RIP-EIGRP-OSPF to be routed .. ex:TCP/IP-IPX/SPX-Apple talk
Forwarding table J Jexy | Sial CiSl Jaxyy 5o

“autonomous systems” (AS) dl&ivall Lakaiy)
Aadlaall ) Coagy S subneting J) dales 4ady s Gy gl e LY 3 juna ol Jal ) @l yigl 5l 8 Ol bl ay )5 andi g -
o e 5ol 1l Jie Sislll S resource e
65000 ! 1 (o AS @b gaai (Sas -
#(Interior) Intra-AS = AS Jal #(Exterior)Inter-AS = ASz_ s -

Gateway router : Direct link to router in another AS
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Routing table

Static Dynamic
Routing Protocol
Interior Exterior
Distance Link Hybrid
Victor state
Ex: Ex: Ex: Ex:
-RIP -OSPF | -EIGRP -BGP (for
-IGRP (for Cisco)
Cisco)

Interior protocol [details] 4alals &Y S i 5

Routing Protocol kind *AD e Jasd **Num  ***Algorithm il gala
) RIP 120 Open 15 BellManford | Small network
Distance Vector | 15pp | 100 | CiscoOnly | 255 | BellManford | Laee network
5290 b gal 1
Hybrid EIGRP | 90 | CiscoOnly | 255 Dual Lauge network

Link State .. ..
Ay O e OSPF 110 Open No limit Dijkstra Large network
IS-IS
*AD= administrative distance **Max hop count #E% Algorithm s g 43xilé

Gkl (p Abalaall (8 55l ) Lgwaiing | 4] doy Of (S sl ol oS | Best path selection
costd) < g Lﬁ}m OS5 J8Y) 'J';LU
hop count (= 3)ke 525

Protocol RTP: sl )l M unicast 4 Ju s 7)) (me S35l ) (e ack sla Lo ol ainila

* Distance Vector Routing[RIP/IGRP]:
1. Max hop count
2. split horizon Zasledl jaas ) dasheall Jlu) dy Lo Cumy gl w4585
3. Route poisoning 1+ hxs e 488 malat o Glas Ll Cumy s
4. holddown timers <y & Adia )3 yidl Hlaty

Convergence time <AL ()
Routing table st sl il o2aly 2l il

[1] Routing Information Protocol (RIP) [Distance Vector]

RIP v1 RIP v2

Classful Routing Classless Routing
SM s net add Sy oline
No support for VLSMaatiaa elule cuisd) aey ¥ Support for VLSM
INo support for discontiguous networks@Ead)iludud e el ey ¥ i Support for discontiguous networks
Use broadcast [Use broadcast or multicast-Dus> 8 s
contiguous discontiguous

VLSM | FIXED LENGTH SM VLSM |  Non VLSM
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* RIP Timers types :
1. update timer: (30 seconds) s_tad st Gy 4yie §5 538 JS oling
2. invalid timer: (180 seconds) & steall (b # ) 32alls JM& 25U Jlale
3. flush timer: (240 seconds)  Routing table e leawe 71, 28U el Loy 4ol 240 gl 13 138 (<1 4ls ) (s
4. Holddown timer: (180 seconds) ...... - Aals

Configuring RIP Routing

Rl#config t Al gl 1 A Lgdant Jasally A8y yhall (judlig
R1(config)#router rip (LA Lle Jliaall 2 5) culsad) B ) Jadd a5 aa
R1(config-router)#net~10.10.1.0 AL Aga B A ol Sig) ol (o ) LGN QIS ; Ao Alaadla -

R1(config-router)# net*10.10.2.0
RI1(config-router)# net*10.10.5.0

RI1(config-router)#ver"2 (el A g gy (Al (2l A1 Ga BALLAI V2 () Ll
RI(config-router)#"z ==> \ alxa[control + z] Vidiasy
R1# sh*"IP”route

R1#debug "IP*RIP

Ll g Lpdu (Al L) Aalad

passive-interface

Router#config t

Router(config)#router rip
Router(config-router)#network 192.168.10.0
Router(config-router)#passive-interface s0/0

[2] Interior Gateyvay Routing Protocol [IGRP] [Distance Vector]
Llls 35290 1 zaal 1R 9 IGRP 9 EIGRP sSessss 4ald oY oS 63

IGRP

Classful Routing

No support VLSM
No support discontiguous networks

Uses an autonomous syStem NUMDET Leas cips il lile ASH i 5% o3

'Use broadcast

Cisco

* IGRP Timers types :
5. update timer: (90 seconds)
6. invalid timer: (270 seconds)
7. flush timer: (630 seconds)
8. Holddown timer: (280 seconds)

Configuring IGRP Routing

R1#config t same RIP with one important difference:
R1(config)#router igrp 10 you use an autonomous system(AS) number
R1(config-router)#net 10.10.1.0 (Herel0). o
R1(config-router)#net 10.10.2.0 A e st oo Gty 505 -
R1(config-router)#net 10.10.5.0

R1(config)# no router igrp 10 To Delete routing table built by IGRP

show ip protocols sis) A Jal Juid S 559 sl oA
debug ip igrp events Wlu) s Lehdiul A cs ‘
debug ip igrp transactions Al <gl A& oY) Gaad Al &laal)
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Enhanced Interior Gateway Routing Protocol [EIGRP][ Hybrid]

ki EIGRP Y2 Jalill aolaiioss ( TCP/IP - IPX/SPX - APPLE TALK ) 4uluil) 4&lidial) < of g g yall *

EIGRP

Classless Routing

support VLSM

support discontiguous networks

Uses an autonomous system number

Cisco

Communication via Reliable Transport Protocol (RTP)

* Build three table :

1- Neighbor table </Liisl I (o 4l (8 Lo i yms 435l il 5 4 5

2- Topology table ba Jxiss AN asi e lll 5 ol jall (e Sl slas 2a 53 Lia

3- Routing table sl Al &l jlusall sS4 5 ¢ =T Lia

Feasible successor s slws sunl U5 successor route s slaws uan/s

Load Balance: 4xaldll < jluall clitnll 5 Jlaal) g8 dpald

Configuring EIGRP Routing

e Configuring Discontiguous Networks
R1(config)#router eigrp 100
R1(config-router)#net 10.10.1.0
R1(config-router)#net 10.10.2.0
R1(config-router)#net 10.10.5.0
R1 (config-router)#no auto-summary

* To make manual summarization
Router(config)#int s0/0

255l a8 ) gl pua s @liSays AS ab ) olina Lia 8 )l

Router(config-if)#ip summary-address eigrp 10 192.168.10.64 255.255.255.224

pily Bada g Blda (g gl (it g

é))#&@&lﬁj\j\&ﬁ%;ﬂ\@j
ILAJE|]

4 discontiguous s EIGRP Sl cis ol
e 4iaildy Auto summarization piies €1
IP a0 Lgdal () b )
/8 il i 0l 10.10.1.0 === : Jin
172.16.0.0 === /24 dula & )
...no Si Al lde 4

show ip route

Shows the entire routing table

show ip route eigrp ~ EIGRPw 4 saall (3 )l (i 2

Shows only EIGRP entries in the routing table

show ip eigrp neighbors neighbor (= _~»

Shows all EIGRP neighbors

show ip eigrp topology = Topology table (=

Shows entries in the EIGRP topology table

subnetmask <3| g2 5 discontiguos <« (985 Auto summary J *

[4]

Open Shortest Path First [OSPF]

[Link State]

OSPF

Classless Routing

support VLSM

support discontiguous networks

Uses an autonomous system number

Area sani 3 ua Glas 55 aludl ) leandy
Convergence time Jl& o3l 68 asl (a5 (58l 25aall -Area 0 A5 Back bone o gllhiae Ll

Support IP only.

Manual Summarization.

Use Wild mask [inverse sm] [Wild card mask]
s g ) laa) Qi jlecal ) calasd ) (i ga
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Subnet mask aiies ¥ s Wild Mask aiicy OSPF J) : dage daada *
Backbone «~is area 0 (2 0s&a¥ config OSPF *
S3 [AD/cost] *

s Mia ., 5_ile Wild Mask s 43y )k
/28 S 255.255.255.240
255.255.255.255

* Build three table :
1- Neighbor table

2- Topology table

3- Routing table

100,000
Cost (metric) =
BW [kilo]

Router ID (RID): is the highest IP address used to identify the router. [Identification] IP el
Link is an interface on a router.

Link-State: the status of link between two routers <lilll s

Link-state database (topological database).

Area: (amll ppiany (n JMS oy s AS (e a

Routing table: JislJl b Adaua &l jlusal) Gaal ny

Adjacencies router : DR and BDR 4l st 0 & il 5l daé Sy 5350 ) Sauneighbor router J) Jie
Designated router (DR) : o)) Jia yiiny

backup designated router (BDR): (s )l il Jia yiiay

# DR election based on:  BDR sDR il b (Lusaill) S8 o Laga g (pe ciagl) gk )
1- Priority [highest] (255 =4l Jel) Jisl W e 1 0585 ol 8V
2- RID [highest]  _isl 1 o2AL [P el
DRouter (sas (il 3L ) &l il i Al
BDR sDR il 225 Y Point-to-Point 4
DR & BDR <lidi) die (6

- Multiaccess Broadcast Net [ Ethernet :lel ]
- Multiaccess NonBroadcast Net [ Frame Relay b« ]

Configuring OSPF Routing

R1#config t

Rl(config)#router OSpf 1 2 laaj ‘_,.i'mljg\)ll ‘_,53 Process ID [local] Sl o= slisa aal g t;éJ
R1(config-router)#net 10.10.1.070.0.0.255 area 0 config ¢ SiSi o ospf Jadl i o) slina g 4508 wild Mask @ Lia
R1(config-router)#net 10.10.2.070.0.0.255 area 0 AGY gl o Y s g gl -

R1(config-router)#net 10.10.5.070.0.0.255 area 0
* To change priority

Router(config)#int s0/0

Router(config-if)#ip ospf priority 2

DR Js¥) 58 s 389 Jig)0 Jaail Priority 435
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show ip route
CogL IS isS l 13)3) o] 57 Y5 LS sT 0 Vg Upsrall bl i e

Shows the entire routing table

show ip ospf

Display OSPF information for one or all OSPF processes running
on the router.

show ip ospf database

the number of links and the neighboring router’s ID

show ip ospf interface

Displays all interface-related OSPF information.

Loop back Interfaces

IP o) BLRID J) *

Ay (Ao 21,13 g config L gl Wy il ), IP H shot down duas ¢l (1 *
Al 3l £ LY ce I (i Jogical TP gk O TP cull ald ¢ Al
Loopback interfaces are logical interfaces

Physical IP 4au) £ il Logical IP (Al Wl
Physical IP _ls| ) 4181 L 135 Logical IP =) i

Configuring Loop back Interfaces

R1(config)#int loopback 0
R1(config-if)#ip address 172.16.10.1 255.255.255.255
R1(config-if)#no shut
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Chapter: 7
Managing Traffic with
Access Control Lists [ACL]

R ACL
C1 permit HTTP
C2 permit SMTP
C3 deny FTP
e
R1 [OK] HTTP

action GESY) ¢l )

A
E R2 [NOJ FTP action (<Y g il
permit zles deny ae
sl &‘j‘ b 05 TELNET: St implicit deny (e pia

Al Al i (Sans oAl Ala il Al b Ly 5 30
Jn&ﬁo.\;});|é.\hu}u ACLL)A‘)SS\ L_!;IAJX"E.\Q&_

Types of access lists [ACL]
Named

Extended ) Gl sl Jaal 3l Uia
BlockSales Jis

-choose from rang ) kel o3y | -choose from rang &, kel 2 3¥
1-99 or 1900-1999 100-199 or 2000-2699
- Conditions based on: - Conditions based on:
1) Action ( deny or permit) 1) Action ( deny or permit)
2) Source address of packet: | 2) Transport protocol(TCP or UDP)

OHost(single IP) (if any packet made by app protocol
OSubnet(many IP) DA OIS 3 Jd J S5 0 ) Standard Extended
0Any 3)Source address

(Host-Subnet-Any)
4)destination address
(Host-Subnet-Any)
S)Application protocol that built
packet

[1] Standard access lists [ACL]
Conditions(e ki (s 1aa% g8 agaladiny by jal):

- source address
- action ( permit or deny )

Host Subnet Any
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Configuring Standard [ACL]

[1] Create conditions , Determine specific IP Any ==> 0.0.0.0 255.255.255.255
Router(config)#access-list 10 deny host 172.16.30.2 L aaly e aidl Host= 0.0.0.0

OR 138 Cpa 8L (6] aia oo Lia Ladd aal g Loy 4
Router(config)#access-list 10 deny 0.0.0.0 172.16.30.2 172.16302 <uasel

Determine any packet )
Lab_A(config)#access-list 10 permit any (38 b s all 8 ainia Ay &K (5 mand

OR

Lab_A(config)#access-list 10 permit 0.0.0.0 255.255.255.255

Lab_A(config)#access-list 10 deny 172.16.30.2 0.0.0.255 4ldlS o o aial wide mask Ua

[2] Assign ACL on interface  Dest Jswa sl (e 8 ACLuwnSY) aual Ll make the dest OUT
Router(config)#int f0/0 out s Us Jual)
Router(config-if)#ip access-group 10 out Oubarndl gali o

* Controlling VTY (Telnet) Access R (config-if)#ip access-group 10 IN

Lab_A(config)#access-list 50 permit host 172.16.10.3  telnet pasisaf ciscd s sty pmil cladizi o | OULEIS in 2
Lab_A(config)#line vty 0 4
Lab_A(config-line)#access-class 50 in

R(config)#no access-list 10 or 50 'which number you chose it' ACL J) sl iy ),k

D elube i call pe (2 Y DA (e Aliae 8 s e Ja A4y )l

BS s Sl ala) -1

Broadcast s Network address a3 -2

(wide mask ) I z 35 par (e pes ki -3

R (config)#access-list 10 deny 172.16.30.0 0.0.0.0 : SYS Jall  Sw— 4
wide mask J) ¢ sS» S s Network address ¢ sSw Js¥) IPJ) Cusy

[2] Extended access lists [ACL]

* Extended ACL:
1- source 2- destination 3-protocol[packet type] 4-action
L daga sacld
-Assign ACL on source interface and make the direction IN
14
action source dest e
R(config)#access-list 110 deny TCP any 172.16.1.0 0.0.0.255 eq 23
TCP=>» HTTP/TELNET/FTP/SMTP Ji« APP layer 4ads & Jaidy JSsis p OIS 13) 128 axdins
TCP/UDP JsSsisdl g 55 i€l zliny Ld - APP layer ik 8 Jaidy L IP JI OS5l oS
Any 2 des J dsasl e g sian Jlea IS oline
Source Dest
Host Subnet Any Host Subnet Any
Single IP subnet (e dalla | Slea (5l (e dallls
sl Jlea (e dalla L
:2J5s

R(config)#access-list 110 deny TCP host 10.10.1.1 host 10.10.2.50 eq FTP

Dbl e Capal 52l 4
R(config)#access-list 110 permit IP any any
Configuring Extended [ACL]

[1] Create conditions

Lab_A(config)#access-list 110 deny tcp any host 172.16.30.2 eq 23
Lab_A(config)#access-list 110 permit ip any any

[2]Assign ACL on interface 2 1) A 5 450 Ua jal)
Router(config)#int f0/0 <== s sl o adass

Router(config-if)#ip access-group 110 in
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[3] Named access lists [ACL]
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Configuring Named [ACL]

* To create named access list: -
[1] Create ACL
Lab_A(config)#ip access-list standard BlockSales
[2] Create conditions
Lab_A(config-std-nacl)#deny 172.16.40.070.0.0.255 5 _»ilwa Ja il Jac)
Lab_A(config-std-nacl)#permit any
[3] Assign ACL to interface
Lab_A(config)#int el
Lab_A(config-if)#ip access-group BlockSales out

Time-Based ACLs 4 diaa cild gl & g pill Ciadal Cis
[1] create a period
Router(config)#time-range no-http (Jxall e Ju ¢ & (a5 jiall g Jadd anil 128
Router(config-time-range)#periodic weekend 06:00 to 12:00 v sz, e s wtinn g3
[2] attach the created period to ACL
Router(config)#ip access-list extended Time ks s
Router(config-ext-nacl)#deny tcp any any eq www time-range no-http
[3] Assign ACL on interface
Router(config-ext-nacl)#interface f0/0
Router(config-if)#ip access-group Time in

Remarks
** Uses in Extended ACL
R(config)#access-list 110 remark Permit Bob from Sales Only To Finance &5 (b au
R(config)#access-list 110 permit ip host 172.16.10.1 172.16.20.0 0.0.0.255
R(config)#access-list 110 permit ip any any
*% Uses in Named ACL
R(config)#ip access-list extended No_Telnet
R(config—ext—nacl)#remark Deny all of Sales from Telnetting to Marketing 9‘5-3 c:gi
R(config-ext-nacl)#deny tcp 172.16.30.0 0.0.0.255 172.16.40.0 0.0.0.255 eq 23

Switch Port ACLs
[1] Create conditions
S1(config)#mac access-list extended My MAC List L aul
S1(config-ext-macl)#deny any host 000d.29bd.4b85 Wl 4
S1(config-ext-macl)#permit any any
[2] Assign ACL on port
S1(config-ext-macl)#int f0/6
S1(config-if)#mac access-group My MAC List in

ip/ipx/apple = Te) s Jisl N (e 4 sanall ACL JS (am
R#tshow access-list 110 110 o8 » U sanall aié ACL (2

R#tshow ip access-list ki [P e UsadlACL 2

Ri#tshow ip interface ¥ SIACL e S 135 interface (e s S am
R#show running-config s% JS jas

R#Show mac access-group MAC e UsadlACL  Gam

R#show access-list

Sl Jass G a3l s named Exten
1-Standard to Extended
SR PEEIETTENININ
deny tcp 10.10.1.070.0.0.255 host 10.10.2.2 eq ftp
permit ip any any

3- out to in
named (& ki Jaidy
Sl 8 a5 yme aul Weekend
www or 80 or HTTP
oY)
Saturdays
sundays
Glaa Sl
lelee (35 [ACL]

Ext & named (8 1 53 5> 5« Remark 4.

ACL
Oy gl (5 gise e

subnet (i gud) (A duala Lia
host OR any ki
mac bai ip Jla la

Ao JS 3 ACL ol 215 (3 olinad any caals e
range J) e Lgie Yad Zaatia (520

S1(config-ext-macl)#int range f0/6-10
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Chapter: 8
Managing Cisco I0S Software

This things we will learn it in this chapter : J«adll 138 3 Lgalaii )5 I s LY 038
1- Password Recovery

2- Back up IOS

3- Restore 10S

4- Upgrade 10S

5- Back up [ for config ]

6- Restore [ for config ]

7- CDP [ protocol |

* Router Boot Sequence:

1- The router performs a POST.

2- The bootstrap looks for and loads the Cisco IOS software

3- The IOS software looks for a valid configuration file stored in NVRAM
4- If a startup-config file is in NVRAM, the router will load and run this file

Configuration register

* It is 16-bit software register that’s written into NVRAM

* configuration setting on Cisco routers is 0X2102 This default

G 16 = WS iy a4 e e o5 JS 0 5S5  Hexadecimal = <538 (580 Ox 2a a8l

* Notice that bit 6 can be used to ignore the NVRAM contents. If it is enabled.

Bit number 15 14 13 12|11 10 9 8|7 (6| 5 4|3 2 1 0
Binary O 0 2 0/0 0 O 1{0]0]JO0 O]0 O 1 0
Config Register 2 1 0 1

Here the important thing for me the bit number 6 if was:
0> load NVRAM content [start up config] ,swball Jsead g guns
1> Ignore NVRAM content JAad (s gus— 3, subal) Janyla

Here are the main steps to password recovery: : b asii OS 2142  aal) 28,00 jailly
To know the value of config Register , use this commend :

R#sh ver a5 &80 (N6 sl cull A jiall dad il
[1] ol Gl dalaty 5 Jeailly 0 80 Y (S
R> Aol 5 Jea¥) 8138 (S yigh ) Ll & 0 5S isl ol ad Ao

s S U o 5S8 Ctrl+Pause/Break e Jasal 5 38t 5 (sl W il 5 o ikl Yad jelle )3 ) suld) e s la Jia sy e J& | TOMINON 1>
rommon 1 > rOMm Monitor sy

[2] Changing the Configuration Register to ignore NVRAM contents
rommon 1 > confreg 0x2142

[3] Reloading the Router and Entering Privileged Mode by this command

T . et i L tart
rommon 1 > reset reset sl sl il Jadl g e bl o 3Y 2142 e Jia Susy S ~n

. . Old
The router will reload and ask if you want to use setup mode answer NO.

R>en
[4] Copy startup-config to running-config in Privileged Mode by using this command
R#copy start run config dJldde di V)13 pal  >S5555555555>>>>>

new

[5] Change password by setting new password
Router#conf t rommon (= rest J!

Router(config)#enable secret kkkk privilege mode = reload J's
[6] Change the value of configuration register to enable NVRAM contents
Router(config)#config—regi ster 0x2102 privilege modedlla & config register J s i 44 )k
[7] Save your work  Jeadl Bia

Router#copy run start

[8] Reload router to activate changing of configuration register
Router#reload
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TFTP UDP WINDOWS s Jiidi L
v12 J8 ' Wl ity a8 Y g Lgd Y g
FTP
HTTP TCP WINDOWS e Jes;
HTTPs Lale iy Al g Lg8 ay

Backing Up the Cisco I0S

** To back up the Cisco I0S to a TFTP server, you use this command
Ri#tcopy flash FTP  Jsasll (I sradll e

OR

R#tcopy flash TFTP 13 sl JLia¥ i

s o ) s Ay A JA 138 day g (LR pmeall) o ggd) anad i QI ad Gallay 15 A A e e i) ey
Inetpub 4au) 4dlidly b 1) 58 s alaa b dl g (b Cilall 203 ) 59 fmadl) Aibeny a6y 7)) Wany il o5 AT

* To know the name of the IOS image , use this command :
R#tsh flash g senall 5 Aariioall 3 jall dalosll g (SO anl idany

or

Ri#tsh ver  (a3all S 4l )l aas oy

or

R#dir flash:

———-.bin Wsidl o Sw image asl el

R#copy FTP flash gla_iul restor dee 44,k
Router#ping FTP_server

* TOS file system

Router#show file info flash:c1841.bin

Routerttdelete flash:cl 8{ 1.bin
Router#fpwd  4de Jaid) Ul I (5 ) ¢S plall s

IS e FTP D5l Jasas (o 85kad Jl -1
A3 i Sl o peal g Al /Al a5 pSaill A )

53 52 sall Jia el s¥1 a2iing oany Loy sl 13
Lagl sl (8

IIS=>internet info service

NVRAM 4abus s config Jl dalus S|

Loy el -]
FTP Jee o S -2

____.bin }A ( M; i \ (.\LE.} J\JEA‘

** To copy the router’s configuration from a router to a FTP server
Router#copy run  FTP peiar (38 33 50 Y s (0 sl (el (0

or

Router#copy start FTP

** Copying the Current Configuration to NVRAM

Router#copy run start

** If you did copy the router’s configuration to a TFTP server as a second
backup, you can restore the configuration

Router#copy TFTP run or ftp

config J backup 3w (5 sl
config ¢ s

1- start

2- run

config J gla) Gk
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Cisco Discovery Protocol (CDP) [L2]
L dary T L (pdlita (0 55 A (9% Lal (i ¢ DB gSpan Sy gaug i) Sigh ) (sl JU 58 590 52 -
L3 Troubleshooting (2 JStéall Ja (8 A ¢ 4d) pua ) Aaly a0 Sy Juu g gl JS ) s Addalag -

el dun A g CDP timer how often CDP packets are transmitted to all
Sl S SR 5% Ras s active interfaces.

120 e Fnl 2 sl . . .
S AP LR the amount of time that the device will hold

i CDP holdtime packets received from neighbor devices.

Configuration

Router#sh cdp

*# Use the global commands cdp holdtime and cdp timer to configure the CDP holdtime and timer on a router:
Router(config)#cdp timer 90 ) Led€ 8 ) el g 456 60 JS Cyaailly o 68 43) ol y8Y)
Router(config)#cdp holdtime 240 2l L€ gl il 5 465 180 JS il o i 43) o) Y

** (Gathering Neighbor Information by using this command

Router#sh cdp nei detail =~ Jral@ll (i ja

** Gathering Interface Traffic Information including the number of CDP packets sent and received and the
errors with CDP.

Router#sh cdp traffic  4ilinl i€y oS g aile ) G oS (i ya

** Gathering Port and Interface Information including CDP status on router interfaces or switch ports.

Router#sh cdp interface CDPJaiis A G iVl Al
*# To turn off CDP on one interface on a router, ) o
Router(config)#int sO daial g Jgl A Ao Jaa Sl Ja s olagl La 1

Router(config-if)#no cdp enable
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Chapter: 9
Switching Layer2

hexadecimal <== 48bitsc» U5« Mac address J

* Three Switch Functions at Layer 2:
1. Address learning MAC table sl ddee 2
2. Forwardiif Destination knowncss e 1/ T1IEETif Destination unknowncas e ]
source (Luaal ) gl lacle aaall e Broadcast s s
3. Loop avoidance (Broadcast storm)

(multi-link : oend) il e SG iy g G Jay g3 (Saa -
BELIREN PR | SIKENERR TP
* Spanning Tree Protocol (STP) : <5l aia JsS 68 2
layer2 4Gl 4akll  Joop avoidance sl dalae aia s J5S 5395l 130 (g 23N
logical s 5 single link dai a5 jlue Jail 5 il jlsall paas aial J5S 655 all 138 33 )k 0y multi-link 2sa 5 o 4 -]
open path ) closed path (s Jbwall Jisad e J oS5 g ol a6y -2

* STP steps Jaall s HAIY) &l glad:

1- elect(~\xiil) Root Bridge (switch) based on :

a) priority [1ess] (32,768 b sSuum bty s (b (oum 58Y) Lad¥) i) Apeal BT laal
b) Bridge ID (BID) MAC address [less]a_ Jil sl

:Cua (e DP I s (58 Non-RB Leasd Al 5 il sl 8 (1 ‘ ‘
a) priority (32,768 (& sSuspms LD s (B (ooal J8Y) Bt ) oo i
b) BID (MACH 2 seaitall i Lagka)e o5 JB

2- All ports on (Root Bridge) become [(designated port) [Forward Port]
15235308 (eani g n Gl e ali)pll S

3- Remaining Bridge[sw] become [Non-Root Bridge]
Non-Root Bridge (sexs 4801 Sl gull & 6 ) 5al)

4-For each Non-Root Bridge only one Root Port
(0SI ) (ny ) e g e Aasa pe 0583 Gl (o 5 B 2l 5 &) 50 gy 23 59 Non-RB by sud)

S Ay (S5 JLEAY) Ay sk s S (g al5 1) s g LA STP osis multi-link bl e ST e 13) #
a) cost @Lﬂ\ JI:\MH Jaii 5 st 13 5 c«‘;ul Jal BN
Speed  Cost

2 10G
4 G
19 F
100 E

FCREIRER YN IOA S
b) Port number s J8 U]
f0/0 or f0/2 or f0/3 Uity sudl e o sl &y sl 2y 58

5- For each segment only one Designated Port [Forward Port]

O puall G o M il 8 Us segment = 2 salial)

G 7O RP Y5 DP oad s sl adle s RP LAY i sud) (3 oy sall anl s DP 58 408 Joa sl &y ) sl 5SS RB 0 A i sud) 4
block 4=

BPDU: Bridge Protocol Data Unifass Uiy sl G (585 Al Gl
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[STP]Spanning-Tree Port States Lai Al 3
1- Blocking 2- Forwarding

Configuring Cisco C
##%% Setting the Passwords
Switch(config)#enable password todd ~~  ----- > non Encrypted
Switch(config)#enable secret todd ~ --—--- > Encrypted

##%% Setting the Hostname

Switch(config)#host S2950

**% Port Security

Switch(config)#int f0/1

Switch(config-if)#switchport port-security mac-address sticky
Switch(config-if)#switchport port-security maximum 1
Switch(config-if)#switchport port-security violation shutdown

atalyst Switches

MAC Address <== jleall

Wl e G pey (i paal) Walina sticky s i sticky 4alS i) ol udty Ll .k;\ e lia -
MAC Address - pgi8 e Gty guall &= gansall 3 362 Y) 23e -
Olead) elada) 58 g (g pu Uf) a9 130 2ty )y atlas ) e llall il 5 2 a1 51

S(config)#int range f0/1-5

S5 5 Lgsud Lo Jlay sl (e e sene e Security (55w Casn 13)

##%% Setting IP Information

S2950#config t

S$2950(config)#int vlanl <G

S2950(config-if)#ip address 172.16.10.17 255.255.255.0
S$2950(config-if)#no shut

S2950(config-if)#exit

S52950(config)#ip default-gateway 172.16.10.1

host 48 iy (i gl
S gl TP elac) 488
VLANT U i gad) e Laila

2 i A T i gan (e UL Jaisl

S#sh mac address-table

S#sh spanning-tree RB 5 Non-RBua s
Sw(config)#spanning-tree vlan 1 priority 16384
OR

S1(config)#spanning-tree vlan 1 root primary

MAC Address Table J) s
g5l O3S e Gl gms il Ll JBU s el 5 Priority O s

Root Bridge J o585 215
5 il s da) o Lgillac

oWy 1 Jaasl lale Fagt <y sall Jaal

BPDU i

Block (20 sec) 416 50 a8y

a2 (Sers DPDU Jiiny

Listening (15 sec)

MAC ADD TABLE el 8 & L5 Lea s33 050 sBPDU . Jiien

Learning (15 sec)

Forward

PortFast e ki Jaxi BPDUFilter s BPDUGuard —<olusill sda

S2950(config)#int range f0/3-4
S2950(config-if-range)#spanning-tree portfast
S2950(config-if-range)#spanning-tree bpduguard enable
S2950(config-if-range)#spanning-tree bpdufilter enable

BPDU Juiinl aie

Spanning Tree UplinkFast

NonRoot (e Laié Lgib

i gie 055 Ll Lelae 2 3 50e

A5 eae (058 e Jeani e J

AT s Jeae A iy Le ligd 455 50 ,hiy nonroot s root !

U

| $2950(config)#spanning-tree uplinkfast

Spanning Tree BackboneFast
Gla e 2ah
Gl el JS e s nonroot sroot e ikl

S2950(config)#spanning-tree backbonefast
Erasing the Switch Configuration
S2950#erase startup-config
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Chapter:10
Virtual LANs [VLAN]

: VLAN J) 2l 5
interface (» Ji 2= e subnet J) ¢ 8 (Sas S interface JS! subnet 43) A5 Gls -]
logical interface ol 4.2 e s>y one physical interfaced) sl 1) 4 -
sub interface % F0/1.1
A3 o 3La) (5 gun 13S e ST Y 1024 (0 ST g sl 8 L -
(e a5 AT 0 s (8 ol il ol Gt ol aila e (i) 1S 1 e ) phiysical limitation AS8e ds -2
Cy saily ellgion 43 broadcast 4Sie da -3
(subnet (= SST) ¥l dlee -4

aein bl glile il Uil VLAN (e ST cidae 13) -

Adlide il e 81508 55 i) (s pein sl il ol iild subnet de sane ) 3aa) 5l VEAN caand 13 (81 -

Adlide iy g ol (353 0n)iiling (Sl & S 5l s oan s VAN (g Gian g oY) wanl D81

L35 5 VLANT o WS VLAN2 (sl lils VEAN (sf L) Ga )i 13 slina s VLANT (85353 50 0585 ( Ports ) (i gl s -
Administrator

collision domain 4gis g aslall) *

Hub ) A -1

(el S a5 ) JSS gl (5 s e Jaany aaliaill

Switch (it gl (8 -2

(oraall lae Lo aaeall CunlS 55 5 ) Jad &) gall (5 gl o Cuaay aaliadl)

A A3

[each Router Interface Represents Broadcast domain] 32a) sl subnet (s st (e sy aslail)

VLAN Types

Static VLANSs Dynamic VLANSs
i C gl Lo (g i Ua i Jad) e (s Jidd) Ga
- By admin Jely o 585 il - By admin Jeall o5& zmal

Cua sl 3 eaY) e gl sl Gl agsign Jeef s |l of <y 5183 3eal) (6 s o ()5S Enaatll Ui
(4.».»53 Gyl e Glalac ) O;\J P LA) Buaa 'Sj.g;i (VLAN s E Sleall ety C‘ﬁ) el

dynamic s static Jxdl adiy -

f0/1<»>VLAN2[sales] , f0/2<»VLAN3[IT] , f0/3=>VLAN4[marketing] , f0/4=»VLANS[accounting] -

*There are two different types of links in a switched environment:<\Sulll ¢ 53l

1 2
Access links Trunk links
Cane sl 5 (s sud) O gy R s (0
sl s Om

access port OsS Ol i G5 Js¥) G sual) (Bl | T Qi sadl e Trunk port ¢S o e (S ds¥) Gl sadl ()5
A Config (s sl oliza 138 5 35l ) Gl  Jath (i sl e 4l Config (sl oliza 138 5 yi9l ) Gl
Fast Ethernet &) sl (655 5 5Y
SV Jany
; VLAN-ID -1
sl e VLAN (0 ST gaie 4S 13 VLAN-ID s
Encapsulation s -2
pdaiy J5S 535 0 (s sy o 8 Ul y il sl § 08 Slens 1 o) Sl o JB gsmd W

Frame tagging [Encapsulation]

Inter-Switch Link (ISL) IEEE 802.1Q [dot1Q]
- Cisco - Open standard
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VLAN Trunking Protocol [VTP]:
VLANS A5l dglec d—%—uu -
L gl A8y g 1) VTP plaiinds Waasy 5 config s gml s dadd asl g Gihsud 7551 -

S VTP 53 (e daiiad olile *

(3 sl 508 Capadl sl (i ) a5 and 41 (5 5S55 280 5 Domain Ja1 L sad) aes Jaal -]
client Jails #) ) 4ddl g server 8w Jaidy aal g (il g o 3¥ -2

VTP Modes of Operation

Server Client Transparent
2 (YL ALl golaia el dda 3aildl) 5 IS g R el 0 g (i S g local (Adby 0S5 Ll dumy djlea cuy gl GLdle datiin
dgand Bale) — ABlia) — Cida el Jullisa 3 2 b AN cilaglaal) (€1 g 430 pa ) L ydil a6 La
VLAN - Ll (San

server mode <== By defaults Ll yiél 3aL Cisco sSu (o Uil sus (51 *

router on a stick e il (8 ua gl & sl *

Configuring VLANSs

e Create VLAN ( by global config ) (5:\“ Jast LAY g_o. You can’t change, delete, or rename VLAN 1, because
Switch(config)#vlan 2 it’s the default VLAN.
Switch(config-vlan)#vlan 3
Switch(config-vlan)#vlan 4
Switch(config-vlan)#vlan 5

+  [1]Create VLAN ( by Database Mode ) ¢ Jas) Jarall (& (didsasal) gali 3 2
S1#vlan database
S1(vlan)#vlan 2 name sales

S1(vlan)#vlan 3 name IT
* [2]Assigning Switch Ports to VLANs SSSSSSS>S>>> i U VLAN ) il sl i) i
Switch(config-if)#int f0/2 Glass 55 @lldads Cava e @l 5l sl -

Y @i s el Gl glile sh VLAN (5 smd 30yl 3as

Switch(config-if)#switch port access vlan 2 ol U VLAN J 4,
SW(config-if)#switch mode access < sell s (i sudl G JuSll & 55 2383

e If you want to verify your configuration, use this:
Switch#tsh vian ¥ sfvian J) il Ja (s peias o 5 Jlile

* [3]Configuring Trunk Ports [Assigning Switch Ports to be trunk] L e ”‘“j’;i s ﬂtﬁ:’;:i‘l“ j:;’” VLAN o 336231 : 3 55k 2xy
Sw(config)#int f0/12  trunkdaids S <oy sall 2 5 L g P e
Sw(conf}g—}ﬂ#SW}tch port mode trunk 0.5 5l e o ) 0 Al g i I Sl 55 S5 i
Sw(config-if)#switchport encapsulation dotlq SSSSSSSOBSZODDD> | e i gling L 2950 o i pell i anly iS55 V) m e S 5l 8

* Defining the Allowed VLANS on a Trunk ¥4 ' SR
Sw(config-if)#switchport trunk allowed vlan 1-10 #*###* ;i&;’::‘ffcﬂﬁ,ﬁﬁfjﬁ ST e
Swi(config-if)#no switchport trunk allowed vlan *#*%**

* [4]Configuring Inter-VLAN Routing
Router#config t
Router(config)#int f0/0
Router(config-if)#no ip address 4ali[P 48 oS
Router(config-if)#no shutdown
Router(config-if)#int f0/0.1 sub-interface e J sl La

Router(config-subif)#encaps dotlq 1 =~ ---—-- >VLAN 1 a5l gl (ians Y encapsulation il 5l
Router(config-subif)#ip address 192.168.10.100 255.255.255.0 dot1Q e Leanysisl e
Router(config-subif)#int £0/0.2

Router(config-subif)#encaps dotlq 2 ----- > VLAN 2 lipaad) 8 Lo el 3 ol Linaa

Router(config-subif)#ip address 192.168.20.100 255.255.255.0
* Config VTP
Switch(config)#vtp mode server — ------ > default S LIS g S
Switch(config)#vtp domain orbits Gl jiSi 4
Sw(config)#vtp password kkkk
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Packet

Voice Video

Real time Real time
padil ae 5 Sl priority lesheld delay JUaiil Jasdy Lo s
QoS[Qulity of service]
o e (e T 423 33 5a ling sl
intelligent iSa slinad 358 A o Clilull g il i 13) *

Configuring Voice VLANSs

Switch(config)#mls qos
Switch(config)#interface f0/1
Switch(config-if)#mls qos trust cos
Switch(config-if)#switchport voice vlan dotlp
Switch(config-if)#switchport mode access
Switch(config-if)#switchport access vlan 3
Switch(config-if)#switchport voice vlan 10




-29- CCNA 2012 || 2008 Sl Sand ot pmisily

Chapter: 11
Network Address Translation
[NAT]

Virtual [private] Real [public]
10.0.0.1 : 10.255.255.254
172.16.0.1 : 172.31.255.254
192.168.0.1 : 192.168.255.254
Real IP 548 =54 138 3 agaga & P ol

piin a9aill a gl Cusareal IP 5 virtual IP O 4e & NAT )
(1> lSa g JSireal TP o Jgaall o) dua) cidll o Jgaal) ddlisal) 3 3gal) 5 aka ¢ adaild

PAT =>» Port Address Translation

NAT
Dynamic Overloading == [PAT]
Many virtual IP => Many real IP Static Dynamic
One virtual IP => one real IP e With Overloading With Overloading

Number of real IP=number of virtual IP

M irtual IP => O 11P M irtual IP => M; 11P
Many real IP CALLD pool of real IP any virtua e red any virtua any red

(=S50 phasind (Kay Sia )) Jslall sl s NAT J)

NAT Names
Inside local Inside global Outside global
Name of inside source address Name of inside host after Name of outside destination host
before translation translation after translation
Virtual IP 43 2 saiall Real [P 43 2 paidll Sl 7 A L Jea gl ol AN Aaadll

Static NAT
[1]Creates a static NAT translation between 192.168.10.1 and 192.1.2.109  real&virtual o 48l i Y Al = sannall lgaldl 12a
Router(config)#ip nat inside source static 192.168.10.1 192.1.2.109  NAT Table,! cs+ 192.168.10.1 Virtual IPJ) 12
[2]Configures NAT inside interface inside-i 2 192.1.2.109 Real IPJ 12

Router(config)# interface f0/0

Router(config-if)# ip address 192.168.10.1 255.255.255.0
Router(config-if)# ip nat inside ~ 4lalall A,all e b ety glile 1
[3] Configures NAT outside interface outsideis i
Router(config)# interface Serial0/0

Router(config-if)# ip address 192.1.2.109 255.255.255.240
Router(config-if)# ip nat outside A JAN A5 e (o jaty lile 138

Dynamic NAT
[1]Defines a NAT pool (outside addresses) named MyPool with a range of addresses Pool=> many Real address (s 4= sane
60.1.1.2 - 60.1.1.6 ISP o< IP J (s
Router(config)#ip nat pool MyPool 60.1.1.1 60.1.1.6 netmask 255.255.255.248 ISP (e ol sidia (IPs)s el 6 (ins i
[2]Determine inside addresses that will use NAT, that addresses are defined in ACL
Router(config)#ip nat inside source list 10 pool MyPool ACL &) blins 10 Jls dsad i s
Router(config)# access-list 10 permit 192.168.10.0 0.0.0.255 B 5eal 6 3200 28 0 am 254 a0
[3] Configures NAT inside interface SSSSSSSSS>S>>> . ot .
[4] Configures NAT outside interface SSSSSSSSSSS>>> Static NAT i 4% o
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(Osane 4l la 0 1024 0 Aol 8 pasind 5 ) 5 3] e dae STz a0 a8 lile Port aadiul 4eadind olile

Overload NAT (PAT)

[1] Defines a NAT pool (outside addresses) named MyPool with a range of
Single address 60.1.1.1

Router(config)#ip nat pool MyPool 60.1.1.1 60.1.1.1 netmask 255.255.255.248 L aals Slea
[2]Determine inside addresses that will use NAT, that addresses are defined in ACL
Router(config)#ip nat inside source list 10 pool MyPool overload ==========> . .
. . . PO Uiy daadiddl NAT d\tjsu:x)
Router(config)# access-list 10 permit 192.168.10.0 0.0.0.255 Static PAT or Static overload = ;S Ua

[3] Configures NAT inside interface
[4] Configures NAT outside interface

Simple Verification of NAT

* To see basic IP address translation information, use the following command: table JI o= =

Router#show ip nat translation
This output will show the sending address, the translation, and the destination address on each debug line:

Router#debug ip nat Ledsa s el 5 Ll o (A Al (a5 50
* To cancel the debug sy AN jaY) ariiu 5.8 lglidiresource dllgiud debug il 5
R#undebug all Ll ] o A

Or
R#tun all
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Chapter: 12
Wireless LAN
[WLAN]

s D
4

: glial Sl Y Jluail i 13) *

(Yram o B¢l pana iy — dusld) M‘ g{cﬂ%ﬂ‘gﬁa)Access Point <5 s -1
(Asled) ASuil) A Al & S Jia ) Sl Y ASud & S22

Electromagnetic 4uubliia g 4<l) cila gall e ol Jual 63l

2.4 GHZ Wireless 802.11 b and 802.11g | Unlicense gyl glisyla
5 GHZ Waves 802.11 a Unlicense <l 4l gliay e

SIS 3 aaY] Jee (g 4 giuse

Institute of Electrical and Electronics Engineers (IEEE)

LS el (883 5 50 Al 02 g — il il 5 s sall gy jlua elhae ] (e A e
Federal Communications Commission (FCC)

Lssl (g3 835 50 Angll o2 5 — 2 yill 5 il sall oy jlci sllae | e A shasa
European Telecommunications Standards Institute (ETSI)
Wi-Fi Alliance Promotes and tests for WLAN interoperability

Creates and maintains operational standards

Regulates the use of wireless devices in the U.S.

Chartered to produce common standards in Europe

WLAN Association (WLAN) Educates and raises consumer awareness regarding WLANSs

g A Ll Ligl) (e pasd 5 zliag L) 9 900MHz / 2.4GHz / 5 GHz : Jis pasd 55 ) gliad ¥ cilaa ji an 5 430 alall

802.11b 802.11a
Data rate Up to 11 Mbps Up to 54 Mbps Up to 54 Mbps
Modulation method DSSS DSSS & OFDM OFDM

Frequency band 2.4GHz 2.4GHz 5 GHz
channels numbers < sl axe 14 14 1293: “’5”‘3: ?fx: ﬁ u:j:xl: -
=05 ol s = e
T gl s g 58 s s 3non = 1-6-11 3non = 1-6-11 12
-overlapping channels
NERER]

cover area J) <88 WS data rated) <) ) WS -]

data rate~ )5 cover area J) <uli WS Frequencyd) 31 LIS

b sl iasy L CSMA/CA (Carrier Sense Multiple Access with Collision Avoidance) or RTS/CTS (Request To Send, Clear To Send) IS 55500 sy 22
23 5l (el gl Y Gamy e skl 550 band g g s -3

DSSS = Direct Sequence Spread Spectrum || OFDM =» Orthogonal Frequency Division Multiplexing
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ity g0 oenST (50 G Sles Ol A8,k 4 AD-HOK JI - -
Cisco’s Unified Wireless SolutionSledd s 48 )& J gla

« MESH:
- Root Access Points (RAPs) 4SLull 4Si) e Jual 5: olize
- Mesh Access Points (MAPs) <5l ik oo 4SLul) 45N e Jaal g : oline

e AWPP: Root ) MESH JI (3 Jsea sl jluse Juadl 2asy J € 5 50

- Adapter wireless path protocol
-This protocol allows RAPs to communicate with each other to determine the best path back to the wired network via the RAP.

*  Wireless Security :
1. Open Access

2. SSIDs, WEP, and MAC Address Authentication
SSID =» Service Set Identifiers i) 4810 Sl o Lo (e Lodie 4803 aul
WEP = Wired Equivalency Protocol i . omii: s ou g otid guie yod 0usSs s s
MAC addresses =2 Jasi il & i daasall 3 362 Cuny

3. WPA or WPA 2 [Pre-Shared Key (PSK)] s 3 gl Jou - JASI b Jany
- WPA =>» Wi-Fi Protected Access and WPA2(_ skall) Pre-Shared Key (PSK) is a better form of wireless security than
any other basic wireless security methods mentioned so far.
3y sl a5 (3 Sl LAl B3l 5 s (L shaall) S8 5 5V o G340

4. Cisco Unified Wireless Network Securityss Jasi e 480y 4 s il g ola
- Secure Connectivity for WLANs  Glall 33 yha (e
- Trust and Identity for WLANs 4l 8 5 (i 689 3 5k o
- Threat Defense for WLANs <luigill 48 yaa (33 5k (o

ISR integrated service router <== () gl as a8 Al &) 55 ) anad -
dlalsial) cladddl jig)
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Chapter: 13
Internet Protocol Version 6
(IPv6)
IPv6 IPv4
128 bits 32 bits

e Jala 16bit | 16bit | 16bit | 16 bit | 16 bit | 16 bit | 16 bit | 16 bit

16 bit
Hexadecimal | 00AB | Cf00 | 2434 | 1270 | 3210 |4210

5611 | 877 991A

- [ IP v.4 ] number of add = 2%
- [ IP v.6 ] number of add = 2!
- No size for header

** The Benefits and Uses of IP v.6 :
1. IPv6 is 128 bits which gives (3.4 x 10"38) of addresses.
2. The header in an IPv6 packet have half the fields<uw sxll) aladin) Jla,
3. There is no broadcast in IPv6 because it uses multicast traffic instead.

XIXIXIXIXIXIXX

haY) Jsl) 1080:0000:0000:0000:0008:0800:200C:417A

Lo -~ 1080:0:0:0:8:800:200C:417A
ek airai g 1080::8:800:200C:417A
0:0:0:0:0:0:0:1
21
loop back s

local host s 25 v4 8 127.0.0.1 4o

IPvé6

prefix-address prefix-length
e i e Jia

FO/1=> 12:34:56:7::1/64 (¥ AV Y5 elule 5 s Jie o8 5 prefix length Walise 64 JI-

Aaliae i s 8 (5580 olinad <y glg Ban) gl i candl Jada il e e

Adline i caa Gdaay Gy FRFF N T e s 1 QRO

FO/1=> 12:34:56:8::1/64 " e
12:34:56:7:: netadd Jie iy 2a

Router interface -l Judl) 12
S sl 28 MAC address Gisb o8 <o 128 (A A duay clid) AW generate 4les A EUI

< 64 ¢& S L 4 ey Prefix length 451 &ua
MAC : 48 bits = 4

sdba ¢ ali sy FFFF 29 a8 )0 138 48, 4k o A8y 48, )k
0000.ab£d.0001

FFFF
0000.abff.ffcd.0001



-34- CCNA 2012 || 2008 Agidl Sasna (ot pmaily

Host Config
Manual Automatic
stateless statefull
No DHCP DHCP
Found in the network Found in the network
DHCP Gk 2 Jus n Lia-

O sXP 3L Automatic
broadcastia s: ¥ 9 k8 multicast addic 43) [Pv4 e TPV6 &) e (e

** Address Types: -
1. Unicast address single TPv4dic — (paa o) sial = 5 5
2. Multicast address class D in IPv4dis -LS ulill Jua 3
3. Anycast address ki gud U cSU Ju )l (S Al Jlias pual i e gpme Jigl 1 dea s
4. Global unicast addresses Public IP v.4J
5. Link-local addresses Privet IP v.4Jie

v o virtual J) 0885 IPv4 Jis virtual and real IPv6 Jals 3 g Ui

0:0:0:0:0:0:192.168.100.1

This is how an IPv4 address would be written in a mixed

IPv6/1Pv4 network environment.

2000::/3 The global unicast address range real IP Jia
0010.0000.0000.0000

FCO00::/7 The unique local unicast range Y addiia g private IP Jia

FE80::/10 The link-local unicast range 4l 13 1111.1110.1000.0000

FF00::/8 The multicast range multi-cast ! Jia

Configuring Cisco Routers with IPv6

OR

* Enable IPv6  Jid (s (ol YL AN [PV6 J) Sl (lide single IP / dse 32
Router(config)#ipv6 unicast-routing

¢ Configure IPv6 on the interface
Router(config)#int f0/0
Router(config-if)#ipv6 address 2001:db8:3c4d:1:0260.d6FF.FE73.1987/64 Prefix length

U You can allow the device to use its MAC address and pad it to make the interface ID. @ie (e LS4 ()5S Le Caay Lgal
Router(config-if)#ipv6 address 2001:db8:3c4d:1::/64 eui-64 Extended user interfacess

s ALl Gyl e S55 £ L) (5 s

48Ul 64 J L) (5 g Cung

Dynamic Host Configuration Protocol (DHCPv6)
IP v6 = &lalae M s Ludl) oda zlial

DHCPv6 Client |A node that initiates requests on a link to obtain configuration parameters.

DHCPv6 Server A node that responds to requests from clients to provide addresses, prefix lengths, or other configuration parameters.
DHCPv6 Relay |A node that acts as an intermediary to deliver DHCPv6 messages between clients and servers.
2l el dia IDHCP JVldhs ) s clallall aaad a5 Japs g yiing 568 DHCP (Ao Jaa (585 Lo g adiig

DHCPv6 Agent |either a server or a relay. 4baaf (S
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Configuring Cisco Routers with IPv6

Dynamic Host Configuration Protocol (DHCPv6)
Router(config)#ipv6 dhcp pool test as!
Router(config-dhcp)#prefix-delegation pool test lifetime 3600 3600 3 sl (s34 a8,
Router(config)#int f 0/0
Router(config-if)#ipv6 dhcp server test
IPv6 Routing Protocols
*  RIPng [nextgeneration i jluayl]
Router(config)#int f 0/0 L jnterface J) s sime o alril
Router(config-if)#IPV6 rip 1 enable process ID  olizalin ] a8
« EIGRPv6
Router(config)#ipv6 router eigrp 10
Router(config-rtr)#no shutdown
Router(config)#int f 0/0
Router(config-if)#ipv6 eigrp 10
* OSPFv3
Router (config)#ipvé router osfp 10 process ID  slizalin ] a8
Router (config-rtr)#router-id 1.1.1.1 8 pile s o228 DR il 8 id e 23l ) s
Router(config)#int f 0/0 Ladinterface JI s siue Ao ala
Router(config-if)#ipv6 ospf 10 area O

Autonisim systemelize Ua 10 a8,

Migrating to IPv6
IPV6 ) IPv4 ¢ (3 sia upgrade s suf ciss

1- Dual Stacking
It allows our devices to communicate using either IPv4 or IPv6.
Router(config)#ipv6 unicast-routing
Router(config)#interface fastethernet 0/0
Router(config-if)#ipv6 address 2001:db8:3c4d:1::/64 eui-64
Router(config-if)#ip address 192.168.255.1 255.255.255.0

2-  6to4 Tunneling
Router1(config)#int tunnel 0
Router1(config-if)#ipv6 address 2001:db8:1:1::1/64
Router1(config-if)#tunnel source 192.168.30.1
Router1(config-if)#tunnel destination 192.168.40.1
Router1(config-if)#tunnel mode ipv6ip
Router2(config)#int tunnel 0
Router2(config-if)#ipv6 address 2001:db8:2:2::1/64
Router2(config-if)#tunnel source 192.168.40.1
Router2(config-if)#tunnel destination 192.168.30.1
Router2(config-if)#tunnel mode ipv6ip

Configuring IPv6 on Our Internetwork

Corp#config t
Corp(config)#ipv6 unicast-routing
Corp(config)#int f0/1
Corp(config-if)#ipv6 address 2001:db8:3c4d:11::/64 eui-64
Corp(config-if)#int s0/0/0
Corp(config-if)#ipv6 address 2001:db8:3c4d:12::/64 eui-64
Corp(config-if)#int s0/0/1
Corp(config-if)#ipv6 address 2001:db8:3c4d:13::/64 eui-64
Corp(config-if)#int s0/1/0
Corp(config-if)#ipv6 address 2001:db8:3c4d:14::/64 eui-64
Corp(config-if)#int s0/2/0
Corp(config-if)#ipv6 address 2001:db8:3c4d:15::/64 eui-64
Corp(config-if)}#\Z
Corp#copy run start
R1#config t
R1(config)#ipv6 unicast-routing
R1(config)#int s0/0/0
R1(config-if)#ipv6 address 2001:db8:3c4d:12::/64 eui-64
R1(config-if)#int s0/0/1
R1(config-if)#ipv6 address 2001:db8:3c4d:13::/64 eui-64
R2#config t
R2(config)#ipv6 unicast-routing
R2(config)#int s0/2/0
R2(config-if)#ipv6 address 2001:db8:3c4d:14::/64 eui-64
R3#config t
R3(config)#ipv6 unicast-routing
R3(config)#int s0/0/1

RS = JsY1 &l
RA = il &l

generation J) ;3 4L L lile 138 (5 sul s
iy 5 Al L Cuso two switchs o
state less

IPV6 5 IPv4 (e 2a) 5 384 (puid yiiY)

Sleall QS 1Y) Gy Hhall aal jlas) i)
oy 5y (o sl sl 350,11
iy sl

V4HJW&¢A§QJ)V6&,—IJWG¢3J'=§

IPV6O o yxi ¥ ASady ey OIS 1) dadiinl

Sl e clalac ) (g sl two ways ol u};
2l i e e sl one way elad 13)
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R3(config-if)#ipv6 address 2001:db8:3c4d:15::/64 eui-64
1- Configuring RIPng
Corp#config t
Corp(config)#int f0/1 No shut #3¥

Corp(config-if)#ipv6 rip 1 enable
Corp(config-if)#int s0/0/0
Corp(config-if)#ipv6 rip 1 enable
Corp(config-if)#int s0/0/1
Corp(config-if)#ipv6 rip 1 enable
Corp(config-if)#int s0/1/0
Corp(config-if)#ipv6 rip 1 enable
Corp(config-if)#int s0/2/0
Corp(config-if)#ipv6 rip 1 enable
¢ Configuring RIPng
R1#config t
R1(config)#int s0/0/0
R1(config-if)#ipv6 rip 1 enable
R1(config-if)#int s0/0/1
R1(config-if)#ipv6 rip 1 enable
R2#config t
R2(config)#int s0/2/0
R2(config-if)#ipv6 rip 1 enable
R3#config t
R3(config)#int s0/0/1
R3(config-if)#ipv6 rip 1 enable
¢ Verifying RIPng
R3#sh ipv6 route
R3#sh ipv6 protocols
R3#sh ipv6 rip
R3#sh ipv6 interface serial 0/0/1
R3#debug ipv6 rip
2- Configuring OSPFv3
Corptconfig t
Corp(config)#int f0/1
Corp(config-if)#ipv6 ospf 1 area O
Corp(config-if)#int s0/0/1
Corp(config-if)#ipv6 ospf 1 area O
Corp(config-if)#int s0/1/0
Corp(config-if)#ipv6 ospf 1 area O
Corp(config-if)#int s0/2/0
Corp(config-if)#ipv6 ospf 1 area 0
¢ Configuring OSPFv3
R1#config t
R1(config)#int s0/0/1
R1(config-if)#ipv6 ospf 1 area O
R2#config t
R2(config)#int s0/2/0
R2(config-if)#ipv6 ospf 1 area O
R3#config t
R3(config)#int s0/0/1
R3(config-if)#ipv6 ospf 1 area O
¢  Verifying OSPFv3
R3#sh ipv6 route
R3#sh ipv6 protocols
R3#sh ipv6 protocols
R3#sh ipv6 protocols
Corp#tdebug ipv6 ospf packet
Corp#un all

856 Ca s S 0l S 5y al) (a3 (g 2al 5 lia
szl Lpuany
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Chapter: 14
Wide Area Networking
[WAN]

MJJS\@QYDASY\:\SJ&L’JD Aaid . (:\.AAA) O (éi
Defining WAN Terms:
* Customer premises equipment (CPE)
* Demarcation point

* Local loop
e Central office (CO)

Service

Demarcation point
Jaanl) 5 3eal s VLAtV S 558 jeal Gn Juait S AL o

LAN2

LANY

O — 5

Central
Office

3 3¢l 4 ) )
CPE~5 d:"“’J‘ Local loop

s g s Al

** WAN Connection Types WAN dals lgeadin) (San I &1 Y
1- Dedicated for example: lease line (aspaiela
2- Circuit switched  for example : ISDN or dial up
128K or 1.5Mbps W ISDN 556K dail up - Sle jull agin (3l 5 4305l Le e afde ada) Jad
3- Packet switch for example : Frame relay dse (e ST agle (S aal 5 1ad

. DCE ¢als DTE Jaidd gl < figh ) g service oud i 4gd ol
CSU/DSU [ Circuit Service Unit / Data Service Unit] asiius 718 Js yun 4o g3 3a cuilS 13) 5

DSL = Based band
WI-MAX =» Broad band

1Ay pald J S Sy il (b JS Encaps <ilis dUs 098 O g service ) IO (e csbll <pa 13 #

protocol
HDLC PPP Frame Relay
High-Level Data-Link Control Point-to-Point Protocol
P Jadd pddieu g P Jadd pddieu g
1-lease line 1-lease line 1-Frame Relay
2-ISDN
3-Dial up
JS s C}‘ i AadA o) 13} | dsssieo e S 4 s * You can’t use HDLC or PPP with Frame Relay.
e 3 ) ; Y | I LCP (Link Control Protocol) 3 With F Relay there are two encapsulation types
AS pil)  dd e o ) ) | Layer? o dasss diseasl e bl Jens e S ith Frame Rela d
it )S 2- NCP (Network Control Protocol ) = 1- Cisco 2-IETF
L3 oV S5isll glsl Ga g s ol o dalay 5oy (Internet Engineering Task
3- Authentication protocol Force)




-38- CCNA 2012 || 2008 Sl Sand ot pmisily

* PPP has many advantage:

1- multi-link Back upc? ads (Sea

2- Callback Jlai¥) 3 slas

3- Authentication (il
a- CHAP (Challenge Hand Authentication Protocol) =»[Encrypted) Jii
b- PAP (Password Authentication Protocol)=» [Clear Text] zals

4- Compression bl

5- Route packet for different routed packet

Configuring PPP on Cisco Routers

¢ Turn on PPP on connected interface PPP -~ il Da e
. . shels interface J) Jadl -1
Router(config)#int s0O OSFP l RIP JsSsisll g st saal -2
Router(config-if)#encapsulation ppp ) © sk PPP U
¢ Configuring PPP Authentication (58 ; L;alse line
Router(config)#hostname RouterA o« 5 }DS‘]‘;I\}”’

RouterA(config)#username RouterB password cisco
RouterA(config)#int s0

RouterA(config-if)#ppp authentication chap pap
Router(config)#hostname RouterB ! b 5 AL O k)l
RouterB(config)#username RouterA password cisco s O G i el
RouterB(config)#int sO

RouterB(config-if)#ppp authentication chap pap

Ol sSsis IS dslay

Frame Relay ‘
(S5 Lease line padiws e din)) aals ga S e S gl andy
Frame Relay 9 <iuliill AT JS ¢ 5 a2iied Ugh TCP/IP JsS 5593 agds s Frame Relay -

* Frame Relay has become one of the most popular WAN services deployed.
* Frame Relay is a packet-switched technology
* Frame Relay, by default, is classified as a non-broadcast multi-access (NBMA)

* Frame Relay PVCs are:
Aalad) clily gudl 0 Cilida 2 s PVC [Permanent Virtual Circuit] o 55105 FR switch o <)

1- devices using (DLCI) Data Link Connection Identifiers <SWll & yai o8 5 oy

Local Management Interface (LMI) . Signal (3,L4)) 224l Up 24H s PVC M glés
is a signaling standard used between your router and the first Frame Relay switch it’s connected to.
ISP 4exall 2550 58 LMI g 5 22y M5

** There are three different types of LMI message formats:
1- Cisco (default) 2- ANSI (open standard) 3- Q.933A. (open standard)

Frame Relay Implementation

RouterA(config)#int s0/0

RouterA(config-if)#no shut

RouterA(config-if)#encapsulation frame-relay IETF
RouterA(config-if)#ip address 172.16.20.1 255.255.255.0
RouterA(config-if)#frame-relay Imi-type ansi ¢!l SO (e s (Kae
RouterA(config-if)#frame-relay interface-dlci 101

IETF < frame relay J) <l
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show frame Imi
LAl MI &9 oA

Give you the LMI traffic statistics exchanged between the local router and the Frame Relay switch.

show frame pvc

* list all configured PVCs and DLCI numbers.
* It provides the status of each PVC connection and traffic statistics.

show interface

* Check for LMI traffic.
* Displays line, protocol, DLCI, and LMI information.

show frame map

Displays the Network layer—to—DLCI mappings.

Virtual Private Networks (VPN)

** There are three different categories of VPNs:
1- Remote access VPNs

2- Remote users VPN

3- Site-to-site VPNs

** Tunneling protocols

8 Llas ga 4da 320 g Jogical G5 tunnel J) b

1- Point-to-Point Tunneling Protocol (PPTP) (opep standard)
2- Layer 2 Tunneling Protocol (L2TP) S_sSw ,iSI 1 (open standard)
3- Generic Routing Encapsulation (GRE) sSwww & il ) e Jad

** Security Protocols (IPSec) Ol aadiin g [2TP  J S s8 p pddiey
1- Authentication Header (AH)
2- Encapsulating Security Payload (ESP)

IPsec = encrypted
IP =» Clear




