Viica akz qai 5 | --
e | i _ﬂg_sﬂl . I .-

C:\>netdom query fsmo

Schema master de.target.org @ Administrator
Domain naming master de.target.ory TARGET\Administrator
DC dc.target.org

RID pool manager CALRO-BRANCH. target.ory _E]

Infrastructure master dc.target.org
The command completed successfully.

C:\Ontdsutil
ntdsutil: role
fsmo maintenance: connection

server connections: connect to server dec

Binding to dc ...

Connected to dc using credentials of locally logged on user.

server connections: g

fsmo maintenance: transfer rid master

Server "dc" knows ahout 5 roles

Schena ~ CN=NIDS Settings,CN=DC,CN=Servers,CN=HQ-Riyadh,CN=8ites,CN=Configuratio
n,DC=target,DC=0rg

Naming Master - CN=NIDS Settings,CN=DC,CN=Servers,CN=HQ-Rivadh,CN=Sites,CN=Confi
guration,DC=target,DC=0rg

PDC - CN=NIDS Settings, CN DC,CN=Servers,CN=HQ-Riyadh,CN=8ites,CN=Conf iguration.[
C=target,DC=org

RID - CN=NIDS Settings,CN=DC,CN=Seruers,CH=HQ-Riyadh,CH=Sites,CN=Cnnfiguratinn,E
C=target,DC=org
Infrastructure - CN=NIDS Settings,CN=DC,CN=Servers,CN=HQ-Riyadh,CN=Sites.CN=Conf
iguration,DC=target.DC=org E
fsmo naintenance:

B it Sl e ks
h o T
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ACTIVE DIRECTORY REPLICATION
A A Glal el a3 Y A 6l , Basliall g ARNA CISA Cp bl JALS 98 5 1aa ald £ g ga Al Gy J LS G g
Forest =) qudi J1a W g2 g3 L Lagh o 510 Lgisl g Adlise ASudh (g glis el (il g aal g
Tree 23 Domain 4 9 Forest =) o 25 (& dalgd) cila glaall (ans £la i Stb Cilin 45)a) 3 L)

&b ci g New Domain $L&3) 9 Active Directory Role ) Ju&i 9 Windows Server Js¥ quali dlee (gl £) ) 2
Lilals &td e

-1 gl A LS Tree Jgly Domain Jg) 5 Forest J)

Domain

l J
TREE

FOREST
Domain Jg as) 33k laa Tree g Domain ) 93 JiSH i 330y Tree A3 5 939 3 Sl g4 Forest )
AS) gl aalg Domain Ui 5933 s Sl g8 Tree )

Sedld Mg Aigill g Jasalf g il 5 cilbadlall 5 (348 6l 9 oy ) cililes i) g ay AN BI 52 Jlaall 3§ Domain 2
_:‘_,JGSIS&UJBJMUAGMJULA;W

The Primary Domain sl Root Domain First -1
-r AL e e Ge aaing Tree Jof ) Jals o 5L&i) s domain Jsl s

JSS Forest U pul g2 4y galdl) o) 98 -
(GaY Wl 7 éiv) Domain naming Master Role o s siss g3l 1agll g4 -
Global Catalog by default &s8: -
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Default ﬁrst site name g

Additional Domain -2

Jf o il Cadant of ALl (raa 938 addien g D ) Lag ABLY) o) Cadally dgle Jaaail) (Say i)l Domain ) ¢ A3 s
. gl Domain

(RODC) Read Only Domain -3

CilalS Baday o g8 W Al Cua Ajlaall £1 931 (e £ 958 adiig g Jaid be) Bl g8 dle Jraill (Say ¥ (S i) Domain ) (e A Ly g8
. il Domain <) O A Jy dale g all

Child Domain -4

Domain ) JA& (s ¢San g dds Lgﬁ\lam&ul.u Smﬁﬁjuaibaﬂ\ UQA.\G dmﬂamwu}\ Domain < M@Domain}h
‘NMS‘)M\ME.A <aad "la.uatg.\ﬂo.\.\a.u!\ulbwb&)ﬂ\u\JoM\u\M\MbgaeM Child 3 13 gﬁe&d\uﬂu{;ﬂ

Domain 3 &) 53l Laul g Tree 19 Domain ) § Forest ) o U a3 8 ¢\ 6% 13409

- 3..4\.& 3.233.‘.6
g2 5 2y QLIS 138 O Active Directory ) quuali dsles 7 jdd (3 kil (1928 44l Replication ) g sy p shic

Ugea osly Al )68l Laas Child Domain Vs Additional Domain ) e ciaiiu g pdl) e Ul g el aa g ¢ppadiiall
€.. Active Directory 4 JAl Replication Ut Jibs dobes b ati o) La G i Y )

¢ QsSh Laag Active Directory ) sa Laciad o) 3 Jgead) 138 o quad Ja

Ada i N 2 il g Windows Sl LaaiY Aa ge Cd g Sile 4844 e (g & Active Directory I
Server < Jala sSi 4338 pa by 32018 aay gh 9 AGul) Jaa (355l g iy o) paail 43S pall laddl) b g5 g8
laadl) g A jldiall culilal) g clagUall g 5 5gal g Cmaddiuall Jia Al daldll cilibud) § cila sleall JS Leale ¢ 55

JsAal AB) ya g5 g alali Network Administrator 4Sal) jial Lay) gy i) ) Ly ..., 40401 3 ) sa
gy pSall G138 5 ASutl) 3 )
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: SUlS ALl 4ay )Y Active Directory 2 asdi

Domain partition -1
Configuration partition -2
Schema partition -3
Application partition -4

Domain partition -

Computer Objects ,.... User Objects ...Groups.... Container (s (pagall gady e JS Ao (s giny o3 52
Active Directory User and Ahwlg: sl Attributes oaud Al dailad Al Gl gSal) 0da ¢ g8 JS
Computer Consol

Configuration Partition <

J) Al UJ‘ Ala Add il ?1:1 § Sites <) <ilalas) Jia Active Directory i Laldl) Slalasy FETS Uk' TR (531\ R

Active Directory Site and Services Consol 4wl jJu9 Forest - 335234l Domain Controllers
Schema Partition

ADUser and Computer Consol daw)gs Uail J\ug Attributes 31 s Objects ) JS cilaglaa o (s giay 53 8
Domain <) JS s Schema Master (a5 4US ALY 1 ¢l 4303 Domain Controller Jgf diiag 5

Schema Partitions) 038 ¢y Jadd ¢) AUl 4 dlai 5 AYIControllers
Application partition <

Lilly Béa b Aaladinly o 685 Active Directory 2 by aa JalSii Al ga) plld 4l dalad) cosa L LAY 22 g9 5 5000 138
. 1388 g 4aliai M Active Directory 3 s Integrated gliai¥ il Li Sis Exchange Server i) adis
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Practical Guide

A QB e el Al p s g Y ) Sl
A g2l g 5 AL (e DS (B A Lggaly (sl Adita (B oai ) W e oy A8 i Ll

2h LaS Aul) il g
Domain name : target.org (win srvr 2012)
Dns ip is 10.10.10.2 /8
Branch in Cairo has 172.16.1.2/16 (win srvr 2008)
Branch in Doha has 192.168.1.2/24 (win srvr 2008)

Real Ip For Routing is 66.249.64.231/8

-
Riyadh HQ
10.10.10.2/8 | s uis oa L) ga ASui) JS&
Target.org
o -
Cairo Branch
Doha Branch 192.168.1.2/24
172.16.1.2/16 >,
\ = \ Z

-t (IS Jua) Jaghad &3 LA ¢ am )l A LiliaY
B ALl 5 Galy ) Gm JsY) Jadd)
Ao gall g byl cm (ALY Jadl)
LAY g Ao gall (cp AN Jad)

€ 3 %y RS OS5 Lo Jaa )y () 9 V) S5 (o o i Lo o 5 1 Lt (yiliin (5 0B (B 5 gy Ll Bl 530 038 0 stall cia
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AN JKE peaad i EY) Bk e Router dhal s gf JS Jak had (S Jpea 51 glins Wil sa ) o]l
-1l s 2e Led

Riyadh HQ
10.10.10.2/8

(Router 1) (Router2)
10.10.10.2/8 192.168.1.29/24

Target.org

Cairo Branch

Doha Branch 192.168.1.2/24

172.16.1.2/16

(Router3)
172.16.1.31/16

Olsiadl Mg router JS @yl ip O sind Liay) liniun (anall Lgudany (s 5 O (e B3gaY) (A g £ 08 JS (A router J4 () g liniu Uil Uale oY) Ui
Lehial ol i) Aaddd 5 5 jall AS i) Cpe dulha Sy

Hyper V &y J313 £ 54l @8 Microsoft routing 4ei g i) 8 aadiuic U alal) ga lee i ghid) o3a Jazy gl Uy L OY‘\S

(Hyper V £ »5 Ui Iyl 1 J gun ol U kil )

vmware &) gw Wglali Jae &ty o B £ )dl) (gnbit dilalyg Miicrosoft din (8 i Jdsw 4 08 3Le router J (ySum : A""G" 4Baada
Cisco router aliial Jdady ) sll & Layi s permeatal sl Hyper V sf

:- b LS Routers <) Al o giin Yl

[T
Ll

T targetorg G - -
@ Microsoft Hyper-V Network Ad Internet Protocol Version 4 (TCP/IPv4) Properties m

General

T | Youcan get IP settings assianed automaticaly if your network supports e N P
this capabiity. Otherwise, you need to ask your network administrator LI g agila JgY) §shall
for the appropriate P settings. preall gy Sl el 2
g P
., .
() Obtain an TP address automatically 1 a) J"‘J).h PIC) Fﬁf““ Lf"m }!@ﬂ
. N T
(®) Use the following TP address: )S)d' gﬁ ,Sam' sl s gaj

P e —1 TR ey
[ ]

Obtain DNS server address automatically
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Select server roles

Select one or more roles to install on the selected server.
Roles

Active Directory Federation Services

A e Directory Lightweight Directory Services
Active Directorny Rights Management Services
DHCP Server

DMNS Server (Installed)

Fax Server

File and Storage Services (2 of 12 installed)
Host Guardian Service

Hyper-W

PultiPoint Services

Metwork Controller

Metwork Policy and Access Services

Print and Document Services

Remote Desktop Services

Volume Activation Services

Web Server (IS}

Windows Deployment Services

Windows Server Essentials Experience
Windows Server Update Services

Access Role
winZ2012

[O0OOCWOOC00owOe00ooT

Select Role Services 2 0 08

Before You Begin Select the role services to install for Metwork Polit
Server Roles Role

Network Policy and Access Services [ ] Network Policy Server

=r

[¥] Remote Access Service

uting

Confirmation ] Ro
Progress Hez(th B

Routing and Group Policy Windows
Remote Acc Management Deployment...

Active Directary Internet
Task Manager Module for.. ADSI Edit Information...

Aand B ay dalan A5 a0y jplane q
Y Lgatdy o8 g
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@ Server Status

Routing and Remote Access provides secure remote access to private networks.

o] \ Welcome to Routing and Remote Access
Use Routing and remote access to configure the following:
+ A secure connection between two private networks.

M e e
4*5‘)‘]' AdLdl » A Virtual Private Network (VEN) gateway.

MJ Al L' Aualdl) « A Dial-up remote access server.
o J_.u')'l ialdl U_L‘, + Network address translation (NAT).
el
UE b'u.j mﬁ-‘ Aardd) o LAN routing.
§ A basic firewall.
b b A8 Sl ||
i

To add a Routing and Remote Access server, on the Action menu, click Add Server.

For more information about setting up Routing and Remote Access server, deployment scenarios, and troubleshooting, see Help.

@ Server Status l—
@‘ Conf

| Remote Access

Se0Ure remote aCcess to private networks.

igure and Enable Routing and Remate Access

Disable Routing and Remote Access

Al Tasks '

View b

Delete

Refresh Rﬂllﬁllg J [ J?m

" Secure connection between two private networks
Connect this network to a remote networlk, such as a branch office.

Aucaiiall Sadlasyl A
in Routing and Remote Access.

stom configuration
ry combination of the features avail

For more information

<Back || Mex> | [ Cancel

I Demand-dial connections { used for branch office routing §
I MNAT

I~ LAM routing

LA™ Routing S50

For more irformation

< Back || MNext > | [ cCancel
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Routing and Remote Access -

Routing and Remote Access has created a default connection request
policy called Microsoft Routing and Rermote Access Service Policy. To
ensure that this new policy does not conflict with existing Metwork
Policy Server (MP5) connection request policies, open the MNPS conscle
and werify that it is configured properhy.

Bt A8t ) IR T Tra £ Lt T Ay
Lemle Ad) sally a8 Alle )T 538 @l

-

Routing and Remote Access Server Setup Wizard

Completing the Routing and Remote Access
Server Setup Wizard

rou hawe successfully completed the Routing and Remote
Access Server Setup wizard

Routing and Remote Access

Stant the serwice

The Routing and Remeote Access service is ready to use.

Aaai Ty VA PEI .
“:JY! Start service Cancel =

frices

T O T OO T S i T T o TTSOTe

To close this wizard. clicke Finishi.

= Back [ Finish ] ] Cancel

% Server Status
4 @i Routing and Remote Access Is Configured on This Server

4 Network nteaces This server has already been configured using the Routing and Remote Access Server Setup Wizard, To make changes to the current
{3 Remote Access Logging| | configuration, select an item in the consalz tree, and then on the Action menu, dlick Properties.

b g IPud For more information about setting up a Routing and Remate Access, deployment scenarins, and traubleshoating, see Routing and
R Remote Access Help.

e DirectAccess on this Server

You are currentfwyging only VPN for providing remote access to your clients. You can use rich remote access experience based on
DirectAccess by enabbpg DirectAccess on this server, Using DirectAccess, your domain-joined clients can seamlessly connect to your
corporate network. To @jable DirectAccess on this server, you can run the "Enable DirectAccess' wizard by selecting the "Enable
DirectAccess..." option on¥pe action pane on the right or on right-clicking the machine node on the left.

O g g ) 5 9351 G g o pAgY) s () st ) B
Ay ) G5 Ay da gl g A gl 8 o Alad) ) gl
A5 Ay N1 48 3 g I Gl (TP 2 295 JUY) S5
a0 Y1) At 34 g Sall S p2 ey Cud o) g g S
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- Ay Lidd La Bild agdil DB (aks Uie s oY)

o Lialh JBY) e A5 008 8 o g g router JS OF Guag router Jb Aalil) A i) g AN [P J) Guglie Jasday W g Liad -]
O e Ulas 3 Static TP 2 4aie Lad (E2) LAY ol g Lale J gaa gall AS0il) (gUai (il (0 AR TP a8 (ET) Jg¥) 2l

4ardl a3

router Jk Gulaiall GEGEN NS Gf i 138 g LAN Routing £ ¢ (585 O cilalas¥) 3 U a0 g routing J) 4esd Jadly Udd -2

el

Laguary Juai) g J g o) Gl

(OSal B gy J gl Auabgal) Ganny ¥ 138 adad (630 culalas) dllia oS ol (o)

4l i b 08 4 Juali ) Jska s router O I o) siall (3Ual i LS Ul 3o Jany g s (1 An sl oY) 4B Liles 1ia Ay 2l

O Netwo

File

Action

< [£

<@

- Control Panel -~ Network and Internet ~ Network Connections ~

v &

es =
Fla Server Mar
Roles

Disable this network device

Organize +

eatur
Diagno
; Canfigy

A —

Administrator: Command Prompt

CG:n>ping 66.249.64.231

Diagnose this connection

Pinging 66
Reply from
Reply from
Reply from
Reply from

-24%.64.231 with 32 bytes of data:
66.249.64.231: hytes=32 time=193ms

66.249.64.231: hyt
66.249.64.231: hyt

2 time=1%3
2 time=192

66.249.64.231: hytes=32 time=192ms

Ping statistics for 66.249.64.231:
Packets: Sent = 4, Received = 4, Lost = @
Approximate round trip times in milli-seconds
Minimum = 192ms, Maximum = 193ms. Average

Ciny

3

IP Oy 50
b L) Gl gis Jaas 4d) ae Router ! (2 A

Rename this connection  »

TTL=43
TTL=43
TTL=43
TTL=43

<Bx loss),
= 192ms

O pliiad gl 1aa Badli Las

o 3 2. yﬂj\ gﬁ LasS l,’é J&\
1o x| =0
——
ficor x|
Network Connection Details |
Prope; | Valug
Connection-specific DN...  tanget.org

Description

Physical Address
DHCP Enabled

IPv4 Address

|Pw4 Subnet Mask
Lease Obtained
Lease Expires

|Pvd Default Gateway
IPw4 DHCP Server
IPv4 DNS Server
IPwd WINS Server
MNetBIOS over Tcpip En...

Microsoft Vitual Machine Bus Network A
00-15-5D-06-14-0B

Yes
10.10.10.8
255000

10.10.10.10
10.10.10.2
10.10.10.2

Yes
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Administrator: Command Prompt

Microsoft Windows [Uersion 6.1.76881
Copyright {(c> 2008% Microsoft Corporation. A1l rights reserved.

C:\Users™Administrator.TARGET >ping 18.1@.1A.5

ion Details:
| Walue

by
Reply from 18.18.18.5: hyte"—32 time{ims ific DN
Microsoft Vitual Machine Bus Metwork Ac
Ping statistics for 18.18.18.5: icrosoft Vitual Maching Bus Netwo

Packets: Sent = 4. Received = 4, Lost = B {Bz loss)>. 00-15-50-06-14-08
Approximate round trip times in milli-seconds: No
Minimum = Bns, Maximum = ims, Average = Bms £6.249.64 234

C:\Users“Administrator.TARGET > 255000
66.249.64.231

Gagliall s o) gl Liay) o AN lgad) o) BaY
Routing JJ &e3i Jadi by 4,050

router ) Jael; Uil LaS i g da gal) £ )8y gald) AU router ) Mol aghi cpa Sl S0 a¥) agding
2 gt i L [P ) Cglis DA e Labad (1) Aya (g8 a1 £ il i) J g

ntrol Panel Items + Network and Sharing Center - l“gl I Search Control Panel w‘

View your basic network information and set up connections

L L-' y See full map
- - -
ROUTERZ Multiple networks Internet
(This computer)
View your active netwarks Connect or disconnect
‘Eﬁq‘ Network 6 Access type: Mo Internet access
m Public network: Connections: [ 192.168.1.29
>
”
G558 router J) 1A
. - . "
& .‘;JL‘-U-U 4a pal) EAS
Unidentified network Access type: Mo Internet access

m‘ Public network Connections: : 66.249.64.232 g‘xiu CJU:‘Q dd ;LPS:“-“
subnet J) (a5 G4
Change your networking settings 4—‘_‘9 8)&-’“—} M&J!
%k. Setup a new connection or network ?:I:I l_’:IA. Staﬁc ip hbg!
Setup a wireless, broadband, dial-up, ad hoc, or VPN connection; or set up a router or access point. 8)6_'“ é‘ h:’)'“ F-| o Lag

'—5_ Connect to a network A,!é (_§'.""“ Las g“"“:"“)n

Connect or reconnect to a wireless, wired, dial-up, or VPN network connection. C » I!

== Troubleshoot problems
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3 Routing and Remote Access -8l %
File Acton View Help
e
—_—————
5 Routing and Remote Access
Server Status ~ -
B 0y ROUTER2 oca) Type IP Address Incoming bytes m Static Filters Administrative Status
E Network Interfaces %Loopback Loopback 127.0.0.1 0 Disabled Up
5 Remote Access Logging & ﬁ&lnt&rna\ Internal Mot avalable - - Disabled Urnknown
B E Pvd 'E?GG.M‘J.H 32 Dedicated 66.243.64.232 137,182 39,816 Disabled Up
4 'E?IQZ. 168.1.28 Dedicated 192,168.1.29 84,751 111,343 Disabled Up
B static Routes
B

E® C:\Windows\system32\cmd exe

EECH byt
Reply from 66.249.64.232: byt

¢ 322 hytes
Reply from 66.249.64.232: hytes

# 10.10.10.05 Status

Metwork Connection Details

Network Connection Details

2 time{ims

ics for 66.249.64.232:

Minimum = Oms, Maximum - Bms, Average
C:\Usershalaadping 192.168.1.2
2 u21th 32 bytes of dat

2 time<{ims TTL=128
2 time<{ims TTL=128
2 time<{ims TTL=128

ics for 192.168.1.2
Sent = Received 4, Lost
i in mill
Minimum = Bms. Maximum Oms. Average =

C:~Usershalaa>

2 cime<ims fioa ke

Connectiarrspeciic DN..
Descrption Micrasoft Vitual Machine Bus Network A
Physical Address 00-15-50-06-14-0F
DHCP Enabled Mo
Pyt Address 18216815
P Subnet Mask 255255 255.0

s o At Lei28 IPVaDefauk Gatewsy 152163129

1Pv4 DK Server
IPvé WINS'Server
NetBIOS over Topip En... Yes

routing J) Jeadl 2 Juai) L) Al

Close

- AUl Jgaall 8 LS subnet 3 33 g router 2 3 sl oY)

Sub No Location 1P Router No
1 Riyadh 10.10.10.2 R1
2 Doha 192.168.1.2 R2
3 Internet 66.249.64.231 Act Link

PR

(Act Link) < AN Gk oo (R2) daga) g A5 (R1) bl g 4 dually o 58 Y1 sllaal)

- A Aadal) B sl ¢ ot o1y GBS L1t g
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Static b iy La gl routers J) gk 08 G5 Al IS (e Ladldl) Uil 4 55 Aplary asii O Vgl caad Ty M) Ll Al &
(e Gty glisg O da gl ‘ﬁ 54l 2 ei) router 4) qbldy (&l ) uﬁ 524l 1 ng router J) Jad < g L 5 Route
LAY aa 4 Aaldl) Subnet I Cilaglra Jaliis G g Lagla NS ¢l (5] raana L) (uSall g £ Al

o] Administrator: C\Windows\system32\cmd.exe HE

[Ethernet adapter 18.10.10.2:

Connection—specific DNS Suffix
IPu4 Addr

Subnet Mask

Default Gateway

unnel adapter isatap.{3376F152-CC4F-48F7-831F-C8D61BF32A2B}:

Media State . . . : Media disconnected
Connection—specific DNS Suffix H

unnel adapter isatap.{D58152EC-9CFE-4A7A-8C67-C2ZFAN3A21Y

J e

g

Static Route
el £l o) BaY

Media State . . . : Media disconpscted
Connection—specific DNS Suffix H

unnel adapter 6T04 Adapter:

Jua¥l o G 8
ity da gl g A
O A gil) Alany o ghlins
Routers

Connection—specific DNS Suffix . =
IPub Address . ¢ 2082:4219:4B0e7::42f7:48e7
Default Gateway H

s\>ping 192.168.1.2

inging 192.168.1.2 with 32 hytes of data:
1y from 10.18.10.2: Destination host unreachable.
Destination host unreachable.
Reply fron .18, Destination host unreachable.
Reply fron .18. Destination host unreachable.

ics for 192.168.1.2:
Packets: Sent = 4, Received = 4. Lost = @ (Bx loss),

NP

1Y)l dgn sl 138 Jarl

g Routing and Remote Access
File Action View Help

e tHE Gz BE

B Routing and Remote Access Static Routes
@ Server Status

Destination Network mask Gateway Interface Metric View
4 fhDC
E Network Interfaces There are no items to show in this view.
g Remote Access Logging
4 B P
E General
& Static Reutes
" Mew Static Route... I & 3 iaAl e o : 4
JEpo | | v\a.)y-dli o LaS 4aildll (44 static Route i3
£ Generall g0 1p Routing Table...
B Static Ry
View »
Refresh
Export List...

Help
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B Routing and Remote Access Static Rout
[ Server Status

Destinatfon MNetwork mask Gateway Interface Metric View
FR G
B Network Interfaces There are no items to show in this view,
3 Remote Access Logging T _
4 E P IPv4 Static Route
B Static Routes Interface: R ‘55245.54.231 J———’ Al ga Bl gl gdadt SS0

4 L IP6 Deetination: @ e 10
B General \

T catic R Network mask 255255 . 255 0 e R .
By Static Routes etwork masl \"‘ ( EJ‘” A Jy;.) Ll ol pall dga 5ll sl
Getewsy' R | 66 .203. 64 232

Metic: El \
ASAa) A A gl o) gt AT U A

~ E

For more information

Cancel 25eall AR e s 31 20 gl ) g s
(A b 2 pall Slgll Ol ) ga ol

v

By i N s i)y oS ary A8 e Sl (a

A0S el e g B aal g S5y sas Jedie s3a Wl
Fa O 2 LS s 5 o) (sl 1 A

Destination Metwork mask Gateway Interface 1
E1 192.168.1.0 2535.255.255.0 66.249.64.232 £6.249.64.231 2!
ing
| Administrator: C\Windows\system32\cmd.exe L dSA.! 4_1‘ )S.L!

[Ethernet adapter 18.160.18.2: )‘y\ f'\ll ol Mﬂ\
Connection—specific DNS Suffix ) o
IPv4 Address. . . . - . .

Subnet Mask . . . . . . . B 255 @.0.0 ath n
Default Gateway . - . . - . = B8.8.8.8 p p g
unnel adapter isatap.{3376F152—CC4F—48F7-831F—CBD61BF39AZ2B> =

Media State . - Media disconnected
Connection—specific DME Suffix .

unnel adapter disatap.<{DS8152EC—?CFE—4A7A—8C67-CZFAN3BZ21713>:

Media State . - Media disconnected
Connection—specific DMS Suffix

2z Sl Al

unnel adapter 6T04 Adapter:
Connection—specific DNE Suffix
IPuv6 Address. . . 28002 :42f9:40e7: 42f9 - 48e?
Default Gateway .

swrping 1922 .168.1.2

Finging 192 168 1.2 with
-2z

Reply from

Fing statistics for 192.168.1.2:
Packet Sent = 4, Received 4. Lost
pproximate round trip times in milli
Minimum Bms . Mascimum Average

(2 i da gl £ 8 JA1a (e 4 9l gl (V)
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Interface: JR2 ——M& [66.249.64222 =l

Destination: 0 .10 .10 . 0

Networle mask: I 255 . 255 . 255 | "
Gateway: R 1 —~| 66 .249 . 64 . 231

Metrc: = -

[/

¥ | WUse this route to intiate demandidial connections

For more information

OK I Cancel

ed
Request timed out.

Ping statistics for 1@.18.18.2:
Packets: Sent = 4, Received = B, Lost = 4 {188z loss>.

C:\Users\Administratordping 10.10.18.2

Pinging 18_.1@_.18.2 with 32 bytes of data:

Reply from 1@.18.18.2: hyt

Reply from 18.18.18.2:

Reply from 1@.18.16.2 m

Reply from 18.18.18.2: hytes=32 time{ims TTL=127

Ping stati: cs for 10.18.1@8.2:
Packets =4, ed = 4, Lost = 8 (@x lo
Approximate round trip times in milli-seconds:
Minimum = Bmz, Maximum = Bms, Average = Bms

CislserssAdministrator>

] £~ ! ol s i

g4 A Fs A sl ¢ a0
£ 38 8 Low Liad L Lalas da gal)
(sl 1

Gt LS Jua) ol 8 AN ¢ 5 (b Abendl okl o 5 ) B )

e iy
il 1y
Al

E Routing and Remote Access Static Routes

Server Status
= ROUTER.3 (Jocal)

Interface

Metric

B Network Interfaces
a Remote Access Logging & F
E B Pva
B General
Bl Static Routes
B RIP
B 1Pve IPv4 Static Route

Destination:

Network mask:

Metric:

Active Directory Practical Guide

By Alaa Amin —

There are no items to show in this view.

|255.255.255. o
Gateway: Rl_.l 66 . 249 . 64 231
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Ad istrator: Command Prompt

C:~UszerssAdministrator>ping 18.18_18.2

of data:
time=1ms
time<ims TT
time<ims TT
time<ims

Pinging 18.18.18.2 with 32 hbytes
18.18.18.2: hytes=32
1A.18.18.2: hyte
1A.18.18.2: hyte 2
18.18.18.2: hytes=32

Ping statistics for 18.18.168.2:
Packets: Sent = 4, Received = 4, Lost =
Approximate round trip times in milli-seconds:
Minimum = Bms, Maximum = 1ims,. Average

Reply from

C:~UserssAdministrator>_

TTL=127
27
TTL=127

B (Bx loss>.

= Bms

] £~ ! ol s i

_lolxI

-1 AU Jgaall 2 LS subnet 4 23 g router 3 3% Ll oY)

Sub No Location 1P Router No
1 Riyadh 10.10.10.2 R1
2 Doha 192.168.1.2 R2
3 Cairo 172.16.1.2 R3
4 Internet 66.249.64.231 Act Link

f+.| Administrator: Command Prompt

thernet adapter 172.16.1.2:

GConnection—specific DNE Suffix
IPu4 Address. . . . . . . . .
Subnet Mask . . . . . .
Default Gateway . . . .

.0 172.16.1.2
. ¢ 255_255.8.8
: 172.16.1.31

thernet adapter Local Area Connection* 9:

Media State . .
Connection-spec

e e e e e : Media disconnected
¢ DNE Suffisx
unnel adapter isatap.{?56E4838-4@22-4PBE-BF56-F4F2DES9PI32%:

Media State .

T : Media disconpected
Connection-specific DNS Suffix

unnel adapter Local Area Connection® 11:

Media State . . .

. ¢ Media disconnected
Connection-spec H

¢ DNE Suffix
unnel adapter isatap.{73E6282F-B41I-4421-9AEB-EB69213642

Media State . .

. ¢ Media disconnected
Connection-spec H

ic DS
\»ping 192.168.1.2

inging 192.568.1.2 with 32 hytes of data:
e

out.
out.
out .
out .

ed
Request timed
Request timed

ing statistics for 192.168.1.2:
Packets: Bent = 4, Received = B, Lost = 4 (188x loss).

Active Directory Practical Guide
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router JS Om libud) 4xa s 2 985 ) A ) (Y9 routers J) O Clibad) 4 g5 ARy b V) Llalad L) G jidall ¢y la
2 AU Jgandl A Las cpalatl B ATy

Sub No

Location

o £ ol e

1P Router No Link with
1 Riyadh 10.10.10.2 R1 R2,R3
2 Doha 192.168.1.2 R2 R1,R3
3 Cairo 172.16.1.2 R3 R1,R2

Static Routes

Destination Metwork mask Gateway Interface Metric View
& 1721610 255.255.255.0 66.249.64.233 66.249.64.231 256 Both
5 192.168.1.0 255.255.255.0 66.249.64.232 66.249.64.231 256 Both

t_’—- Routing in Rivadh Branch

Static Routes

Desting... ~ Metwork mask Gateway Interface Metric View |
= 10.10.10.0 255.255.255.0 66.249.64.231 556.249.64.232 255 Both
ﬂ_ 172.168.1.0 255.255.255.0 66.2499.64.233 66.249.64.232 256 Both

t_’—- Routing in Doha Branch

Static Routes

Destina... - Metwork mask Gateway Interface Metric View
10.10.10.0 255.255.255.0 65.249.64.231 66.249.64.233 256 Both
Elﬂz.lﬁ&.l.ﬂ 255.255.255.0 66.2499.64.232 56.2499.64.233 256 Both

t_’—- Routing in Cairo Branch

¢ Al Jao oL Al §Rr ity g A
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m o] 0~ i | s i

wudi 8 9 (Routing Information Protocol ) RIP V2 31 JsSsign Gk o8 L8 Jgmd 4yl () alaiins U
-1 (o 2l Ll Uiled LaS (g 9y ool (g (Saalian g Jgw JS0 a5 081 Sttatic Route J) 4iles

[y ROUTERS (local) —— !
B Network Interfaces gGeneral
ﬁ Remote Access Logging &F E_Siaﬁc Raoutes 1
BB Pvd
=

7 Mew Interface...
Mew Routing Protocal.. .

Show TCP/IP Information. .. Las ;LMLHH

Show Multicast Forwarding Table. ..

- ¥
show Multicast Statistics... Bgall 2

% DHCP Relay Agent
= IGMP Router and Proooy 2-

HOMAT

RIP VWersion 2 for Imtemet Protocaol

=

BA) <Y 9% 9% g al) Aaild Csa
RIP JsS 5% g 3

E MNetwork Interfaces
5] Remote Access Logging & F 3
= = IPvd
B General
Bl Static Routes
= 1] 1 ] <
3 &S AdLa) a3
5 IPve Mew Interface... .o
i A

Show Meighbars...

Active Directory Practical Guide
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HNew Interface for RIP Version 2 for Internet =

This routing protocol nuns on the interfface that yvou select below. 4

Imterfaces:
=2 172.16.1.31

N

@J&\ .;:JLg:llJ'l PN

E Routing and Remote Access

% Server Status L _______________IRIP Properties - 66.249.64.233 Properties
MName
=] ROUTER 3 {local
E Netwoflk Inb)erfaces B General General |Sec1.|rit)' | Neighbors | Advanced I
a Remote Access Logging &F gsmﬁc Routes
B IPv4 = rp 7= Routing Information Protocal (RIP) Interface
SRR L
E General
B Static Routes
B pp Operation mode:
B 1Pv ; Periodic update mode
-~ QOutgoing packet protocol:
IRIP version 2 broadcast j
Incoming packet protocol:
IHIP version 1and 2 j
Ggd (.ééij“ Jas Added cost for routes: I1 _I:[
il y! dé LS:‘J"-" Tag for announced routes: ID _I::'
.)!.)S:‘ ‘_,-4-0-1:1 Yj [~ Activate authertication
LIS @ l—l!jh}.“ Password: I
. .
& 2 JS 2 Router
SEBY
TNA [ | Canced | ey

i Al JM";‘5335@4\1‘@M‘&JAOY‘@:‘UJCJM‘&&%HL‘S&JJA‘Ql‘Olltel'-“ Aas ) & ghad (pa Liagsii) 38 oY)
-1 e Lago o g L Ligh (pilaga (pighd® LA 3 ghdl) o3a J& UWiSY (Join Domain)

Active Directory Practical Guide
By Alaa Amin — me9000@hotmail.com




a o £ ol e

C
I- General I

‘You can get IP settings assigned automatically if your network supports
T this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

d:;é ‘.’J‘_’Y‘ Saghsj‘ = Obtain an IP address automatically

&ﬁb,j Jﬁ [ (_,.Ja i r“"""--..—‘" Use the following IP address:

1P addr
DNS CJ‘.,’JG Subnet mask:
g—hﬂ:l:lJJ‘ JSJAM Default gateway:

Preferred DMS server:

Alternate DNS server:

I™ validate settings upon exit Advanced... |

e Active Directory Sites and Services [= o s
File Action View Help
o 2m XE = Bm 2
i Active Directory Sites and Servic|| Name Type Description
4| fitae -FdgeSyncService msExchEdgeSy...
Delegate Control... DS Site Settings Site Settings
b I New Site... srvers Servers Contai...
' it I o ¥ YR IY - ¥
New N Mm‘ Lf“ @u‘ 0#1
All Tasks b -
» ¥ g '
Refresh .
JAN it g £ 9.8 slaw
Properties
Hel ‘ I
< .hJ J.\
1A 24

WaY £ pdll Gy 41 g2 i U1 AD Sites and Services Jals g o 450 ki) *

Active Directory Practical Guide
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Create in:

B

target .org Corfiguration./Sites

MName: Cairo

Select a site link object for this site
Sites/Inter-Site Transports contgifie

Link Mame
w DEFALILTIPSITELINK

| oK | [ cancel
[ Active Directory Sites and Servic|| Name Type I;)escription ) )
E :IrSitES [ "] EdgeSyncSer... msExchEdgeSy...
[[Z | Delgeic Gahule TDS Site Se... Site Settings .
; | New Subnet.. \‘l_rvers Servers Contai...
B Find...
b Mew >
All Tasks 4
Refresh
Properties Ejﬂ Subﬂets JI ‘:EIJ.\.S' M ‘::Y]
Help

i Active Directory Sites and Services [de target.org]| Name
4[] Sites i NTDS Site Se.
[ Subnets [ Servers

b ] Inter-Site Transports
4 E Default-First-Site-Name
b || EdgeSyncSenvice
4[] Servers
b 3 DC
4 E Cairo
] Servers
JHoh

[ Servers

o be
=

Craa

Active Directory Practical Guide

Type Description

. Site Settings

Servers Contai...

gé\’l Servers &g Y 4l ngLASjEjﬂleleAU*ﬁl

akial ¥ s N Default First Site Name J

g3A) & Active Directory 4




I\ﬂ%} Create in'  target org/Cortiguration/Stes/Subnets

Description
Enter the address prefic using network prefx notation (addressy/prefix ai.
o atrera Peboran S aret .
Leam more about entering address orefixes. a3 Subnet J) O 330 S
IPvd example:  157.54.208.0/20 U'IJ.J L) Ly E:LYJ 4.'!.5_9.‘ J:li|
IPYE example:  3FFE:FFFF0.C000:/B4 Oleis (a9 172.16.0.0 =
Pt 172.16.1.0 Gl g Ay
[0o00e g— | el g Al ‘gé e Jol sag
Prefix name in Active Dirsctory Domain Services yd ualldl Mask i3 i A
(s el &3 Ua) &) oi Las o) gially
Select 5 st obisct for this prefic / Subnet J) A0S Léay) Sas g
%&Name Z 172.16.1.0\24
Cairo b1 Zz % . 2
[ Defauit-First-Ste-Name il 4—_:1@ 7 dn.\g Liad LasS
Routing
ok | [ Cancd | [ Heb |
m

=

File Action View Help

oo nE XE o= He 2

@ Active Directory Sites and Services [dc.target.org]|| Name Type Description

a4 [ Sites
a4 [ Subnets
[E 172.0.0.0/16

There are no items

[E2 192.168.1.0/24

10.0.0.0/8

- [ Inter-Site Transports
b [E Default-First-Site-Name
I E Cairo

I E Doha

e

Subnets ) 48L&l (a £l ey

Ol 53— i ol ki il

sy Jasda laa fauig £ 9 Al 33 g2 gall ad) sad) L) QLAY & ghis Eua Aall) il ghadl) e als
it R (galal) wuda gll aladiindy 3 ALEl £ 3 aa Y g Uik a il g Active Directory Cuil daldl)
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S En—“—‘l_a Ljak—uaa ‘:52 1
Active Directory

g See more results

I docpromol| Log off | DI
o e

n Services Installation Wiz

wvelcome to thhe Active Directory
Domain Services Installaon
wvWizard

This wizard helps you install Active Directony Domain

Services (A0 DS) on this server, making the server an
Active Directony domain cortroller. To continue, click Mest .

Leam more about the additional options that are
awvailable in advanced mode installaticn .

2 More about Active Directornsy Domain Services

Cancel |

= Back

Improwed securnty settings in Windows Server 2008 and Windows Server 2008 R2
affect older versions of Windows

Windows Server 2008 and "Windows Server 2008 R2" domain contrallers have a
ity T

N e L
wvhen establishing securty channel sessions against Windows Server
i imdomwe Serrar D008 F2" domain comtrollors Ao o remal of this o defolt .
operations or applications that require a security channel serviced by Windows Server
2008 or "Windows Server 2008 R2" domain controllers might fail .

Platforms impacted by this change include Windows MNT 4.0, as well as non-Microsoft
SMEB “clients” and network-attached storage (MAS) devices that do not support
stronger cryptographny algorithms. Some operations on clients running versions of
Wiindows eardier than Windows Wista with Service Pack 1 are also impacted. including
domain join operations performed by the Active Directory Migration Tool or Windows

Deployment Services.

For more irformation about this see Knowledge Base article 942564
{http " go microsoft . cmrme Tl L il — 1047513,

3

= Back Flext = Cancel |
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i cairo branch on LAP - Virtual Machine Connection

_I:I-

File Action Media Clipboard View Help

G O@OO nblbkoH

g sk p g ) (o
(il) 8 palla 5 plEY)
JAI (S LA A3 e g

i g Forest J) ol
waidl Domain J) o
(o A JS pally

.:l Active Directory Domain Services Installation Wizard

Choose a Deployment Configuration
You can create a domain cortroller for an existing forest o for a new forest.

% Bxisting forest
% Add a domain controllerto an existing domain

£ Create a new domain in an exdsting forest
‘This server wil become the first domain controller in the new domain.

" Create 2 new domain in a new forest

More about possible deployment confiqurations

a5 cairo branch on LAP - Virtual Machine Connection

File Action Media Clipboard View Help

4 0@OO NP IBSM%

Ao ¥) ey i)

& g A

Domain ¢!

Active Directory Practical Guide

@l Active Directory Domain Services Installation

Network Credentials

Specify the name of the forest where the installation will occur and account
credentials that have sufficient privileges to peform the installation

Type the name of any domain in the forest where you plan to install this domain

controller:
1|larget org

6—1 Windows Security

Network Credentials
Spedify the account credentials to use to perform the installation:

administrator

k= they are local to this

By Alaa Amin — me9000@hotmail.com
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Network Credentials

Specify the name of the forest where the installation will occur and account
credentials that have sufficient privileges to perform the installation.

Type the name of any domain in the forest where you plan to install this domain
controller:

jtarget.org

Specify the ag
= My currer

. Theg local to this
; [

~ Altemate 4

More about

Active Directory Domain Services Installation Wizard

Select a Domain

Select a domain for this addtional domain controller.

' Alade W) Gl Cpa (325 931 am
AR 5 shal L8 Aldaall
Domain 2 awd W gdaec

< Back Next > Cancel |

Active Directory Practical Guide
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@ Active Directory Domain Services Installation Wizard

Select a Site

Select a site for the new domain controller.

IV Use the site that comesponds to the |P address of this computer

8
Sites:

Site

Default-First-Site-Name
Doha

adldd) 13a o) gis ddUaal LA 132 Jad
) (B AZdlaaly Liad oAl o) giad) aa
Subnets

< Back Meodt > Cancel |

@ Active Directory Domain Services Installation Wizard

Additional Domain Controller Options

Select additional options for this domain controller.
I+ DMS server

¥ Global catalog

™ Read-onty domain controller (RODC)H
Additional irformation :

There is cumenthy 1 DMS server that is registered as an authorntative name AI
server for this domain.

More about additional domain controller options \

<Back [ mNez> | Cancel |

Active Directory Practical Guide
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10

The Directory Services R Mode Admini it is different from the domain

Assign a password for the Administrator account that will be used when this domain
is started in Directory Services Restore Mode. We recommend that you
choose a strong password.

Password: |oooooooo
Confirm password: I"...-.-I
More about Directory Services R Mode ¢ d

Eha allay Do ) gdaldl) aals
) 5 9 s 4Aals LA
Restore Mode

<Back [ Nex> | Cancel |

Active Directory Domain Services Installation Wiza

Rewview your selections:

ite: Cairo
diticrmsl Opticns: alatas L)éij-ﬁ

Read-only domain controller: "MNao™
Global catalog: Yes
DMNS Server: MNao

ource domain comtroller: amy writable domain co

Diatabase folder: C0MIndows N TDS
Log file folder: C:OWiIndows™NTDS
SWOL folder: CMWindows S SWOL

To change an option. clickk Baclk. To begin the operatio ichs Meod .

These settings can be exported to an answer file for use
other unattended operations.
More about using an answer file

Export settings... |

< Back MNext > Cancel |

Active Directory Domain Services Installatiomn W=

The wirard is configuring Active Directony Domain Services . This process can take
from a few minutes to several hours, depending on your environment and the options

that you selected.
12

- Es
Stopping service METLOGOM t&l:ij-as ‘ h‘

Cancel I

I~ Reboot on completion

Active Directory Practical Guide
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e cairo branch on LAP - Virtual Machine Connectio

File Action Media Clipboard WView Help

&#35 @O O nikF | @EsS| N

o Active Directory Domain Services Installation

L 14 L
4:1.“:1.“ thj‘ uLd-HJ Review your selections: The wizard is config
- - el Fu'r::m a fe:dr;g:‘td&sh
h:‘l_‘)j‘ d:lm o‘ J:!ﬂ-‘l e: Cairo EiDED ’
- AT . ditional Options:
U" bt Al U“ F{ea:n-oanh?g:l::nn:in controller: "No™
= - JJ Global catalog: Yes
‘;d-ﬂ:!-lh)-“ u:!-ﬁ‘_g ‘ DMNS Server: No
- -
dary oal ) (2
- i =
- The operation failed because:
aUas s cailds gfy @ pe
e Ln i - 'I The functional level of the domain is incompatible with this
L 9 &J.ﬂ

operating system.
Domain n i "The version of the operating system installed is incompatible with
- the current domain functional level. You must upgrade to a new o

urce domain controller: amy writable domain contraller

o Active Directory Domain Services Installation Wizard |

wersion of the operating system before this server can become a

Flln(_‘:tlon Le v el domain controller in this domain. ™
Py
o_,q J_]Y .ﬂjd ‘-’_b J This error can occur if you have not been granted necessary |
— .

permissions to read data in the directory. For more information,
" - ¥ 1 i I please see article 936241 in the Microsoft Knowledge Base L
J.ﬁ uﬂ-ﬂ;:l f'. — (http: ffgo . microsoft, com ffwlinkf2LinkId =88420). o
o -
il o gliauall
- -
£ il Al aa =1

eé&‘@%&ﬁhﬁ%ﬂ‘@g’“@‘ﬁ?&MJJQﬁgﬁ llh;m)mﬂxﬁﬁgjhs

2008 Jaadil alahy Jalal) a3l 138 g 2012 Sl alaly Jany (g2 g (i N JSsall B 252 5al
) Ales Jlas) aly ol Sllil

B9 Jeed) Ay ) 5 2012 A (N £ gl Qaldd Jadal aUST A8 55 L) Lide cun gy A1Sal) 030 Jal g
Mh‘}&\ggﬁuﬁj\&ﬂ\ﬁ&gum

(Raise Domain Function Level)
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Raise Domain Function Level

ey Administrator: Windows PowerShell

> Import-Module -Name ActiveDirectory

Loading Active Directory module for Vindows Power5hell with default drive "AD:'

[0CIO0Cl0CIO0Cl00Cl0CIO0Cl00Cl0CIO0Cl00Cl0CIO0CI.'\CICl0CIO0Cl00Cl0CIO0Cl0CICl0CI00000000000000000000000000

LaS ja¥) 44U a8 o Power Shell 4 zé)
JAY) pliia ka9 ) guall 8 ) 53
»adY) il jhud) A el g

(7] Administrator: Windows PowerShell Hi-
Import-Module -Name ActiveDirectory

Get-ADForest | Format-Table Mame , Fo ode ulp J}tdh.u Aﬂ.ﬂLA] ﬂuij] JAYI ‘T‘:‘S]

\_Eli'n Level ) Cla glaa

) Claghaa 6 Jpuaal
¥ JAY 2 Function Level
Gl

ey Administrator: Windows PowerShell |;|£-

Import-Module -Name ActiveDirectory

Get-ADForest | Format-Table Name ,

jon,DC=target, D
Help (default 1

1Ay 4LiS, 23 2008 4 ) Function Level 41yl
Yl GalRl) cua gl and JIaad 3l ya pe 2SI
Al o 488) gally o8 JASY) a8 (il BY) G i gl
Y (e bl sl
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& Administrator: Windows PowerShell M

-ADDomainMode -1dent1ty target.org -DomainMode Windows2008R20omain

sure you want to perform this action?
jon "Set" on Target "DC=target,DC .
s to AIT [N] No [L] Mo to AT1 [S] Suspend [7] Help (default is "Y"):y

) 5 gty Al g 498 o133k Domiain
Level

- Al o Aaadiaial) 3 S 2008 A 2012 < Function level <) (s st (adiy Liad 8 ¢ 6 13
Raise Forest
Import-Module -Name ActiveDirectory
Get-ADForest | Format-Table Name , ForestMode
Set-ADForestMode —Identity “target.org” —ForestMode Windows2008Forest
Raise Domain
Get-ADDomain —identity target.org

Set-ADDomainMode —identity target.org -DomainMode Windows2008Domain

. 4l JIEIN) 355 (52 s sianallys €y GalAl) Domain/ forest s DY) ¢l GlalSl Jladiad s ¥
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System
Processor: Intel(R) Xeon(R) CPU E5S630 @ 2.53GHz 2.53GHz
Installed memory (RAM): 512 MBE (512 MB usable)
System type: &4-bit Operating System
Pen and Touch: No Peni or Touch Input is available for this Display

Computer name, domain, and workgroup settings

Computer name: CAIRO-BRAMCH

Full computer name: CAIRQ-BRAMNCH, target.org
Computer description:

Dormain: target.org

Windows activation
Windows is activated /
Product ID: 00485-0EM-8400691-20006
» . - A a
Crana Y aJALﬂ'u &Jﬁe.u:'l
Target.org (4

O alall aa il (8 adiial) auda gl paiiicies oY) LS Uiles Uilad LaS da gl § 58 oy 3 0 sk oY1
kb 5 ghad By (S0 g gl Canfll) il ghad

©! Active Directory Domain Services Installation Wizard

Welcome to the Active Directory
Domain Services Installation
Wizard

This wizard helps you install Active Directory Domain
Services (AD D5) on this server, making the server an
Active Directory domain controller. To continue, click Mexd .

I+ i¥ee advanced mode installation;

am more about the additional options that are
available in advanced mode installation.

More about Active Directony Domain Services

Active Directory Practical Guide
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(=
File Action Media Clipboard View Help

GO@OOINI BN

DOHA Branch on LAP - Virtual Machine Connection \L‘i-

.?1 Active Directory Domain Services Installation Wizard
Install from Media

Select one of the following options, depending on whether you wart to replicate
domain data over the network from an existing domain controller or you want to

e . "
. : adiial] auagl) 2
replicate domain data from media created from an existing domain controller (nstal . &
from mediz). In sther case. the existing domain controller must be in the same domain _\3" =318 La ﬂ."“w LI |
as the new domain controller. - D

S o "
% Replicate data over the network from an existing domain cortroller:

3 oal l d paslaung po
 Replicate data from media at the following location

4 oty
Consul the help o make sure that the media you are using s compatible with the type @HL.'J da A oy A 'h"l*"J
of domain controller you are instaling. Even ff you select this option, some data is

copied over the network.

ol o g
e alie Jalll Addas ()
-
Location: % ‘
C:\NTDSRestore Browse..

/1 The media you select must have been created from a witable domain
~ controller, not a read-only domain controller.

More about install from media

< Back I Next > I Cancel

b
File Action Media Clipboard View Help

& @O0 nkMiEy N

DOHA Branch on LAP - Virtual Machine Connection

@ Active Directory Domain Services Installation Wizard e..lli."l Qulﬁ . JG-EIH Lia
Al 53 £ 8N (A 262 gall
o il Jobs dalas
T DR
and written to this replication parner even i you chose to instal from media. ,95 4_‘9 _31 &3“'“ ""..'h': Lal

Select  source domain cortraller for the instalation pariner: eh.\'l.tl‘giﬂ:ajﬁi.i@
= et the wizand choose an appropriate domain controlier

" Use this specific domain controller: ‘\ Default-Site-First-Name

Domain Controler Name | Ste Name |

de target.org
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) G Ja¥) Goh 89 525 Additional Domain Jasy Uad L ng 138 9 Jlaal) (udly (e Al 38 Jayy (e Lagl oY)
Cra Cilagleal) JS e Juaay o)) (pa Y U LaS Jua) (ada ) gea (198 (A g (i ) S ) B 352 9l Primary Domain
AY Server (» clibal) fud sl Replication 3 &ies o sy La 138 5 Primary Domain 2

sl g Sites ) & Replication <} (s (e o &lia g
(Site)adsall adi (42 &) 8l 5 29 INTRA Site Replication
- Aul JUall o puiat ey &l g paa Litlla ‘_,.5 é\j\ shy Adls, é!y Uﬁ &8 ) <29 INTER Site Replication

cilide aBga B agaga AN g B O Laag Al £ 8 (e Active Directory 4l (2 uaa User clidf i (a il

)3y G addiene dUA Gl gl (8 25 gall paldd) E300 B AR (B 3 g sal) paldd) o gl Cgud (b )l £ R 00

Basld L) addiouall 138 ey bl adla @l dny a il (ol EY) aagll) 98 Mg el 3 N 4RSS 15 (e e
MSTP or RPC JsSsiss Wb axdicus  INTER Site Replication (oo 4ilaad) oda g 4iliLy

15 sy g OSUg EOUYL adAl) o ghid apdn adkioe $LEIL cuady g8 gall (s ol Mg 5 LA L adlad) S 13 L
.KCC JsSsiss pidicng INTRA Site Replication e dulal) 038 g bl 328 4335

g:ﬂi Ugea Replication ) clalany Laldl) cilalasy Jasuda g Lgi ol gl Jedg ‘s,.n.n..ga).“ Suall Alaia oY e‘gﬂl Qa,ua\
L sy lgle Jerin Al Gl 589 7 4dig Active Directory Sites and Services J) J8& e 8 ki

i Active Directory Sites and Services - @
File Action View Help

I EE EEEN

[ Active Directory Sites and Services [dc target.org]| Name 3 Type Description Cost Replication Interval
4[] Sites PP DEFAULTIPSITELINK Site Link 100 180
4 Subnets

[ 192.168.1.0/24

0100008 1
[E3 172.16.0.0/16 &M” Subnets 2! 4aild _ 1

4[] Inter-Site Transports
e
p [ SMTP
4 @ Defoult-FistSite-Name adiall Je€ gl gl g Replication ) § -2
p | EdgeSyncService
4 [ Servers
p 3 DC
Cai T s e B 0o Ty e
( B d Lo g 0 RIS (5 9T g al 1 oy LAl W i oy By Al - 3
5 CAIRO-BRANCH

4 E Doha
4 || Servers A . . of e . . _ - i
b g@ i) 8 1) 38 Jal) il () D g Servers (o 4o 5385 Lag Sites ) slaul - 4
sl gina o Jb anY daul il Lok g Default - First- site- Name s
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File Action View Help

s HEXEER e 2

fi# Active Directory Sites and Services [de.target.org]|| Name Type Description
4[] Sites ] EdgeSyncSer... msExchEdgeSy...
4[] Subnets B NTDS Site Se... Site Settings
I 192.188.1.0724 [ Servers Servers Contal...

[ 10.0.00/8
e 17216.0.0/16
4 [ Inter-Site Transports
=R
b SMTP
__EQE dg::;‘ncswce ol fiaa o Juad J Default Site first Name 2l il Cu
4 Servers
b i oc M
I E Cairo
I E Doha

=] Active Directory Sites and Services [=|a] x |

File Action View Help
e« 2E XE &= HE 2
i Active Directory Sites and Servic|| Name Type Description Cost Replication Interval

4 [ Sites [F DEFAULTIPSITELINK Site Link 100 180
b 7 Subnets

4 [ Inter-Site Transports
e _/7
Al Al Jag ) Ak s

[ sMTP ! :
3 é Cairo General | Object | Secuty | Attibule Edor |

g o E DEFAULTIPSITELNK O™ Ay j 1553 Las Ll La i)

b [ HQ-Riyadh
L€ ada g pall ﬁﬁl}u_ﬂ [SICECY
Descrplon: | | 308 W oty il Jos g
Sttes not in this site link: Stes in this site link: ‘Jlg d;_h_’d] CJS-MLA}AGJ Gl
Cairo PN s .
Do ) poR g leaﬂ QL‘.?YI s
B S Ak gL g Akl o4 iing
u:;‘wl CaleVlL ¢ A
alalS 5 ) puall W @.d.u
Cost:
Replicate every 180 minutes
Change Schedule..
[ ok [ camcel || mey [ Hee
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B Active Direct Cost Replication Interval

4 [ Sites
] Subn
a [ Inter-

= E Createin:  target.ong/Corfigurstion,/Stes/Inter-Ste Tran /-\
P /

p s P "
b @ Cairo - (o T / | Lol Jay J]l b 4oy ab
i) o8 aidg o Ju

b E HQ-Ri Sites nat in this site link: Sites in this site link: = A
[E— \ Cra Ly 355 A 8l gall

€ no items to show in this view,

ALY o h MR

Astte link must cortain at least two sites.

File Action View Help

e« 2E ez HE 2

@i Active Directory Sites and Servic|| Name Type Description
4 [ Sites .
b [ Subnets | Mew Site Link... There are no items t
4 | Inter-Site Transports Mew Site Link Bridge...
= e Find...
B | SMTP
B E Cairo Mew > .
b [ Doha Al Tasks 8 Adadi o Lol o gl
—Ry > -
> B HQ-Riyadh Refresh Cida ey s day
View > dlatl) Akl
r
Arrange lcons 4
Line up lcons
Properties
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[l Active Directory Sites and Servic|| Name Type Description Cost Replication Interval
4[] Sites @ Riyadh_Cairo Site Link 100 180
I [ Subnets
4 [ Inter-Site Transports Riyadh_ Cairo Properties IL‘LI
op
Schedule for Riyadh_ Cairo -—‘

Jils g Jae oY)
S e Bkl L)

i

.8.10-12-2-4-6-8-10-12
LT

1
E M'

Ty III R Change Schedule
Mond : ) e o

T:;d: 1] |— O Replication Not Available ___Ca"_". = HL.JEIM &= L IRLINCE
wenesay | ] [ @ Resication Avaiae vealia o) i LaS g S S

Thursday III
Friday III
Saturday III

Sunday through Saturday from 11:00 PM to 12:00 AM

1 b S 5 i Lash
O ) sy
OBl s Al g 4

— 41 Aol by
S O At 31 55D (et elilSaly ’ﬁ"* [ 5 mie 12 (N 11 Gag )

iid 15 L‘,.n{xiﬁi 5 ¢ Al S Al Change Schedde..
(] a8 IOOT A |

0K | [ Cancel || ey Help
| E & 2
MName Type Description Cost Replication Interval
B Riyadh_ Cairo Site Link 100 180
B Riyadh_Doha Site Link 340 120
Riyadh_Doha Properties ] dls Aalaa 385 (dET cost ) Aad
General | Object | Security | Attribute Edaor | LAulls
LE Fiyadh_Doha Loy
1024+ line speed (Log)

Description: “ Riyadh - Doha Replication lé:"‘ 1-5 g*\ h:‘.)m 'hi B"GJ“"' Jj A4 u"‘uz‘

Sites not in this site link: Sttes in this site link: 13

Cairo Doha

HQ-Riyach
1024 =(1.5mb) Log
7
1024+(1536kb) Log =340
R 0985 Costd Aad i dld o
Cost: 2z 2 . .
§ JASa ) zalal
Replicate every 180 = W 3%21 ¢
(e Siie| £la¥ skl uadl Lod) g Als 3aildll g
Replication ) 4:lac
o o] o P
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4 Akl 2B 5a G sa oM Site Link ) JBild 4idli g & Lag Cost) 52 L agdi s N
oY) U sidily 1024 + line speed (Log) Aslaal) gl (4 9321 Al 4lg da gl g
Uil 9512 4o sy Dia 5 oy Tadl) 138 g (psnd gal) (adli Cp Jay pal (hilial AT hed agag
Site ) 130 Cost ) da g g g Allal) 02d (A5 hbiay) hdl) 13gd waaSite Link
377 =1024 +512(Log) » Cost ) dad () gSum A8l 5ac Bl g g N ink

- /

q Active Directory Sites and Services - |0
File Action View Help

ke ziE 2 BE 2

7 Active Directory Sites and Servic|| Name - Type Desc_ription Cost -Replicatiun Interval
4[] Sites B Riyadh_Cairo Site Link 100 13
b (] Subnets B Riyadh-Doha Site Link 21 180
4 || Inter-Site Transports
1P
b ] SMTP
4 E Cairo
4[] Servers .. . . . . . .
= Cflchleseﬁ_ pdilan Ablaly Liad g L) (gl il ) 3 i M) 38 pally dn gl g g5 AR @ 38 a5 3Y)
o L ey gl B g g4l Active Directory J 8 iy cigud 3 AR g b Ay
s o Ll iy g a5 AR 33 09 ) B i 43 Ll g L ranas
B \TDS Setins Ll g Aa gal) (s Abaaall b (a1 (o o 13Sa g Gl b (e Aa g
4 & HO-Riyadh .
b [ EdgeSyncSenvice ¢ sal il Juatyl Lagé gl )ita oY) Jsedl
4 || Servers
4 3 CARO
B NTDS Setting:
4 ﬂ pls
B NTDS Setting:
3 nnHA

1., ey Sual Gl il g gl A1 e (Sluais da gall g 3 aLAN (¥ £ gl JS Cm Jluat¥) Sl L) A 4laY)

p s g Aadlaly a gl ia ¢ Dlary Lagild (il ) Jlonti Alla 88 A gall g 3 JALAY (o Jay y ad g s LI -3 92 Jadlg
. A8 al L ¢S g Lagia Updates ) JLia g 54l 2a Replication Jex

Ly s gy o g5 ¢ ) Lt U
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e Active Directory Sites and Services - |
File Acion View Help
TR EEEETEE
i Active Dirctory Sies and Senvices [dc argetorg] | Name Type Description Cost Replication Interval
4 [ Sites B Cairo - Doha Site Link 10 )]

b [ Subnets R Riyadh - Cairo Ste Link H 15

4 [ InterSiteTranspots BB Riyadh - Doha Site Link £ 0

P
b ;Qsm Replication Lapis (Y1 28 gl s (135 g 48 LS g 3 U Site fink o (o O U

b AUy " f P v P

» B i st Roufing 48 $ 1P ) 2 wlnel s o el (g

b E Doha

(WDS) Windows Deployment Service dax agii Ui gy L £ g il by o asiill

4 s

P G Jaadal) alai Jaidaxd A Windows Deployment Service 2 daxi (b Cig aa 9 LSy

I3

Jdasd e LESE Jlali) JLEA) &) ) cha () gSuid ABliAa da A g £ g8 Bae (pe ASud Ll 0 Layg ASud)
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WDS

Servers 15

Server Mame Status Server Mode
i)WDS.targEt... Cenfig... Mative (Wind...

Network Connection Details -
Metwork Connection Details:
Property Value
Connection-specific DM...
Description Microsoft Hyper-V Networe Adapter #2
Physical Address 00-15-50-06-14-32
DHCP Enabled Mo
IPw4 Address 10.10.10.50
IPwv4 Subnet Mask 255000
|Pwd Default Gatewany 10.10.102 < —
IPw4 DMNS Servers 192.168.1.2
10.10.10.2

IPwd WINS Server
MetBlIOS over Topip En...  Yes

| A B} VY
WDS Server

MNetwork Connection Details

Connection 5

Metwaork Connection Details: -Based PCI Fast Ethern...
Property Value
Connection-specific DN...
Description Intel 21140-Based PCI Fast Ethemet Ada)
Physical Address 00-15-5D-06-14-33
DHCP Enabled No
IPvd Address 152.168.1.10
IPv4 Subnet Mask 255.255.255.0 -
|IPv4 Default Gateway 152.168.1.29
IPv4 DNS Servers 10.10.10.2
192.168.1.2
IPv4 WINS Server

MetBIOS over Tepip En...  Yes

Al (53 gl il
. | : dole Al bt

Close
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AN jeday LaS dagal) B 33 ga padiieall Jlga Oy 0B A 35250 WDS ) adld () Liale A8l clibad) e
Al il Bale ) (ha &Y A0 UL g Slgad) 138 o ciaa aUAT a gl (e Alla o G 88 (¥ g TP ) a0 e

L i al ) A asasall WDIS I adld DA e lldy o gl g ide Jadal)

Add Roles and Features Wizard

==

Select server roles

Before You Begin

Installation Ty

WDS

Role Services

Confirmation

ager * Dashboard

WELCOME TO SERVER MANAGER

Select one or more roles to install on the selected server.

Roles
[] Application Server
DHCP Server
DNS Server

Fax Server

File and Storage Services (1 of 12 installed)
Hyper-V'

Network Policy and Access Services
Print and Document Services

Remote Access

Remote Desktop Services

WVolume Activation Services

Web Server (IIS) .

o

[0 Windows Server Essentials Experience
[[] Windows Server Update Services

OOoooooomEO0OOo

Server Manager

QUICK START

o Configure this loca

server

DESTINATION SERVER
1 WDS.targetorg

Description

~ Windows Deployment Services
provides a simplified, secure means
of rapidly and remotely deploying
Windows operating systems to
computers over the network,

) SN A gl
WDS Server
8 shdlly o glis
LSRN g AV
45,55 g Role

~

Install

Cancel

Manage Tools

Component Services
Computer Management

Defragment and Optimize Drives 2
Event Viewer

iSCSI Initiator

Local Security Policy

ODEC Data Sources (32-bit)

QDEC Data Sources (64-bit)

2 Add roles and features
Performance Monitor
3 Add other servers to manage Resource Monitor
Security Configuration Wizard
WHAT'S NEW - ) )
4 Create a server group Services
System Configuration
. e “ * e B :
LG_I:I:I.H JI__] Mm’l d:‘."""‘:‘ ?ﬂ System Information
Task Scheduler
LEARN MORE _.‘ Windows Deployment Services
Windows Firewall with Advanced Security
Wind M Di sti
ROLES AND SERVER GROUPS eions Memory Hegnosie

Roles: 2 | Server groups: 1

| Servers total: 1

o) File and Storage

Services

1 B wbs 1

Active Directory Practical Guide

Windows PowerShell
Windows PowerShell (x86)
Windows PowerShell ISE
Windows PowerShell ISE (x86)
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File Action View Help

&9 2E dB=

! Windows Deployment Services WDS.target.org
4 3 Servers

WDStarget.or
b :i"‘ | Configure Server ‘J & Windows Deployment Services is not configured

R S

MOV SENVEL This server s not configured, To configure this server, right-click the server, and then click Configure Server,
View \ You must be a local administrator to perform this task.
Refresh \

\ )l by (1 gl o &Y )
- WDS Server

Select one of the following options:
(®) Integrated with Active Directony

This server is a member of an Active Directory Domain Services (AD DS) domain,
or a domain controller for an AD DS domain.

() Standalone server

Corfigure the server so that it is standalone, operating independenthy of Active
Directory.

I WDS ) Jaa SISaVL sl 2012 J)aal B
SLAd jluaia skl Llla 3 oS8 AD ) Gl
Js¥
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Remote Installation Folder Location

The remote installation folder will contain boot images, install images, PXE boot files,
and the Windows Deployment Services management tools. Choose a partition that is
large enough to hold all of the images that you will have. This partition must be an
MTFS partition and should not be the system partition.

Enter the path to the remote installation folder.

é"'"'.(.’b @M@Biﬂ%ﬂ]“;mm”ﬂ
Sl dealdd) el gl g culdlas Y g JekaZinl)
WDS

<Back |[ MNex> | [ cancel

Windows Deployment Services WDS.target.org

PXE Server Initial Settings 6

server, and then click Configure Server.

You can use these settings to define which client computers this server will respond to. Known clients are
the clients that have been prestaged. When the physical computer performs a PXE boot, the operating

system will be installed based on the settings that you have defined. lﬁéﬂ CI:IS 13' Lﬂ Jh
il 5l plandd
Select one of the following options: ! i 4 3 * i \l I

() Do not respond ta any client computers & J.u J ', m
() Respond only to known client computers ‘g\, WDS 1 M

® Respond o al lient computers fknown and urknovr) MCM\ L) W)

Require administrator approval for unknown computers. When you select this option, you must oo
[v| approve the computers using the Pending Devices node in the snapin. Approved computers will be J‘ MJI“ QJH‘ ;‘l}“‘l

added to the list of prestaged clients ¥ . -
o138 55 sl
To configure this server, click Next. m'l ! L . b
e — y 3 M

Jgisal

<Back || Met> | [ Cance
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Corfiguring Windows Deployment Services...

Starting Windows Deployment Services

daddl) oS g ke g e o e Liagid)

| <Back |[ Fmsh | [ Caned |

File Action View Help

Y EELLE 0

! Windows Deployment Services Install Images 0 Image Group(s)
4 3 Servers Image Group
4 ﬁ WDS target.org
b Install Imares There are no items to show in this view.
b £ Boot Add Install Image...

(3} PEﬂdi| Add Image Group... ‘

Mul
b GG Mt T b
b ﬁ Drive

b [ ActiveDirect|  ErportList..

Help

W ol Al el anall LR
Al 8326 gall ol Y1 paiad
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File Action View Help

T EEEN

! Windows Deployment Services Clint 05 0lnstall Image(s)
4 i Seers ImageName  Architecture  Status  Expanded Size  Date  OSVersion  Priority
4 Eg WDS.target.org
4 [ Install mages There are no items to show in this view,

b gm_
b 5 Add nstal Image..

b8 Security
8 Vi '
b3 ew

BOLDU Delete

b Adei g ., . "
E(porl lit.. WDS ! ‘u:'“"‘}.' FIFBEL g-m @-“-“ d M o o

Help
e 7 10
! Windows [
4 3 Servers @ - 4 ‘y « DVD Drive (D... » sources » v & | | Search sources P ‘
Priority
WD
4 ?Ij Organize + B~ [ @
4 < Favorites Name - Date modified Type
b4
N B Deskiop 0 SOEMS 2/26/20105:44 AM  File folde
;] & Downloads 1 dimanifests TA4/2009 226 AM  File folde
3 3 %1 Recent places | en-us T/14/2009 226 AM  File foldel
b L etwproviders 71472000 2:26 AM  File foldes
[ Ci'i Activel gy o . e .
18 This PC L inf 7/14/2009 226 AM  File folde
1 license 71472000 2:26 AM  File folde .
.
e\! Metwork L replacementmanifests 771472009 2:26 AM File folde Jﬂ ﬂ_ﬂlﬂ:'l 'IJA
L semvicing T/14/2009 226 AM  File folde JA.“
| servicingstackmisc 71472000 2:26 AM  File folde f‘\"c
It
| bootuwim T/14/2009 226 A WIM File 6'1 ‘;3 ddaciy 9
|U install.wim 42/2010T48AM  WIMFile | .
Opreating
L] [T | B
System CD
File name: |insta||.wim v| |Wmdow; image files (“wim) v|

Active Directory Practical Guide
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S Version Prierity

Available Images :
—=_

The file that you specified contains the following images. Select the images that you
want to add to the server.

11

Mame Architecture  Description

%3] Windows Se... [ECTS Windows Server 2012 Standard Core ¥ -

[w] Windows Se... x64 Windows Server 2012 Standard L"L"“ JQA'I 'hf.‘
[w] Windows Se... x4 Windows Server 2012 Data Center C... ‘\ . “. .

[w] Windows Se... x4 Windows Server 2012 Data Center lnSta Wwilm

LS il gina el
KPKENA fé 5 guall (‘,ﬁ
o sthaall (g gaal)
sddadl) ) Ja) g
)

[#] Use the defautt name and description for each of the selected images

<Back || MNet> | [ Cancel

| P5 Version Pricrity
his view,
=
—
12

You have selected the following images

Image group Server 05

Image file: D:\sources'instal wim

U)o Laly cuad La 128

Selected images: 4 o - & *
Name - o 4.i.'1|.4.d'| a#‘ ‘43
Windows Server 2012 Standard Jl i \g,‘ jI qs tiﬂ'IJ

£ -

Windows Server 2012 Data Center
Em (SR

Ll Jand) Ay caniay g

To change your selection, click Back. To add the selected images to the server, click
Mext.

<Back | MNee> | | Cancel

Active Directory Practical Guide
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e‘- Metwork 1. replacementmanifests 7/26/2012 1:54 AM File fol 2
J v 1 Tools 7/28/2013 5:46 AM  Filefo
Boot - ala 1 vista 7/26/2012 1:54 AM  Filefo
J xp 7/26/2012 1:54 AM  Filefo
| | bootwim 7/26/2012 1:54 AM WIM F
| install.wim 7/28/2013 1242 PM WIM Fl |
<] m | >
File name: |boot.wim v| |Windowsimageﬁles (*owirn) v|
| Open | | Cancel |

File Adion View Help

T EEENE

! Windows Deployment Services Boot Images 0 Boot Images)
45 Sener Image Name  Architecture
4 EgWDS.target.org
by Install Images
D Nans

Add Boot Image..

Export List.

Help

! Windows Deployment Senvices
4 3 Seners
4 %WDS.target.org
4 Itall lmages
b £ Clint0S
b E Server 05
& Boot mages
b 15 Pending Devices
b E’ Multicast Transmissions

b 3 Drivers

b :a Active Directory Prestaged Devices

Boot Images 2 Boot Image(s)

Image Name
@ Microsaft WindowsT Setup

Active Directory Practical Guide

Status

@MicmsuﬂWindowsSewerZﬂTZ i

ExpandedSze  Date  OSVersion  Prionty

There are no items to show in this view.

)il o A & gl i
Booting Image

Status
Onling

Architecture
180

Expanded Size
BAIMB
1197 M8

Date  OSVersion  Priory
2. 8AT600 500000

(nline 2. 62900 500000,

Booting - clie i ¢ L&
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Clint windows 7 on LAP - Virtual Machine Connection == -
File Action Media Clipboard View Help

S O0O@OO NP

yper-V

®E Network Boot 09.14.2011

(s

2 PXE J (o 3891 Jaad Jlgall da gl 2oy ()
WDS b Juay) (s (S

LIENT MAC ADDR: 00 15 5D 06 14 33 GUID: 1105482A—7ES54—46BD-9242-9DO91EJ1E? 74
LIENT IP: 10.10.10.5 HMaASK: 255.0.0.0 DHCP IP: 10.10.10.2
SATEWAY IFP: 10.10.10.2

pown loaded WDSHBP from 10.10.10.50 WDS.target.oryg
Press F12 for network service boot

firchitecture: x64
ontacting Server: 10.10.10.50._

WDS 2 adlds Jlai) atuw SU3 a2y

windows Boot Manager (Server IP: 10.10.10.50)

Choase an operating system to start:
(Use the arrow keys to highlight your choice, then press ENTER.)

icrosoft Windows? Setup

Microsoft Windows Server 2012

452941 WS 1 0313 & ol ol g ¥l g 50 e
RO
da gl & 3 all Slgadl A (e
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Active Directory Users and Computers

File Acton View Help

e F@olHd=HE e ETa% Dekegate Contol.
: Active Directory Users and Computers [DOHA-BRANCH.target.org] | | Name Find...
= " Change Domain...
|| admin
] Buiitin Change Domain Cantroller. ..
= Raise domain functional level. ..

|| Computers ) r upar...

|21 Domain Cont.... e r dom....

= ForeignSecur... Computer

Z "I LostAndFound
|| ForeignSecurityPrincipals J o5 ount ¥ Contact
[ LostAndFound Il Managed Ser.. Growp
|| Managed Service Accounts ﬂ Microsoft Exc... InetOrgPerson ;
|2 Microsoft Exchange Security Groups % Program Data msD5-GroupManagedServiceAccount
[ Program Data L] System View »  msExchDynamicDistributionList
] System [ Users mslmaging-PSPs
[ users [ Microsoft Exc... Armange [cons ¥ MSMQ Queue Aliss
(| Microsoft Exchange System Objects J NTDS Quotas tine up.I::ons
[ NTDS Quotas [ TPM Devices el
[] TPM Devices Inﬁashudure Help
Shared Folder
» wy o™ 4 I3 .
il
N .
Test Replication

Creste a new object...

File Action View Help

irectory Users and Computers

oel £ - kil Ll ok

=lolx|

|

| §0(XEd= BRI ETES

|2| Domain Controllers

|| ForeignSecurityPrincipals
7] LostAndFound

] Managed Service Accounts

|| Program Data

[ "] TPM Devices

= TestRepication ‘—/_‘

Active Directory Practical Guide

|2 Microsoft Exchange Security Groups

: Active Directory Users and Computers [DOHA-BRANCH. target.org] | Name

|| Saved Queries

E #3 target.org
] admin

Y/

T Description

OU I Jala New User sbédl a8
Test Replication sbawal)
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File Action View

- Active Directory Users and Computers

Help

M EEE EEE

B 5 target.org
| admin
Builtin

Computers

Domain Controllers

| ForeignsecurityPrincipals
LostAndFound

| Managed Service Accounts

2| Microsoft Exchange Security Groups
| Program Data

_| TPM Devices

: Active Directory Users and Computers [CAIRO-BRAMCH. target.org]
| Saved Queries

Microsoft Exchange System Objects

| System
| Users
NTDS Quotas

Mame | Type | Descr

Folde

3

" saved Queries

‘fj target.org Domain

Cairo Branch

>
E YL LR g JEVR )@-h-i alq;.sx‘_,agﬂ,,s»miC,Ansg.i.i.\,.mgﬁ&qﬁ.u&gﬁxmmuswo\@m\y
. oAbl g s gall g B aLAN g Aa gall ¢pa DS ¢y Site link I Jas #LE o5 &5 53 Replication ) s3] iy Al al 43)

Waea 4 ddaal) B o) JUATH ¢ 98 Lol Replication ) Ja g2 (¥ Jall g

= 5] Subnets

[l Active Directory Sites and Services [DOHA-BRAMCH, target.org] MName

10.0.0.0/3
172.16.0.0/16 1
192.168.1.0/24

| From Server | From Site | Typ
=[] sites ii <automatically generat... DOHA-BRAMNCH Doha Cor

A 1A aladlia) GlilSaly
Replication Jaxd
ekl S 3al £ A
L) Gl ) g it ey

_| SMTP
= E Cairo
= [ ] servers
El § CAIRO-BRANCH {
= E Doha Replicate configuration from the selected DC
2 3 servers figuration to the
= j DOH! Mew Active Directory Domain Services Connection...
aﬁ N Find...
= [ HoRiyadh New ,
- EOEESC g Tacks >
= ] Servers
= § oc View >
|
Delete
Refresh
Export List...
Properties
Replicates configuration in___HEP

Active Directory Practical Guide
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| @i Active Directory Sites and Services [DOHA-BRANCH. target.org] Mame [ From server | From site | Typ
=[] Sites <automatically generat... DOHA-BRANCH Doha Cor
=[] Subnets
10.0.0.0/8
[E 172.16.0.0/16 . .
) e 192, 169.1.0/24 2 ek Al dldla Sl edina
=[] Inter-Site Transports .oy
1w 1 1
o Replication
= E Caira
= [ ] Servers
= F CARC-BRANCH Replcac e =]
|3 NTDS Settings
= E Doha

=[] servers
E 5 DOHA-BRANCH
ﬂ‘* NTDS Settings
= [ Hg-Riyadh
[ EdgesyncService E
=[] Servers
= F pc
E‘é} NTDS Settings

Active Directory Domain Services has replicated the connections.

ﬁﬂ Active Directory Sites and Services [DOHA-BRAMNCH. target. org]

Bl [ sites DOHA-BRANCH Doha
=[] Subnets
= 10.0.0.0/8
172.16.0.0/16 3 All Tasks R
192.168.1.0/24 =
= L] Inter-Site Transports Delete
I Rename
[ smTP —
= [ caro FAITERTES
= £ Servers Help
B FH CARC-BRANCH

MNTDS Settings
= E Doha
=[] Servers

= 5 DOoHA-BRANCH J'I M f‘ﬂ (:J" L\..d.i*'l CJISA‘}”—)

B NTDS Settings

= [E HoRiyach PRYY aladiuly Replication
| EdgeSyncService - e ’I
=8 s A8yt
o 3 oc

Bl NTDS Settings

4B |IXEc= HRE 38572

] Active Directory Users and Computers [CAIR.O-BRANCH. target.org] Mame | Type Description

Jt. Saved Queries 5 alaa amin User

B 3 target.org
| admin

Builtin 4
| Computers
| Domain Controllers
ForeignSecurityPrincipals
| LostAndFound
Managed Service Accounts -y T TE O
| Microsoft Exchange Security Groups u‘-ﬂ“ eﬂ Ja 4—1" h‘g

| Program Data

: System J’l Fr'ﬁ’l J’-" ‘:I:‘J-Jﬂ’l
] Users Replication

Microsoft Exchange System Objects
| NTDS Quotas
7] TPM Devices
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. A8 gl ¢ b o Replication J) &les alih 25 Site Link Jar Ailad) el ghil) b Uad Ui Ly Ll
L 81 gl B ga cp Jay g oM a5 Site Link Bridge 4 e ciaii ¢f (¥ W ola 188

S 13 L s RS ) il s

Name Type Description Cost Replication Interval

B8 Cairo-Doha Site Link 380 El]
ER\yadh—Daha Site Link 3 180
ER\yadh_Ca\ro Site Link 100 15

Replication Sites

Site C
Site B

Site A

§ Al 43y hy C adgal Replication Jes (Say 45) 8ias Ja
<t (A a0 gl 138 e Alad

Site Link Bndge

«’f’hﬁw@u.&mm

B\ C (29a
Gk o
Site Bridge <!

Site Link Site Link

Al oth & Adiall ikl g8 Galy ) ¢ gSm Lagin Replication dee o (fa g Aa gall g 3 AL ¢ Link 2525 pis (G JSEN b UL aY
U LS Link 2929 piad 3 5diksa 3 AN (e gy 02l ) Gask o8 4le Jguanl) dagall g 3 jladasd D 3 ALY ¢ 3 8 Juaad g 61 )
Jddee 8 Updates I e Jgasll & (g (Site A) 2 Replication J dsles jUat) dagal) g 8 o Lyl o gl g

. (Site B) = 4\l Replication

. Site A A @libad) JUES) (92 e Site B/C Jay (s ¢Salins Uil Site Link Bridge ) pladiul dlla 8 L
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hctive Directory Sites and Services — |EI
¢ Action View Help
2|rmlEe=HE 2
Active Directory Sites and Services [DOHA-BRANCH. target.org] MName | T I Description I Cost | Rey
[T sites Briyadh -Doha  Site Link 321 30
=[] Subnets BBRiyadh -Caire  site Link 340 15
10.0.0.0/8 1
172.15.0.0/16 Mew Site Link...
|E3 192.168.1.0/24
Fl [Z] Inter-Site Transports Find. \
b
- Mew -
= s i i ) S a3
cairo All Tasks | Site Bridge ) (2955
Doha Refresh
HQ-Riyadh Export List...
View 3
Arrange Icons 4
Line up Icons
Properties
Help

New Object - Site Link Bridge |
o
Eg Create in:  target.org/Corfiguration. Sites./Inter-Site Tran
[Type | Description | cost
Site Link 321
Site Link
Name: [Doha - Cairol

Site links not in this site:

link bridge: bridge:

Addi>> I
<< Femove I

—

A site link bridge must contain at le= st two site links.

Site links in this site link:

alBga Cpa JS &) B
Ao gall g Lals 0
5l g Ll s
2 e Gl s
Site Bridge !
da gall Slasy 89
LBl LS5 LaS 5 _alal o

F

T

Cancel

Active Directory Sites and Services

File

Action  View Help

&= 75 XE = HE 2

i Active Directory Sites and Services [DOHA-BRANCH. target.org] | MName | Type | Desaription | cost
B[] Sites BlDoha - Cairo  Site Link Bridge
= [ Subrets BERRiyadh -Doha  Site Link 321
|E2 10.0.0.0/8 BRRiyadh -Cairo  Site Link 3 340
|Em 172.15.0.0/16
|z 192.158. 1.0/24

= [ Inter-Site Transports
=
] sMmTP

= E Cairo

| servers

Doha

HQ-Riyadh

H H

Site Bridge 2 (sS85 (m slm) a3

B &S o U ali agag JaSa £ gua gaS g 45 1) g o) Ay kg Replication ) 5o La agd ¢ oY) Ligil
Parent Domain 4 J&é A A jlaliall
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Operations Master Roles

Forest-Wide (saed JaSIh Forest J) (gUai e Lgia ¢ulil (Roles) alge ol Ciillag gi fga) dosad 2o 63 A0l 8 o alad o A
uadl b auls Domain-Wide Operations Master Roles (2« Domain 3 (i e &35 Operations Master Roles
(FSMO) () »<aid3g Flexible Single Master Operation

Domain ... ) sl Jaall & DC Jaally aSaiall L a g8 Al Lagal) of Ada gl ol 554l 2 Role ) o3
. e clilal) 8 Jia sdle Server i gady )9 03¢z a 585 Y A Domain Controllers Servers ) of Ba¥y

-: < Rols Joda
1- Domain naming Master Role
2- Schema Master Role
3- RID Master Role (Relative ID Master Role)
4- PDC Master Role (Primary Domain Controller)
5- Infrastructure Master Role

-1 Ul Jgaal) a5l b sa) g Domain Naming Master §1kib 319 Schema Master 2252 Forest JS (8 431 sk

FSMO Role Number of DCs holding this role Original DC holding the FSMO role

Schema One per forest The first DC in the first domain in the forest (i.e. the

Domain Naming One per forest Forest Root Domain)

RID One per domain The first DC in a domain (any domain, including the

PDC Emulator One per domain Forest Root Domain, any Tree Root Domain, or any
Child Domain)

Infrastructure One per domain

Domain Naming Master Role

ssima Yy Forest s sima o ¥ 1ol o) S5 ¢Say ¥ sy Domain Name ) 481 e 4dgis Role ) oda o adi

Parent 13 &) o il Forest ) 4 Domain Jsl ® luaady Forest Level ) (b & U LSy Layi Tree )

Y gﬁ > Es ‘_5\ = Al Domain ‘5\ s g) Adll kial g.ula Lo e daadl) (A Lum\ Domain
Ui jgaa gl Ua g dalia 25 ol Role ) 038 4kl 4 Replication

Schema Master Role

JSS Forest <) ssiwa Ao (s Attributes ) 3 Clases ) JS ¢& A giaa 48 gl ¢ 10) a0) JEI Y Role - ola
Domain <) dighs aldl) Mia aubiiv) 8 Wagag axe Ula & Domain naming Master Role 41 old Lhild Ml
. Attributes) 5 Objects ) o3 Ao A% Al &) jiil) g lihaail) J< Jawd) A LY cliant ¥ g cdlad o JLsiuy

- At Q\MQeM\&JM&@\%&MM%RoleJ o:\Au-‘DE%Y\L'\SMJ
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Start > run > regsvr32 schmmgmt.dll

Jeadil W) Via Sk o3
Schema Rols ) g

Start 2 run 2> mmc

el £~ o s il

Type the name of 2 program, folder, document, or Intemet
resource, and Windows will open it for you.

hd

Run -

) This task will be created with administrative privileges.

oK | [ cancel | [ Browse.

RegSwr32

DlIRegisterserver in schmmgmt.dil succeeded.

s ) Jumdt amg dlle 0 oda ,edan

Schema Rols 2!

Run
= Type the name of a program, folder, docurment, or Internet
resource, and Windows will cpen it for you.
Cpen: | mmc Schema Role <) “33.:9 Consol 21 =581 ~

EHg! tas

ill be created with administrative privileges.

Lol

| | Cancel

| | Browse... |

From Consol-> File > add/remove snap in

Console1 - [Cansole Root]

File | Action View Favorites Window Help
@& New Ctrl+N
= Open... Ctrl+0
1 Save Ctrles
Save As...
Add/Remove Snap-in... CuleM |

Options...

1 C:\Windows\system32\dsa

2 C\Windows\system32\adsiedit

3 C\Windows\system3Z2\masmgmt
4 C\Windows\system32\domain
Exit

H

Active Directory Practical Guide

o items to show in this view.

Actions
Console Root =
More Actions 4
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You can select snap-ins for this console from those available on your computer and configure the selected set of snap-ins. For
extensible snap-ins, you can configure which extensions are enabled.
Available snap-ins: Selected snap-ins:
Snap-in vendor| ~ | | Console Root Edit Extensions. ..
%Acﬁve Directory Domai Microsd |
Microso
] Active Directory Users and Co... Microsa |
nﬁncﬁvex Control Microso
& ADsI Edit Microsg
uthorization Manager Microsao
@ Certificates Microso
& Component Services Microso
E‘Compuber Management Microso
&Device Manager Microso
¥ pHee Microsa |
=% Disk Management. Microso ™
rﬁ‘ m [ [>] Advanced...
Description:
View and edit the Active Directory Schema
3
QK Cancel
ﬁ File Action View Favorites Window Help - |5 %
e #E 6=
] Console Root MName Type Status || Actions
P 3 Active Directory Schema [detarget|| T2 account Structural Active ||
3 =12aCSPolicy Structural Active - |
[ Attributes S aCSResourcelimits Structural Active More Actions 4
3 aCSSubnet Structural Active
S addin Structural Active
972 addressBookContainer  Structural Active
912 addressTemplate Structural Active
S addrType Structural Active
u_b &jb‘a'! OS":' LSJ: Las B2 adminExtension Structural Active
Attributes J!J Classes A = applfcathnEntlty Structural Act!ve
- . S92 applicationProcess Structural Active
Schema JL*‘ Aaldl) H12 applicationSettings Abstract Active
912 applicationSiteSettings  Abstract Active
912 applicationVersion Structural Active
S73 attributeSchema Structural Active
912 bootableDevice Auxiliary Active
572 builtinDomain Structural Active
912 categoryRegistration Structural Active
S certificationAuthority  Type 88 Active |
B3 e D it P! Amtinen |
< o | B

Active Directory Practical Guide
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RID Master Role

¢ DC I ol « computer fsuas fa 3l group 4 sana gl user pddica IS £ gw AD I 2 Object ¢i Jas s
) (B padicia ALz die Mied 4 Lald Security ID 4l 498 Object 41 131 hraw RID Master J) 4ga: a sy

S-Jie (1585 Bl 5 43 dald TD 4zkay RID Master < oS Alaa S paiiusal) 13¢d Law i dlildA ctive directory
3 Aadd NTFS 3 cibiada gl il sie Ulal Bads dlii]-5-21-895771394-4047885310-268483753-1006....
S AD J!dehﬁ@m‘aiuﬁs d*‘hj}\)&e@u‘Lﬂﬁjﬂ@\’hﬂgi@@}d&#‘é}‘ P e dgag Cma cila
Bale) G AD J) (me addiieie cida 3 Ala g cililgd) calad AL ) 68 A0 g addieiad) and la Jglag JISe s gaash) o))
138 g uaa AT Security 1D Ay g RID Master 3 oY @il ¢ Aiibud) dailad (bl o 5Lid)

3\.}11:\3! ‘1\‘3&\.} Role <) s3a u-b &)lb\'\ W oSag

Active Directory Users and Computers —> R.click on domain >  Operation master

File Action View Help

EEIEEETEEREYYE E1Y

e

Active Directory Users and Computers

] Active Directory Users and Computers [dc.target.org]
I || Saved Queries

b | targ

Delegate Control...

Find...

Change Domain...

Change Domain Controller...

Raise domain functional level...

Operations Masters..,

New

All Tasks
View

Refresh
Export List...

Properties

Help

Active Directory Practical Guide
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Name

| admin

 Builtin

| Computers

=1 Domain Controllers

| ForeignSecurityPrincipals

7 LostAndFound

“| Managed Service Accounts

2 Microsoft Exchange Security Groups
_| Program Data

| System

51 Test Replication

| Users

| Microsoft Exchange System Objects
I NTDS Quotas

| TPM Devices

@ Infrastructure

Type
Container
builtinDomain
Container

Organizational...

Container
lostAndFound
Container

Organizational...

Container
Container

Organizational...

Container

msExchSystem...
msDS-QuetaC..,

msTPM-Infor...

infrastructurell...

Description

Default container for up...
Default container for de...

Default container for sec...

Default container for or...

Default container for ma...

Default location for stor...
Builtin system settings

Default container for up...

Quota specifications co..
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PDC Emulator Role

b el gy il g B gl a3 o8 iad Synchronize 53aY) Omg Ady 4ial jad) Al gisua Role ) o3 o ais
VA Ll gl cilals u3 i ) QB XS Connect A 4sles 3 j3a Machine J) JS 2 iSiu Domain
pshy a9 Lial Al da g Ll g sal) AalSt (ald JUA) g9 oie Jawad g L alay 4 4: PDC Emulator I
Domain Browser 3 43) fray AiklA yo dalS Al asdioial) alad 338U LIS o 330 &) ol
Domain Group Policy 2 4 g 4le 285 llisg

RID Role &) &)gha (uil; Role ) o2 o g3a¥) (Sayg

Operations Masters _

RID FDC | Infrastructure

The operations master manages the allocation of RID pools to other Domain
Cortrollers. Only one server in the domain performs this role.

Operations master:

|dc.target.0rg |
To transfer the operations master role to the following
computer, click Change. aNge...
|dc.target.0rg |

Close Cancel

Active Directory Practical Guide
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Infrastructure Master Role

Lada o il a5 138 Objects I A8 Al Al il g cilbaduall 8Bilaa (e J gima Role ) 138
. ghaad a0 (e g Modification <) 03¢ asds sl 9 Infrastructure Master <!

PDC Role J) s RID Role ) &l ghd (il Role 1 o8 o g3UaY) (1Say Liay]

Operations Masters [= Actv Directory Users and Computers [-[a /=

File Adion View Help

RID [PoC | infrestructure | P EFEFEL ERTTAED
The operations master manages the allocation of RID pools to other Domain ] Acive Directory Usess and Computers [dcsargetarg] || Mame Type Descrigtion
Controllers. Only one server in the domain performs this role. 3 7 Saved Queries sdhin Container
Ve | Fgikin buitinDomzin
Operations master: Eme _ Computers Continer Defautt container for up..
|dc.target.org | Find & Domain Controlles Onganiztonal.. Defautcontine for do..
Change Domain.. _ ForeigrSecurityPrincigals Container Defaut container for sec...
To tm&sfer tlhekogflaﬁons master role to the following Chang Do Contoler,. * LosthndFound losthndfound  Defauk containerforor..
computer, cic angs. Rise domain functionallevel_  Managed Senvice Accounts Container Defautt containes for ma..
|dc.target.org | ey  Mictosoft Exchange Seuity Groups Ongaiztonal.
_ Progrem Data Container Defautt location for sor...
Hew H | ystem Container Buitin system settings
AlTasis b || /2 Test Replication Onganizatonal..
View b || Vs Contziner Defautt container for up...
* MictosotExchange System Objects stem..
Refresh -
_ NTDS Quates 505-QuotaC...  Quots specifications co
Bporlit. TP Deices msTPHicr,.
Propetes B infastrcture infrastructurel..
Hep

Close Cancel

Domain Jsl 08 ¢ Jeal el Tow Rolls dUa o)) U geail g Lda DS alga g ASudd) ) gaf Lale ¢ 32y W) 9
58 O Jats AT 55 B Aa ol Sl 13 b A el 131 Ny g hasf ab ) S5 ey W B Forest ) b
¢ Jall Lo 13 Additional Jas XS aokaind (g age g2 gall Bia ¥ g Tree ) Child A8uaY 4uilsa) dllia

JAsa g palead) A ) paial) (e g) aal) ) Mia ana8l) Sleall (e Rolls ) oda J&3 sa Jal)

Lagd GG Y allaial dlligh lth e

Online 34‘-‘& 29 35294 Parent Domain Controller ) & 8 Jg¥) JlaiaY)

Offline dla Ay ; paia gl 35290 € Parent Domain Controller 3 &) $8 AU Jladay)
Ll el S e Jaall 7 g il Mad A 3 & gl g
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S
¢ Online 454 Parent Domain Controller 3 &) 4la & AT Y Server ¢« FSMO Roles ) Jai i -

Replication J Jas sl dule Uy a8 ‘é:ﬁ\ Domain ) addiuiwg Jo¥) Juadadt Ao o) Jand (i gos Unis
¢ (Target.org) J=a= 2 Parent Domain ) Jg& asis ¢ Server ) sa La i pi Jgb

o isasal) & (Target.org) Jo= o Parent Domain Controller ) js% asdy s Server 4 dasaua 4aY) aad
Uale LS Forest <) 2 Domain Jsl s 4l 43 (DC) aaaly Gl (A (i ) 38 sal)

Ay daglral) oda g a LS ol 13la o1

Zt Ayl g1 )Rl Al gy 13 b jra bt Lith 3155 Y

Netdom query /d®your domain name) pdc
Netdom query fsmo

i cairo branch on LAP - Virtual Machine Connection = I:'-
File Action Media Clipboard View Help

{40@O@O NP ES -

nistrator: Command Prompt

oft Windows [Uersion 6.1.76881
Cﬂ])_l,ll ight (c> 2809 Microsoft Corporation. All rights reserved.

C:\Usershadministrator.TARGEI >netdom query /d:target.org pdc
Primary domain controller for the domain:

dc .target.org

The command cunpleted successfully. Dﬂmai]l Cﬂlltl'lller ‘51 ‘}‘

C:\Usershadministrator.TARGET > Parent Domain '“ u}‘ CJS‘:'
netdom Y1 )50

&4 Administrator: Command Prompt

C:\Usershadministrator.TARGET >netdom query fsmo
Schema master dc.target.ory
Donain naming master dc.target.org
FDG dc.target.ory
RID pool manager dc.target.ory
Infrastructure master dec.target.org

The conmand completed successfully. 1,4'4!1 netdﬂm JA‘}" ':‘KMLJ

C:\Users\administrator TARGET> ‘-fl“ Sewer '“ ‘uﬁ" (:’s":'
FSMO I ;s a5k

(b il S pall b asasall & (Target.org) Jaa! Parent Domain Controller ) & s Lasli o) aay oY)
L8R £ 8 8 3sa gall Server ) (A Server 41138 Ga FSMO ) Jik (¥ a gl (DC) pusls (2l N
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Schema Role 4 J&i &l ghaa

ﬁ File Action View Favorites Window Help - |5 |
= = H
[ Console Root || Name [ Actions
I EL e Directon: Sch. ma r.ti tarnet arol I, TE A etien D hema [de.tar... |
| Change Active Directory Domain Controller... | 1
Connect to Schema Operations Master More Actions 4
Operations Master... 1
Permissions...
Reload the Schema
Mew Window from Here
Refresh
Help
=3 Server Jb JuaiVly ahl &) &Y
aladial e FSMO ) J& alee
AD Schema Snap In 2
NERUENEU L KT -
Bl
Select a different Active Directory Domain Controller ~Hivsat o .
= Console1 - [Console Root] = =]

dc tanget.org

FSMO Role -U sl dga gl j33)

Change to:
O Any writable Domain Controller
(®) This Domain Controller or AD LDS instance

Look in this domain: | target.org \

MName Site DOC Type DC Version Status
<Type a Directory Server name[:port] here>

CAIRO-BRANCH target.org Caira [ W2KER2  Online
dec target.org Windows... Online
DOHA-BRANCH target .org W2KER2  Online

Active Directory Practical Guide
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ﬁ File Action View Favorites Window Help
|4 =[] =]
|[C2 Console Root Marme
[ @ Active Directery Schema [CAIRO-BRANCH.target.org] 3Actwe Directory Schema [CAIR...
More Actions »
|
Cnleatia GY) Vs yal
M dlaadl dga gl L
FSMO Role 1
cHivoats AN
ﬁ File Action View Favorites Window Help - |5 %
EEREY
7] Console Root MName | Actions
I Active Directons Schema [CAIRO- (& Active Directory Schema [CAIR... _

Change Active Directory Domain Controller... I

Connect to Schema Operations Master More Actions >

Operations Master... |

Permissions...

Reload the Schema 4

MNew Window from Here

Refresh

Help

AA) Adaclal) AasBY (e
Opersation Master Role

Change the Operations Master Aivo ia Win

Active Directory Practical Guide
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& Console1 - [Console Root]
ﬁFile Action View Favorites Window Help

@ (3]

] Console Root
B 3 Active Directory Schema [CAIRO-BRANCH . target.org]

) il gt
Al Lilsa s Schema

-y o “* r
) Basdall dga o) SIS
- - ¥ ::’3 5 The schema master manages modifications to the schema. Only one
LGJ IALU.IA! server in the enterprise performs this role.

Name
EActive Directory Schema [CAIR...

5

More Actions 4

L&.ﬁj Q}'! ds.amj Curment schema master (online):
Change = baal, |detarget org

To transfer the schema master role to the targeted
schema FSMO holder below, click Change.

[CAIRD-BRANCH target.org

Console1 - [Console Root]
File Action View Favorites Window Help | = IE‘ I x

@ =»|[F] =]
7] Conscle Root Mame
I 3 Active Directory Schema [CAIRO-BRAMNCH.target.org] 3,&(1\\;5 Directory Schema [CAIR...

6

Change Schema Master

More Actions

[x]

m!mJ!AﬂJJ‘.Eﬁu
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=1
@ File Action View Favorites
= | = HE

| Console Root

I 25 Active Directory Schema [CAIRO-BRAMNCH .target.org]

-5""'1',' = a2l
Tl

Consolel - [Console Root]
Window Help

Mame

o Active Directary Schema [CAIR...

Active Directory Schema

Operations Master successfully transferred.

Close | | Help

Administrator; C\Windows\system32\cmd.exe

icrosoft Windows [Uersion 6.2.92001
(c» 2812 Microsoft Corporation. ALl rightz reserved.

SSUsepssAdministrator . WIN-59SDN3MI6EB>cds

:sonetdom guery fsmo
Echema master
Domain naming mastep

ID pool manager
Infrastructure master

CAIRO-BRANCH.target .org
dc.target.oryg
dc.target.oryg
dc.target.oryg
dc.target.org

he command completed successfully.

N

] £~ ! ol s i

Actions

Console Root =

-

More Actions

= (O IIIIII
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-2 Al 3 5SY) sk 08 (CMID) ) 9¥) b aladindy Schema ) Jii o s ¢ Lyl (S

1. Open Command Prompt.
Type: ntdsutil
At the ntdsutil command prompt, type: roles

At the fsmo maintenance command prompt, type: connection

woAwDe

At the server connections command prompt, type: connect to server (type your server name that you
want to transfer to him )
6. At the server connections command prompt, type: quit

7. At the fsmo maintenance command prompt, type: transfer schema master

= (oI

s | Administrator: C\Windows\system32\cmd.exe - ntdsutil

Nrntdsutil
tdsutil: roles
smo maintenance: connection
erver connections: connect to server dc
inding to dec ...
onnected to dc using credentials of locally logged on user.
erver connections: guit
smo maintenance: transfer schema master
erver "dc' knows about 5 roles
chema — CN=NIDS Bettings.CN=DC.CH=Servers.CN=HQ-Riyadh.CH ites.CN=Conf iguratio
DC=target .DC=oryg
aming Master — CM=NIDE Settings.CN=DC,CN=Servers.CN=HQ-Rif)jadh.CN=Sites . CN=Confi
uration, DC=target,DC=org
DC — CN=NTDS Settings,.CHN=DC.CH=Servers,CN=HQ-Riyadh.CN=8ites,.CN=Configuration.D
=target . DC=org
ID — CH=NTDS Settings,CN=DG.CN=Servers,.CN=HQ-Riyadh, CH=5ites, CN=Conf iguration.D
=target .DC=org
Infrastructure — CH=NIDE Settings.CHN=DC.CH=Servers.CH=HQ-Riwadh,CH=8ites . CH=Conf
iguration,.DC=target,DC=org
f=mo maintenance:

A AL DC Server () s A) 8y Ji) 3
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Domain Naming Master Role <) Ji <) ghai

=5 Active Directory Domains and Trusts \;‘i-
File Action View Help

=] Active Directory Domains and Trusts [ CAIRD-BRANCH target.org| | Name Type Actions
b i target.org 9 target.org domainDN5 B e T
N More Actions b
Domain Naming Role -} Ji a5y
".\.\i.l...a:l...a :)Al‘ T Jﬂ Schema 2
T a— | " AD Domain and Trusts
Change Active Directory Domain Confroller... ;}"‘ y-\i
Operations Master... t AD Schema Snap In
Raise Forest Functional Level... |
View 3 Operations Master -
Refresh

The domaifis=ming operations master ensures that domain names are
Export List... unique. Only one Agtive Directory Domain Controller in the enterprise
performs this role.
Properties
Domain naming operations master:
Help

|dc.targat.org |
To transfer the domain naming master role to the
following computer, click Change.

|CAIHO-E RANCH target org |

< m >

= Administrator; C:\Windows\system32\cmd.exe M

vonetdom gquery fsmo
Fchema master dc.target.org
Domain naming master CATRO-BRAMCH . target .ory
G de.target.org
dc.target.org
dc.target.org
he command completed successfully.

$2 5 Al g 8 ual Jaill day ¢ 53 LaS
Domain Naming Role J) (& J giual
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1. Open Command Prompt.
Type: ntdsutil
At the ntdsutil command prompt, type: roles

At the fsmo maintenance command prompt, type: connection

A

At the server connections command prompt, type: connect to server (type your server name that you
want to transfer to him )

6. At the server connections command prompt, type: quit

7. At the fsmo maintenance command prompt, type: transfer naming master

| Administrator: C\Windows\system32\cmd.exe - ntdsutil \;Ii-_

Ontdsutil
tdsutil: role
maintenance: connection

erver connections: connect to server dc

Binding to de ...

onnected to dc using credentials of locally logged on user.

erver connectionz: g
fsmo maintenance: transfer naming master
Server "dc" knows about 5 roles
Schema — CN=NIDS Settings.CM=DC.CM=Servers,CN=H@-Rivadh.CN=8ites.CH=Configukatio
DC=target .DC=org

aming Master — CH=NIDE Settings.CM=DC.CN=Servers.CN=HGQ-Riyadh.CN=8ites, CN=Coihfi
quration,DC=target.DC=oryg
PDC — CH=NIDS Settings.CMN=DC,.CH=Servers.CH=HQ-Rivadh.CH=8ites.CN=Conf iguration}D

RID — CH=NIDS Settings.CMN=DC,.CH=Servers.CH=HQ-Rivadh.CH=8ites.CN=Conf iguration,.D
=target ,DC=ory

Infrastructure — CH=NIDS Settings.CN=DC,CH=Servers.CN=HQ-Rivadh,.CH=8ites.CMsfonf
iguration,DC=target.DC=ory

f zsmo maintenance:

aldiuly DC Server J A gla ¥ a8
s Al s a1
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PDC, RID, Infrastructure Master Role 2} Jii < ghi

File Action View Help

LIEEET LY YA EE

[ Active Directory Users and Computers | CAIRO-BRANCH zrgetorg | Name Type Description
b 1 Saved Queries [ Saved Queres Folder to store your fava..
b m‘— ﬁtarget.org Dormain
Delegate Control...
Find...
Change Domain... 0‘ m Jﬁ ei'
Change Domain Controller... ’ -“
A PDC,RID, Infrastfucture Master Role
[ Opertons Mase.. | (\ elﬁul.'u & ﬁl i
e ' AD User and Computer
All Tasks [
Properties
Help

Infrastructure | 1

The operations master manages the
Cortrollers. Onby one server in the do

ion of RID pools to aother Domain
in performs this role.

Cperations master:

dc target.org

S

To transfer the operations master role to the following h 2
computer, click Change. ange..

CAIRO-BERAMCH target .org
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1. Open Command Prompt.
Type: ntdsutil
At the ntdsutil command prompt, type: roles

At the fsmo maintenance command prompt, type: connection

wok v

At the server connections command prompt, type: connect to server (type your server name that you
want to transfer to him )

6. At the server connections command prompt, type: quit

7. At the fsmo maintenance command prompt, type: transfer (RID) or (PDC) or (Ifrastructure)

Administrator: CAWindows\system32\cmd.exe - ntdsutil

nnetdom guery fzmo
Schema master dc .target.oprg
Domain naming master dc.target.oryg
de.target.oryg
ID pool manager CAIRO—BRANCH . target .org
Infrastructure master dc .target .org
he command completed successfully.

nrntdsutil

tdsutil: role
f smo maintenance: connection

erver connections: connect to server dc

onnected to dc wusing credentials of locally logged on user.
erver connections: g

DC=target.DC=0rg
aming Master — CHN=NTDS Settings,CH=DC,.CH=Servers.CH=HQ-Rivadh,CH=8ites.CN=Confi

DS Settings.CN=DC.CN=Servers.CH=H3—Riyadh.CN=Eites, CN=Configuration.D
=target .DC=org
ID — CN=NTD8 Settings, CN=DC.CH=Servers,.CN=HQ-Riyadh,.CN=8ites CN=Configuration.D
=target.DC=org
Infrastructure — CN=NTDS Settings.CM=DC.CN=Servers,CHM=HQ-Riyadh,CMN=S8ites.CM=Conf
iguration,.DC=target, DC=0rg
f=mo maintenance: _
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A &k & Operation Master Roles ) gad J&5 (e () Lingi)
Parent 3 &) Qs & AT Y Server ¢ Las 48 aladiuly g GUI
JuiaY) Ao (i piin (Y19 ¢ Online 2523« Domain Controller

J»&ia gl 35254 & Parent Domain Controller ) ¢ s& (A&

¢ Offline 3l 29294 J.-.‘é Parent Domain Controller -} (1583 Laxis FSMO Roles <) J& P i

Seize 2 i pssaar: o ey

Sales aiy sias € seized) shla oSl

Lagas a5ty 52 Domain Controller 3 ¢S 13) A & AT Y Domain Controller ¢ role ) sl 4l s Seize =)
i (st pad role ) 380 3 5 LI B i) Sana S Jla (o (Sl U3 B BB gl Sia g0 gl B el ) Tl ASpdll g ol e
Asal Jde AT Domain Controller 3 seize dee i juali quag Allald) 021

Seize ) #18) W & As Target.org Wiksds galdll Parent Domain Controller =) Jsbai a3 ¢¥) o il

(=4
File Acton View Help
&= [=[El]
a Active Directory Domains and Trusts [ CAIRO-BRANCH. target.org ] MName | Type | | Actions
4':' target.org I-ﬁ',_target.org domainDNg
Change Directory Server : x| More Actions 4

Current Directory Server:
CAIRC-BRANCH target org

Change to

™ Any writable Domain Cortroller
' This Domain Controller or AD LDS instance

Look in this domain: Ita[ga‘l_urg ﬂ
MName | Site | DC Type | DC Wersion | Status |
<Type a Directory Server name[port] here=
CAIRC-BRANCH target org Cairo GC W2KERZ  Online

W2K Unavailable

DOHA-BRANCH target.org Doha GC W2KERZ  Online f

Ok | Cancel Hep |
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The domain naming operations master ensures that domain names are
unigue. Only one Active Directory Domain Controller in the enterprise
performs this role.

Domain naming operations master:

|dc:.targe‘t.org

The cument operations master is offline. The role cannot
be transfemed.

|CAIRO-B RAMCH target.org

Administrator: Command Prompt - ntdsutil

C:srntdsutil

ntdsutil: role

fsmo maintenance: connection

server connections: conect to server dc
Error parsing Input - Invalid Syntax.
seryer connections: connect to server dc

Binding to dc ...
DsBindWithSpnExW error Bxbba(The RPC server is unavailahle.)
server connections: _

Seize ) sal g3 b (M5 zle & Parent Domain Controller 3 gual i LS

Seize J i

1. Open Command Prompt.

2. Type: ntdsutil

3. At the ntdsutil command prompt, type: roles

4. At the fsmo maintenance command prompt, type: connection

5. Atthe server connections command prompt, type: connect to server (type your server name that you
want to transfer to him )

6. At the server connections command prompt, type: quit

7. At the fsmo maintenance command prompt, type seize (role name )
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ministrator: Command Prompt - ntdsutil

GC:srntdsutil

ntdsutil: role

fzmo maintenance: connection

sepver connections: connect to server doha-branch

Binding to doha-hranch ...

Connected to doha-hranch using credentials of locally logged on user.
server connections: g

fzmo maintenance: seize schema master

Attempting safe transfer of schema FSHO hefure ée1gure

FEMO tranuferred successfull

Server '"doha-branch" knows about 5 roles

Schema — CN=NTDS Settings,CHN=DOHA-BRANCH,.CN=Servers,.CM=Doha,.CH=5ites.
ation,DC=target . DC=org

Naming Master — CN=NTIDS Settings.CH=DOHA-BRANCH.CN=Servers.CN=Doha,.CH=Sites.,
onf iguration.DC=target.DC=o0ryg

C=target.DC=org

RID — CH=NTDS Settings,CN=DG,. CH=Servers, CN=HG-Riyadh,.CH=Sites,CN=Configur
C=target . DC=org

Infrastructure — CH=NTDS Settings.CH=DC,CH=Servers,CHN=HQ-Riyadh,CH=58ites CM=Conf
iguration.DC=target.DC=0org

fzmo maintenance: _

Seize sl aliiuls Roles ) Jik sl ¢S (o 55 LS
Parent Domain Controller <) J<2 4l 2

¢ Roles I Al Jii iy Ja

¥ AQAIL dbua gi ae L) Server ) (& QA £3kal 2 cau ¢ role Y seize Jes :‘4% Aaga dBaada

. Domain Naming ) ,s2 ol Server e JiS) 3ga 50 AlSdiay iy ¥ A dlldg Format 4l dgs sae ) Jas a2y

role Ul seize Jar Liad LY oda B 95008 Jlaai 889 Domain Naming Master ) 52 server] Jiall Juw b
server2 .
e oarole ) sl Asgall Transfer Jaw aghi dlid sy 4l Formatting  Jews abdh | 98 server] gial s qagd

L AN dalall cea 1)) s Al o e server] (server2
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RODC ) 383 Domain 3 (e A g 4 Jslitis (V)5 Additional Domain ) g sl U ks Replication ) Jes o Y gl
Adde Juandl) Say ¥ g Jah 5ol ALl A3} & Liail Domain 1 (e Jua¥) (b A 3y 4 f Additional 5,88 (il 45 RODC I g
A8 Jand ¥ Cua Aglaal) 81 gl (e £ ¢3S B Sl g Aa gilall S A B Bdle ardiuyg Gl 13gn aldl Authorization o2 gies ¥
Domian - (e U S5 LS Ll ol Ladl g gall cilalS RODC &)
RODC 1 34 dhauf sy Domain 1 Giob o8 ali Ji a3 RODC Y sk ¢ a3 Y Authentication ) 4des d JA) iray

Laia AN 1 old il g Aaal) Guds Jala AN Lo b i) B Gl i) B il S el ) sl W ST g gill g
Ay A jall cillaad) (A6 auaion Euay Ll £ 8l 138 300 lee 65 GalAdY) dal (i glal JalaS g LGS aualon
RODC ) aladic) g Jady) JLAN olb Aad) oda &g ek 4y 510 Cliadla (e Al ey Le qasay

4 pal) colilll i ghad alii af Server Name g [P ) 33 Jasay agiicd RODC Server <) Jads

1 itern

General

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator 0
for the appropriate IP settings.

(®) Use the following DNS server addresses:

Internet Protocol Version 4 (TCP/IPv4) Properties -

() Obtain an IP address automatically
(®) Use the following IP address: 4
IP address: 10 .10 . 10 . 3

Subnet mask: 255. 0 . 0 . 0

Obtain DNS server address automatically

Default gateway:

Preferred DNS server: 10 . 10 . 10 . 2

Altermate DNS server:

[ validate settings upon exit

1

oaldd) TP ) dasgs
RODC Server S

===

[flormance

Server Manager

Server Manager * Local Server
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DESTINATIOM SERVER

Select server roles Zodc

3

Before You Begin Select one or more roles to install on the selected server.

Inszaliation Tyoe Roles Description

server Selection

Active Directory Domain Services
{AD DS) stores information about
objects on the network and makes
this information available to users
and network administrators. AD DS
uses domain controllers to give

ork users access to permitted
es anywhere on the network
single logon process.

Features

[] Active Directory Lightweight Directory Services ™
[ Active Directory Rights Management Services

]
]
O
|
v =@
]
]
O
|
|

Application Server
DHCP Server

DNS Server

Fax Server

File and Storage Services (1 of 12 installed)
Hyper-V

Metwork Policy and Access Services

Print and Document Services

Remote Access

Remote Desktop Services ]

<Previous | [ Next> | [ sl | [ Cancel

DESTINATION SERVER

Installation progress e

View installation prograss 4

o Starting installation
L 1

Active Directory Domain Services

Group Policy Management

Server ation Tools
Rele Administration Tocls
AD DS and AD LDS Tools
Active Directory dule for Wind. 11
AD DS Tools
Active Directory Administrative Center

AD DS Snap-Ins and Command-Line Tools

Algll) s Role ) Jasds < ghad alss

Export configuration settings

<pPrevious | [ Nea> | [ nstal | [ Cancel
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Server Manager =g

B PROPERTIES |, Post-deployment Configura... ‘ 5 ik
I For Rode ——————
- Configuration required for Active Directory Domain
Computer name Services at RODC alled updates
Werkgroup Promote this server to a domain controller s Update _
fcked for updates -
Feature installation
rage Services b —
Windows Firewall Priva Configuration required. Installation succeeded on s Error Reporting
Remate management Enah fadc pr Experience Improvement Program =
Remote Desktop Disal Add Roles and Features ced Security Configuration
NIC Teaming Disal S—— Ihe
. ask Details
internal 10.1( ID
[ Active Directory Domain Services Configuration Wizard = [ =] =
- - TARGET SERVER
Deployment Configuration 6 Rode
Deployment Configuration X
Select the deployment operation
@ Add a domain controller to an existing domain
Add a new domain to an existing forest
() Add a new forest
Specify the domain infermation for this operation »
Windows Security - ation

Credentials for deployment operation

Supply credentials for the deployment cperation

|target.org\administrator | J1 - ‘g" t:ﬂ_“,h: L}sd’l
' l [

o

Domain: target.org

Cancel jous Next > Install Cancel
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- - TARGET SERVER
Domain Controller Options WIN-9PM7MHBGKIA

Deployment Configuration

Specify domain controller capabilities and site information
Domain Mame System (DMNS) server 7
Global Catalog (GC)

Read only domain controller (RODC)

Site name: HQ-Riyadh [~
il Cairo
[ Type the Directory Services Restore Mod| poha
Password: | HQ-Riyadh

Confirm password:

Aals 4luSy QB gp Al i)
) JLSA) sy & g3 dualdl) g sal)
Rodc £l i)

Mare about domain controller options

<Previous | | Next> | [ instal | [ Cancel

- TARGET SERVER
RODC OpthﬂS Cipte A8 Sl g b pdial i pdall Cileaad) JUAST LA wiIN 9PM7MHBGKIA

Aaliiuls da ik alal Aadas

Deployment Configuration s 8
Delegated administrator account

Domain Controller Cptions
ot proves>

Additicnal Options Accounts that are allowed to replicate passwords to the RODC

Paths
TARGET\Allowed RODC Password Replication Group
Review Options
Sl CladY JaLS el Ga GEAT AN A8 ganall Ciil ﬁ

Prereguisites Check

Accounts that are denied from replicating passwords to the RODC

BUILTINVAdministrators
BUILTIN\Server Operators
BUILTIN\Backup Operators

S 2l C A8 glaall Cle panall
a8 all ikt

If the same account is both allowed and denied, denied takes precedence.

More about RODC options

<Previous | [ Next> | | sl | [ Cancel
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78

. . TARGET SERVER
Additional Options WIN-9PMTMHBGKIA

Deployment Configuration - N .
Specify Install From Media (IFM) Options 9

Domain Contreller Cptions

RCODC Cptions

[] Install from media

Specify additicnal replication options

Faths Replicate from: dctarget.org | i |

Preparation Cptions
Review Options

Prereguisites Check

RODC ' Replication lu Js& aius JlSa () 222

More about additional options

<Previous | [ Nea> | [ instal | [ cCancel

Path TARGET SERVER
aths 10 WIN-9PM7MHSGKJA

Deployment Configuration B .
Specify the location of the AD DS database, log files, and SYSVOL

Domain Controller Cptions
RODC Options Database folder: |Cf\“ﬁndows\NTDS El
Additional Cptions Log files folder: |Cf\“ﬁﬂdws\NTD‘S El
SYSVOL folder: CAWindows\SYSVOL [=]

Preparation Cptions

Review Cptions
Prerequisites Check

U daldl) St Sas g wnldlal) G A5 SLa) (5 5 Las
AD

More about Active Directory paths

<previous | | mMet> | | =i || cancel

Active Directory Practical Guide
By Alaa Amin — me9000@hotmail.com




79 835 Bl sl Sl

B - TARGET SERVER
Preparation Options WIN-9PM7MHEGKIA

11

Deployment Configuration . R _ N . -
To install this domain controller, the wizard needs to perform the following ocperation(s):

Domain Controller Options
RCDC Options

Additional Opticns

Paths

= Forest and schema preparation

* Domain preparation

Review Options

Prereguisites Chack

RODC ) Ja1 lgaa Jalaiie 50 AD Partion ) 2s

Mare about preparation options

<Previous | [ Next> | | instal | [ cancel

P TARGET SERVER
PrereqU|S|tes Check WIN-9PM7MHBGKJA
| @ Al prerequisite checks passed successfully. Click ‘Install’ to begin installation. Show more b4

Deployment Configuration

Prer isi need to be validated before Active Directory Domain Services is installed on this
Domain Controller Options computer
RODC Options Rerun prerequisites check
Additional Options oy uﬁﬁﬁ! 12
Psths “ View results
Preparation Options 4. Windows Server 2012 R2 domain controllers have a default for the security setting

named "Allow cryptography algerithms compatible with Windows NT 4.0" that prevents
weaker cryptography algerithms when establishing security channel sessians.

Review Options

For more information about this setting, see Knowledge Base article 942564 (http.//
go.microsoft.com/fwlink/?Linkld=104751).

4. This computer has at least one physical network adapter that does not have static IP
address(es) assigned to its IP Properties. If both IPvd and IPvE are enabled for a network
adapter, both IPv4 and IPvE static IP addresses should be assigned to both IPv4 and
|PvE Properties of the physical network adapter. Such static IP address(es) assignment
should be dane to all the physical network adapters for reliable Damain Name System

. If you click Install, the server automatically reboots at the end of the promotion operation.

Maore about prerequisites

< Previous | | Next> | Cancel
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.~ RODC on LAP - Virtual Machine Connection [= | = s

File Action Media Clipboard View Help

L @@ D ks S

s Ctrl+Alt+ Delete to sign in.

i RODC J) sL&d) a3

10:58
Sunday, March 13

[

=~

tatus: Running

Active Directory Sites and Services [— | =[]

i
File Action View Help
== E o= H b=
[l Active Directory Sites and Services [de.target.org]|| Name Domain Bridgehead  DC Type Description
a [ Sites H oc target.org GC
b [ Subnets & robc target.org Read-only, GC
a [ Inter-Site Transports
P " - -
p ] SMTP AD Site 2 0=ab A 2252 JAARODC 3 Zlo a5 (5 5 LS
4 [ Caire ad AN G aties A Replication 2 Axles G Vg g
I [ Servers - o . -
4 B Doha L. £ O Q555
b [T Servers U Sd 5 (G L INTRA Site Replication
a [E HQO-Riyadh
b (7] EdgeSyncService
4 || Servers
» & DC
» & RODC
< m > < m >

ot £ — L ol s Gl

Active Directory Practical Guide
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= Active Directory Users and Computers - | &
File Action View Help

e aE 2 HEteETEE

: Active Directory Users and Computers [de.target.org] Name Type Description
b [ Saved Queries &, rodc admin User
4 (4 targetorg
| admin
7| Builtin
1 Computers

[t

21 Demain Controllers
|| ForeignSecurityPrincipals

| LostAndFound RODC USER S Adia QU slidl s

| Managed Service Accounts N I B h PR
51 Microsoft Exchange Security Groups Rodc-Admin pely pddden pLASL Lay) Sl g

| Program Dats o &) ghadld) i Jarg 2 gl i) g
1 System

2 Test Replication

] Users

1 Microsoft Exchange System Objects
5 (7] NTDS Quotas

b [] TPM Devices

2] RODC USERS

v v v v oW v W ov oW v W

-

Other user

The sign-in meth bl trying to use isn't
ore info, cont

A adli RODC ) Ao Jsial A glaa aio 4%0) BaYy

T A LaS J Rl rlecadh admy a0t Al gl o LA o3

) o8 addlecall aun g Cea Y ASL GUID Jad Akl ey
Read Only Domain Group

=m Windows Server2012 R2

=il
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Read-only Domain Controllers Properties _

Object Security Attribute Editor
General Members Member Of Managed By
Members:
Name Active Directory Domain Services Folder
= RODC target.org/Domain Controllers
2, rodc admin target.org/RODC USERS

Ao ganall JAII addliuall fulag Al

Add... | | Remove |

rodc admin
TARGE admin

plying user settings

Windows Server2012R2

o £ ol e

=EAS8
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File Action View Help

a5 EEN =

PRETEHSR

Name Type Description
| Change Domain... [ Saved Queries Folder to store your favo..
| Change Domain Controller.. *.._____ Fitergetorg  Domain
AlTesks ’ RODC ' Ja)2 3s AD User and Computers ) g 4 Bay
View g i Domain S gald) AD 3 &l jgba
Refresh
Export List... RODC ) j54) s Domain Controller ) s Al glas 3 5
Help C&njﬁ!lik?é‘g&hglﬂhﬁ?ﬁlbj&ﬁﬂh)ﬂ)&
Change Directory Server [ x|
Cument Directory Server:
dc tamet org
Change to.
(O Any writable Domain Controller

(®) This Domain Controller or AD LDS instance

HName Stte DC Type DC Version = Status

The selected Domain Controller is Read-only. You will not be able to
perform any write operations.

[[] Save this setting for the cument console

File Action

=

] Active Directory Users and Computers [ RODC.target.org [Read-only] ] MName Type Description
b [ Saved Queries 2, rodc admin o

4 4 targetorg =

b [ Builtin

I 71 Computers

I 21 Demain Controllers

b [7] ForeignSecurityPrincipals
B[] Managed Service Accounts

Send Mail
b [Z] Microsoft Exchange Security Groups - - .
[Z] RODC USERS Al Tasks » ;L—ul e’ﬂ-&a‘ Y e L‘SJ
I (&1 Test Replication e — . -
[ Users Properties ! e Jaaxdl) gl ada gl
Help " AS

Delegate Control...
Find...

Al Tasks »
Refresh
Export List...

View >

Policy (Planning)...

Arrange Icons >
Line up lcons

Properties

Help
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paaivall Delegation 3 dar o siiv oY)

File Action View Help

== $0XEc2 HE PeETIR

] Active Directory Users and Computers [de.target.org] Mame
I ] Saved Queries s, Administrator
A E target
J | Delegate Control... | & alaa
b [ ad Find %Allowed RODC Password Replication Gro
b [ By (e ) 82, Cert Publishers
b [ Cg Change Domain... %Cloneable Domain Controllers
b % '[:h Change Domain Controller... 2, Denied RODC Password Replication Grou
b = LG Raise domain functienal level... % DHCP Administratars
g N Operations Masters 52, DHCP Users
LM a e e s

Selected users and groups:
s rodc admin {rode-admin@target org)

dilzl a8
?Mi

<Back || Memt> | [ Caneel | | Help

Tasks to Delegate
You can select common tasks or customize your own .

®) Delegate the following common tasks:

[« Create. delete. and manage user accounts

[] Reset user passwords and force password change at next logon
[1 Read all user information

[1 Modify the membership of a group

[1 Join a computer to the domain

[1 Manage Group Policy links

Il:ll Generate Resultant Set of Policy {Planning) I
< m

) Create a custom task to delegate

ub-iﬂ;’.‘;ﬂ'l daild ya —taliall SR
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Completing the Delegation of
Control Wizard =

*ou have successfully completed the Delegation of Control
wizard.

“ou chose to delegate control of objects
in the following Active Directorny folder:

- target .org.’

The groups, users, or computers to which you

- in hawe given control are:
> o :'j rodc admin {rodc-admin@target .org)

“ou chose to delegate the following tasks:

To close this wizard, click Finish.

RODC ) Jala ¢ dlaad) o jpin (Y1 g Gaaddieaall pLAT) g Ciday rode-admin adidieal) (g gl Aud) <l gladl) & Uad

File Action View Help

R EREEIRE EEEE R Y Y 2R
] Active Directory Users and Computers [ dc.target.org |
b ] Saved Queries

4 (Fj target.org 2 rode2 User
b ] Builtin

Name Type Description
2 rodcadmin  User

b [ Computers
b (51 Domain Controllers

i 2 X
b [ ForeignSecurityPrincipals ﬁ rodc2 Properties

b [ Managed Service Accounts

b [ Microsoft Exchange Security Groups Remote corol | - Remete Deskicp Servees Frofle | COM-
51 RODBC USERS General | Addwess | Account | Profile | Telephones | ]
b [ Test Replication MemoerOf | Dabn | || sessns
b [ Users Wember of:
MName Active Directory Domain Services Folder
Domain Users  target.org/Users

YYou do not have permission to medify the group
Lia RODC Al (.Ii] 2 0a s J-' Lag @argm.mg/u;er;mead-anly Domain Controllers.
rode2 aub L pddia pLAL

) Aaida G (Sl A YD Aa ST

¢
Read Only Domain 4 ga3-s
SUA A W elld Y Al )

u:‘;J Administrator <) Glus Primary group:  Domain Users
RODC - Jpiuse 235 U 5! T T
JiE Gy S G Y] 13R Jand opleatons

Ae ganall ) addial)

< [T > OK H Cancel H Apply H Help
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Writable Domain 2 (s Walas Js dale )9 sall clalS Biay ag8s ¥ Gua Rode ) Jeas 388 gt A8glud) 3 ) guall ¢4 131
Ade J AN g pai o Jany (S8 Writable Domain 313 ¥i Juail sbs RODC ) e Jsdal aadioiall aubiindy Jiag

RODC 3 e Jsaall e asiall ardianall g Vg salall paiienal) (Sl ol lalia oaui ) Domain ) oS al 13) tagh g

¢ da.“ Lad ‘Sg.dﬁmc_ydndgﬁ\l&h*ﬁ‘\l

4y ) 0325 RODC ) o pgr Aualdll g sall 4als] Cache (33 daty cipatiinall placdly o sk o s Jadl

-2 (IS ol ghddl g i Sl (e gl (e g il UL (58 4de Jodall 5 RODC Users =) (Saip

E Active Directory Users and Computers =0
File  Action View Help
] =IR" Al He=l R ok e f‘
o9 20 (0| XECEE/ BT SuETaY 1
] Active Directory Users and Computers| dctargetorg ] || Name Type DC Type Site Description
b ] Saved Queries e Computer ~ 6C HO-Riyadh
£ Ftagetong (L DOHA-BRA.. Computer GC Doha
b I admin [, RONC Comnuter ____Read-only, GC ~ HO-Riyadh
b [ Buitin Add to 2 group...
b f[umpyters Name Mappings...
12| Domain Controllers
b || ForeignSecurityPrincipals Reset Account
= P ¥
b [ LostodFound Move. A RODC Server ) pakad (& plud
b || Managed Service Accounts Manage

b (2] Microsoft Exchange Security Groups
b (] Program Dats

MTals , Writable Domain 4 j3:

2 RODC USERS Cut
b ] System Delete
2] Test Replication =

| ses Properties e
b | Microsoft Eichange System Objects Help

b ] NTDS Quotas
b ] TPM Devices
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Location I Managed By I Object I Security I Dial-n I Attribute Editor |
General | Operating System | Member Of | Delegation | Password Replication Policy |
@ RODC
Computer name (pre-Windows 2000):
DNS name: | RODC target .org |
DC Type: |Global Catalog |
Site: [Ha-Riyadh | RODC & paikai (s
Description: | | uﬂ e
Passord Replication
Policy
NTDS Settings...
oK |[ Gamcsl || ey || Heb
RETYHEHR 3
Location I Managed By I Object I Security I DialHin | Attribute Editor
General | Operating System | Member Of | Delegation | Password Replication Policy
This is @ Read-only Domain Cortroller {RODC). An RODC stores users and
computers passwords according to the policy below. Only passwords for
accounts that are in the Allow groups and not in the Dery groups can be
replicated to the RODC.
Groups, users and computers:
MName Active Directory Dom...  Setting
Account Operators target.ong/Builtin Dery
Administrators target .ong/Builtin Deny
sword Replicati... target.ong/Users Allow
Backup Operators target.ong/Builtin Dery :"’J“‘;‘ J:';i
Denied RODC Password Replicatio... target.ong/Users Dery N
Server Operators target.ong/Builtin Deny owd I"as S‘WO rd
Replication
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Mame Type DC Type Site Description

[ Object | Security | Attribute Editar |
General Members | MemberOf |  Managed By |
Members: . » o aé . l_' -
Mame Active Directory Domain Services Folder “uﬂﬂ " - - - f“a
& rodc admin target org/RODC USERS 4.1.'.'.4:- - ’I\Pﬂ u‘u-“ u-“
- -

\ Password Replication

[ oK | [ cancel [ Appty || Heb

Location | Managed By | Object | Security | Dial-n I Attribute Editor | 5
General | Operating System | Member Of | Delegation | Password Repiication Policy

This is 3 Read-only Domain Controller (RODC). An RODC stores users and
computers passwords according to the policy below. Only passwords for * . LT

accounts that are in the Allow groups and net in the Deny groups can be u5 “lw 48zl -1?4'
replicated to the RODC. “

Groups, users and computers: KL} (:1_95-‘ M:‘LHJ] ﬁjhﬁ-“

Name Active Directory Dom...  Setting ‘:Eji:\é d uA.A.ul
Account Operators target .org,/Buittin Deny _“ dild BJ] .-: ]

Administrators target .org,/Buittin Deny
Alowed RODC Passw... target.org/|sers Alow / “;ﬂj ‘;J u:\SIJ RODC

Backup Operators target ong/Buittin Dery - . wme -
Denied RODC Passwo... target.omg/Users Deny ul'“'-‘e e A ML«‘
Server Operators target org/Builtin Deny dLAS:u.aY S JLA:\.DYI
oo hial gl aY)
Advanced

Add... | | Remove
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EENC R YR AR

Policy Usage | Resultart Policy 6

Display users and computers that meet the following criteria:

Accounts whose passwords are stored on this Read-only Domain Controller
Accounts whose passwords are stored on this Read-only Domain Controller -
Accounts that have been authenticated to this Read-only Domain Controller i Jl A4 4aildl) L“‘J_Q
Name Domain Services Folder  Type Password Last Changed ~ Password Ex . -
2 kibtar_53976 target org/Users User 10/2016 41758 AM  4/21/2016 5 Cradiliviall
& RODC target.org/Domain Con... Computer  3/10/2016 4:17:58 Al i HJ c Gamia h
3 rodc admin target.org/RODC USE...  User 3/13/2016 4:57:09 AM

Glalg a0,
e e e L A s a
SlalS (385 a8 g A) radiiiuall W) (el g 55 LaS A RODC
RODC Jl & ax ;54 ) o5 bl
Writable Domain J) (&b (8 agaian i a1 ¢l 40301 5 Prepopulate

Password
Adwvanced Password Replication Policy for RODC ILI
Select this object type: 7
|Users or Computers | | Object Types... |
From this location:
|largat.org | | Locations... | Password Ex
4/21/2006 8
Enter the object names to select (examples): Mewver Expire
rodc admin {rodc-admin&target .ol Check Mames Mewver Expire

ok [ s |
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Active Directory Users and Computers - | a x
@ [=| A aETER
iters [ dc.tl BONDC Pronerting | ? | x | |Des:riptior|
Advanced Password Replication Policy for RODC ILI 8

Do you wish to send the current passwords for these accounts to this read-orly
domain controller now?

adiliiual) ABL) g

o e ) gy AU g

rodec admin d:.ﬁl.) J_j] E;\:\S [K]] Lﬂ
FEF Al L )

) Andlad) addniud)
¢ LA RODC

Waming:  you are prepopulating the passwords of user accounts, be su
prepopulate the passwords of computer accounts that these users will be,
well.

account and the computer account of the computer that the user isiogging on to
must already be stored on the RODC. Prepopulating the passwol

accourt will succeed only if the accourt is included in the Allow,

that can be cached on the RODC.

Leam more about prepopulating

MName Domain Services Folder  Type Password Last Changed Password Ex
alﬂ-btgt il i = A1 1l 240040 A 17 E0 ARY 4},-‘21;‘2{”65
& RODC Prepopulating Passwords... Mever Expire
5 rodc admir| Mever Expire

Processing item 1 out of 1...

o Passwords for all accounts were successfully prepopulated.

lal Audaxd) coad oY)
e
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-1 (ANS User 2 2 Ugal (b 3l s dalaad) qjaas oY)
Gbadl ARODC A o oalais) ciliby ¢ A5 & addiual) I8 9 Rodc-admin -
Writable Domain 3 ¢ gmsaill Gl J15 Lag RODC Sl s salade) cilily ¢ ja5 oy al aadieall 138 g Rode2 -

= | O IIIIII

rodc-admin User

= C\Windows\system32\cmd.exe

icrosoft Windows [Uersion 6.3.96B@1
tc) 2013 Microsoft Corporation. All rights reserved.

S\Userssrodc—adminlset
ALLUSERSPROFILE=C:“\ProgramData
APPDATA=C:\lserssrode—adminsAppDatasRoaming

ommonProgramFiles=C:\Program Filez\Common Files

omnonProgramFiles{xB6)=C:\Program Files {xB6>\Common Files
onmonPrograni6432=C:\Progran Files\Common Files

OMPUTERNAME=RODC

omSpec=C:\Windowsssystemd2\cmi.cme
FP_NO_HOST_CHECK=NO

OMEDRIUE=C:

OMEPATH="\Users\rodc—admin
LOCALAPPDATA=C:s\Userssrodc—adminsfspratasliocal
LOGONS ERVER=\~RODC

UMBER_OF_PROCESSORS =1
05 =Windows_HNT

i, C\Windows\system32\cmd.exe

Nsersirode2 . TARGET Yzet

ALLUSERSPROFILE=C:\ProgranData i Teap
\PPDATA=C:\Users\rodc2. TARCET\AppDatasRoaning rodc2 User
onmonProgramFiles=C:\Program Files\Common Files

onmonProgramFiles (x86)=C:\Program Files {(xB6)\Common Files
onmonProgranil6432=C:\Program Files\Conmmon Files

OMPUTERNAME=RODC

onSpec=C:\Hindows\systenddsind.exe

FP_NO_HOST_CHECK=NO

OMEDRIVE=C:

OMEPATH=\llserssrodc2 . TARGET
LOCALAPPDATA=C:\Useps\prodr? . ThnGElI \AppDatasLocal
LOGONS ERUER=5\DC

UMBER_OF_PROCESSORS =1
08=Windo us _NT

Opaddiaal) NS Ay RODC ) Ao Jsaall A& jh oY) (s 5 LS
Ll gal digan die g jA Liad Al slaie ) Clily £la il ) ga 40838 48 pa A Mg.d\gbam\sjhﬂa
- ‘_’Jl:\.“..l\Jﬁejﬁum\bh#)}ﬂ‘ﬂhﬁ&wh}&}‘a&aﬂ‘ﬂw
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Mame Type DC Type Site
ipC Computer GC HQ-Riyadh
(AIDOHA-BRA.. Computer GC Doha
- Computer Read-only, GC

Add to a group...

MName Mappings...

Reset Account

Move..,

Manage

All Tasks 3

Cut ‘,-——'

Delete

Properties

Help

If the Read-only Domain Controler was stolen or compromised, it is recommended that you reset the
passwords of the accounts that were stored on this Read-only Domain Controller,
The computer object you want to delete represents this Read-only Domain Controller:

Description

) o A Al alaieW) clily gaal oY) 5 ghdll
RODC

| RODC

[wiReset all passwords for user accounts that were cached on this Read-only Domain Controler,

VWarning! This operation wil require these users to contact your helpdesk to obtain a new
EL password,

[IReset all passwords for computer accounts that were cached on this Read-only Domain Controller,
Warning! This operation wil disjoin these computers from the domain and they will need to be
g'h rejoined.

@Export the list of accounts that were cached on this Read-only Domain Controller to
this file:

View

Location:

| =]

S daladuy) il il (5 8 S
daldl) g priiually hualdl) g
Y
il g pall clalS pdl (s LS
L 4y Al (S

¢ lasa (S adagall o dliad Ja RODC -l ¢pe g} 38 ¢ 9 139
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Child Domain

=i Domain J) ¢ e Domain 222} 88 Child ) sl ¢ g i)
T o, Sladdll @il g cillblill) e ol g W Users J) 23 &) 3 (i 34 () 955 2488 Sub-Domain 2k e La gl
Enterprise Administrator J) s& 4 aSaiall (58 (s ) Domain J) (= % Domain sl a 881 4llad)
Child Domain ) jslag

A dald g il Cppagall o Alaiia Database llyselBal o

Ailiky Jals a3 ¥ Object ) #LaL a ¢8) Laiiad Replication b (i Lad Additional or RODC ) Jas Gl @

Forest 2 Jala s AY) adl gall aa Lilals
il (pagaly (alAll Enterprise Administrator J) ik (o 48 aSail) (98 o

il Gpagdll il S gy @
Grand Child A eda b sassg AT Child Domain ¢ Child Domain Jas (Sa: o
uSall &aang Ladl i ) Domain ) b aSailly o 68 ) aobiien ¥ Child domain J alsl ;0 @

Child Domain I e 4%

Parent Domian is : Yahoo.com
Child domain is : mail.yahoo.com
Parent Domian is : google.com
Child domain is : paly.google.com
Parent Domian is : icrosoft.com

Child domain is : windows. microsoft.com
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sl o) sy o 55 LIS 5l ) i) (Ao Europe pasd <80 Ul Uy Galdd) Gaagal) a child Jary p sl g OY)
Eu.target.org $ Child Domain Name <) (sSwd ld o g

b palid) Server <) W G gSam (Al Adsaal) (g e ) 38 3al) G router g U Jandl ol ghidy aldl) g iV
Ulales LaS IS Subnet  Site dat Wil gl gy ousi N JS5all A ) 1 5 A) ddiaa b ¢S o) Child

Child Domain <) Jas aa fagies (N1 5

EpE SActive Directory Sites and Services [deo.target.org]
= T Sites
= | Subnets
== 10.0.0.0/8
1721600016
1921681024
[[== 100200724
1 Inter-Site Transporkts

—airc

Creha
HC:-Riyadh
eEurcope

TYYVY

W

A8 gall ABL 2ol uis W
Jas (J28 Submnet I s
Child

A.AG.A K.EJALA [ )
Al (udi JA13 G ¢S Child 3 Gl el e g i ) S pally Gald) TP ) (Ui (uli pladia) o
Deferent Site 352 o cilida [P Jang 4398 Jla & & Sl caa ) A
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detwork and Internet »  MNetwork Connections

General

You can get IP settings assigned automatically if your network supports

this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

) Obtain an IP address automatically

(@) Use the following IP address:

IP address:
Subnet mask:

Default gateway:

1 Obtain DNS server address automatically
(@) Use the following DMS server addresses:
Preferred DNS server:

Alternate DMS server:

[ validate settings upon exit

[
Installation progress

View installation progress

o Feature installation

Search MNetwork Connections 2 |
1 &=-Oe

IP ) calae )
) BaaN g
Ol Caadii)
S all ) sie
Jas &a g.uu:u"_)li
Subneting
O el il g
Sl glay La addniod
@haty o) do sy
O gl O Jlasy)
Aglel) gé' g—‘-"ﬁ‘.)m

DESTINATION SERVER
WIN-DKSVOTLBOZK

Installation started on WIN-DK9VOTL802K

Active Directory Domain Services
Group Policy Management
Remote Server Administration Tools

Role Administration Tools
AD DS and AD LDS Tools
Active Directory

AD DS Tools

dul

for Wi

d

Pc ell

Active Directory Administrative Center
AD DS Snap-Ins and Command-Line Tools

Export configuration settings

AD Role -l iy a8

You can close this wizard without interrupting running tasks. View task progress
page again by clicking Notifications in the command bar, and then Task Detail!

open this

< Previous | [ Next>

Close

Cancel
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Manage Toals

1 Post-deployment Configura... |

Configuration required for Active Directory Domain
Services at WIN-DKO9VO7L80O2K

Promuote this server to a domain con%oller

T
o Feature installation u
| —
Configuration required. Installation succeeded on
WIN-DKSVOTLSOZ2K.,

Add Roles and Features

Task Details

= Active Directory Domain Services Configuration Wizard

BE |

Deployment Configuration 4

loyment Configuration

Select the deployment operation

Domain Controller Cptions . i . .
Add a domain controller to an existing domai

Additional Options

Add a new domain to an existing forest

Add a new forest

Specify the domain information for this operation

TARGET SERVER
EU

GULy JAd g <l LAl aas
& A (gl
UL g i ) G gl
G

Select domain type: | Child Domain
Parent domain name: target.org
New domain name: EU|

Supply the credentials to perform this operation

target\administrator

More about deployment configurations
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D . C | | O . TARGET SERVER
omain Controller Options Europe
Deployment Configuration . 5
Select functional level of the new domain
. . ) - -
DNS Options Demain functional level: ‘Windows Server 2008 R2 | |
Additicnal Cpticns Specify domain controller capabilities and site information
Paths Domain Name System (DNS) server . "
Review Options Global Catalog (GC) RERE W] @L‘
Prereguisites Check [[] Read only domain controller (RODC) Q]Jl.\ij]
=
Site name: europe | v| ji A
aﬁzs.
Type the Directory Services Restore Mode (DSRM) password PLb
-
Password: .. .. E“é\)“‘x’l
Confirm password: sesssnss
More about domain controller options
<Previous | [ Next> | | instal | [ Cancel
Maximize
. . TARGET SERVER
Review Options 6 Europe
Deployment Configuration |  Review your selections:
Domain Controller Options Configure this server as the first Active Directory domain controller in a new child domain. Kl
Additional Cptions The new domain name: europe
Paths

The NetBIOS name of the domain: EUROPED

This new domain is a child domain of the domain: target

- v - -
Domain Functional Level: Windows Server 2008 R2 MLGA u“; eu

G ghadl) ||

Freraguisitas Chack

Site Name: europe
Additional Options:

Global catalog: Yes

DMNS Server: No w

These settings can be exported to a Windows PowerShell script to

additicnal installations View scripi

Maore about installation options

< Previous Next > install | [ Cancel
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R | TARGET SERVER
esults 7 Europe

| @& This server was successfully configured as a domain controller Show more »

 \iew detailed operation results

1. Windows Server 2012 R2 domain controllers have a default for the security setting named
"Allow cryptography algorithms compatible with Windows NT 4.0 that prevents weaker
cryptography algorithms when establishing security channel sessions.

For mare information about this setting, see Knowledge Base article 942564 (http://
go.microsoft.com/fwlink/?Linkld=104751).

Clak syl &

More about results

< Previous | ‘ Mext > | | Close | | Cancel

File Action View Help

=5 = = H

% Active Directory Domains and Trust|| MName Type
- i eutarget.org domainDMNS

[ ﬁ eutarget.org

. AD Domain and Trust 3133 (s
Domain 3 sl 1o &)U:‘:I’l CoSas
@ﬁ@ﬂ.ﬂ\gd@‘f’lﬂgﬂ&@’l s LaS g
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4 ﬁ‘:\g udli domain $* L'USS LASJ U:l ua&‘ qu:u‘)]\ Domain Al % gs)é Domain AP 0\1‘ Ua.ya\ Liua
4 Jalsl) aSatlf il Domain ) gkies 08 parent domain ) (& Aduadiall dliy g A5ULy 3308 g Allua guad
¢ uSall g Target d ‘39‘3:"39 Jsdall e.\iﬁud\ ‘:\G-‘OS-‘!EU il Qyjdula addlua sliily Lad ol Ja

- AUl c ghadl) 8 Lles Ay e G il L

=N EOR =55

System and Security » System - | +y | | Search Control Panel 0

-

Copyright @ 2009 Microsoft Corporation. All rights reserved,

Service Packl
Get more features with a new editien of Windows 7

&Sl Jlaall (W) 33¢aY) ada oSy

Systemn
Rating: System rating is pedavailable
Processor: Intel(R) Xeon(®) CPU E5630 @ 2.53GHz 2.53 GHz
Installed memory (RAM): 1.00 GB
System type: 32-bit Operating System
Pen and Touch: Mo Pen or Touch Input is available for this Display

m

Computer name, domain, and workgroup settings —
Computer name: wind v '&'Change settings
Full computer narme: wint.eu.target.org
Computer description:

Damain: eu.target.org

Windows activation
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File  Action

& Createin:  eutarget.org/Users

First name: |Fadi | Initials: |

Last name: |hassan
b 21 Domai B et
b j Foreig Full name: |Fadi hassan ﬁl'“u] i h\x’
.
b (] Manag Lisalneg
) Users User logon name

: OVl ual
fadi
| ||geu.tmorg ) e

Domain

1R (5 9% ) all
Ale aMiil)

| EUN

2 RAS and IAS ... Security Group... Servers in this group can..
2 Read-only D... Security Group... Members of this group .
5 WinRMRem... Security Group... Members of this group ..

g Jgall e
= Al Jaall
Jsdall Jolaiu

S s
e )

i alaa@target.org |

Active Directory Practical Guide
By Alaa Amin — me9000@hotmail.com




Ol 53— i ol ki il

C Welcome

FTIIUUWE Suiun

'@' Device Manager Windows 7 Professional
Copyright © 2008 Microsoft Corporation. All rights reserved.

Remote settings

—
\ﬁ" Getting Started 3

h a new edition of Windows 7

Connect to a Projector

Calculator

Documents

I_— Sticky Notes
Systemn rating is not available
Intel(R) Xeon(R) CPU E5630 @ 2.53GHz 2.53 GHz

% Snipping Tool
M) 1.00 GB

[@ Paint 32-bit Operating System
mputer

Mo Pen or Touch Input is available for this Display
,1" XPS Viewer
ol Panel , and werkgroup settings

g Windows Fax and Scan P alaa @'ChEHQES
1d Printers
lesieree - .. NEE N
% Remote Desktop Connection T ° rgeserg GL\J] “lm] U] L\A SH LASJ
L Jefault Programs d . . .
- _ FESI] Elh.u.nl o Sl Jlaall
@ Magnifier Help and Suppart . _J]] jl \ 1 @L’\Jl J,I ' i
»  AllPrograms

Pictures

target.org

[ Searrh nmarams and files ol LShi down )
¢ Eiaay 138 Jaag o Lag € 13lal ga AU J)gudd) Ua € 450N LB o Ja
eesccccese ‘.A‘agud‘ dﬂ Gu
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ACTIVE DIRECTORY TRUST RELATIONSHIP

€ gl byl 090 pgibileny J3) G gmliiss Child OR Parent - (o 38 (A (padiiieaal) Jaag 3) La Jolaai US Lisa
TRUST RELATIONSHIP A& &8 5 il Lagdy b 88 a1 Jlanal) (oa L b Yiana Uil Lada Ll ga <2l gd)
IMPLICIT &8l o3 yacis Uil B Akl s V) A8 0 130 iany Las Labal Ll i CHILD 1 035 DOMAIN ) oo 468 cilidie

Forest ) gudi 482 g2 gall c¥laall g Wl (o4 i) 130 g
EXPLICIT (avub all) ysa 5) A8 g'pmnn aas) gy L% La L

-1 b LS Lgde G pail) g A83Mald) 038 Alilea (AD DOMAIN AND TRUSTS ) 511 Ahausl 53 (S

) Active Directory Domains and Trusts \;‘i-

File Action View Help
«| #EE = -8

=2 Active Directory Domains and Trust|| Name Type Actions
i
a target.or
i il There are no items to show in this view. eu.target.org -
% cutaract.or
Manage More Actions 3

Raize Domain Functional Level...
View 3

Export List...

Properties ‘

Help AD Domain & Trust 313¥) e

Mﬂﬂlu‘aﬂsn_ﬂd];wlﬁulu&u

¢ 9 2 UGl 0 [T
5 Active Directory Domains and Trusts [ detarget.org ] ] W
I i target.org
Domains trusted by this domain {outgaing trusts):
- Domain Name Trust Type  Transitive Properties...
target.org o £y by | cutaset o Cid | Yes [Pomete..
s 1 Remove
&G
eu.target.org
., - &
£.58 (a A3 sda g
. Domains that trust this domain {ncoming trusts)
Child
. Domain Name Trust Type  Transitive Properties...
@ kas eutargel org Chid Yes
Remove
[ ok ][ comeel Apply Help
qwl
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a Active Directory Domains and Trusts [ child.eu.target.org ]
4 ﬂ target.org
b 3’ eu.target.org

&) Ll Bay

=< eu.target.org ~o

| General | Trusts | Managed By ‘

Ol 53— i ol ki il

Domains trusted by this domain {putgoing trusts):

Transitive
Yes

Domain Mame
target.org

Trust Type
Parent

ka3 target.org & G
Parent g s o« 481
GA s

Domaing that trust this domain (ncoming trusts):

Properties.

Action View Help

Active Directory Domains and Trusts

Domain Name Trust Type  Transitive Properties.
tanget.org Parent Yes
New Trust
[ok ][ comeal |0 ey ([ W]
< m >
- O x

Y =Y
5 Active Directory Domai
4 071 target.org

Name

- |

Direction of trust:

[] The other domain supperts Kerberos AES Encryption

i eutarget.org - i I a3 "T =
.""‘.‘.)A This Domain: \ |
. . \
ptalaghall Oa | s ] j| P
Al s Parent Chid s r
G aes | | / =g

< m >

domain and users in the specified domain can authenticate in the local
domain

Twa-way: Users in the local domain can autherticate in the specified ‘

Transitivity of trust:
This trust is transitive. Users from indirectly trusted domains within the ‘

enterprise may autherticate in the trusting domain

Remove

To corfim and, f necessary, reset this trust relationship,
click Validate

oy | [ e |

Heo |

. ) Lpadany cflaall (B A8 A8Me L&) g Aailil) cilBdlally aSal) Ly aulaiesd (AD DOMAIN AND TRUSTS ) 4l 329
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.5
Do ol A clide &U“ i (S
A Gsise Jiaa IS P (e A BN ) pay A (e g ol 1R g (Allie clBVe) TRANSITIVE TRUSTS -1

e C gy B Gpagdllg A Cagall G pagp Jeadaadi Ul (1S 13) ¢ Jlia
Comasdig B Osagdll (A ABble dlia 9. B Oasilly A Casdll o 485 Aide dlia oS

(JSall Jhaif) 13889 (A/C) e DS o 4B ABNe (3da5 A1 (B/C) A8dall oda sa5ind

Oa ol Aguns A3se (3)
1-2 CmENal

\A—-C

A— B O A3Ns(1)

B— » C&uidNe(2)
Domain C

Domain A (trusted) o _tust _ _ pomain Bg:ﬁ:::;? ;3 g))_ «"Ust__ _ Domain C (trusting)

— — S
— — S—
— — Ty
— o S— — e —
= = ; =
access access
resources users »  resources users > resources users

transitive trust

C trusts A because C trusts B

(Mitia & clide) NON TRANSITIVE TRUSTS -2

, Jadd 485 Loty Laial) elaall o BN ga g YT (e 2a Mie (a5 ABMa) Ui g
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- Layl cpe ol A8 clidle el ékﬁ—u&u&éﬁj

TRUST TWO WAY -1

101- 100 dada JUall (B Ll LaS GuSally B pasill sdbuaal Jgasl) A el (b Opadiiuaall iy of lld na

TRUST ONE WAY -2

B oladl & 4G Aide il 131 B ¢l jilaal Jaasll A Cpagdll (B Gpaddiiuall i Mied 4B B8 s g oladl daay o) Y ina

Cpagall 13gd AT o) lia ¢Sy Al 131 A Gagdll jilaal Jpagll B Gma gl adidiis g ¢ Lady

TOW WAY TRUST A A ONE WAY TRUST

Domain A Domain B Domain A Domain B

o4 .,:.
-1 AUNS Alud) £ il Al ) Lganaali ((Sad Lgadii M.\S‘ Ll
A PARENT AND CHILD TRUST -1
101- 100 Axdia b 3 ) gl JUiall aladiuly da i 2 Le g8 £ 5l 1A g
TREE ROOT TRUST -2

G588 s 1B g agdn LAY AR 318 Al g ciflaall e 8 ad oS Forest ) oadi Jals New Tree sbid) o Lasie
. b2l 38 TWO WAY L 585 TRANSITIVE
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SHORTCUT TRUST -3
ade qaghud € opagdll Jibas ) Jaash 21013 A cpagall G ariisall (8 TRANSITIVE TRUSTS I (8 LS LS
A$SHORTCUT g.53 ¢a 488 A o) (g Af allial (A LaS 455 ABMe gy oy 53 AN cilanall 0S5 o JUl (B B cpagally gl

CSls Ll 3 TWO WAY Ul 59 TRANSITIVE CsS £ 530 138, Jguasll g okall ) 30a5 A ¢pa Ui o 33 < gl g Adusall
. sLii LS ONE WAY 4l A4 all

REALM TRUST -4

¥ AT Al ) ae @fisill Aes 3 KERBEROS V5 JsS i ariivg 3 bl G TRUST dam <iiall b g 5l 13
. Unix A aU Jia J g8 5590000 (e £ 531 138 ardiay

EXTERNAL TRUST -5

SV ONE WAY 058 8 TRUST J) & £ 530 138 Forest <) (g4l z A <l Gm TRUST Jard pamada £ gill 138
JS A deas o Forest <) g4 292 sall Jlaal) gobiiwy a8al) 038 L&) 3239 TRANSITIVE ... £53 138 Lailag TWO WAY
. e LaS QUM A 31 Qandl il 1 g5 ay Lk Forest =) Jah 53 sa sall jabadll

FOREST TRUST -6

Tow Domain and Two Forests Legd 088 &l 3 abally 403 Compaq 9 HP 48 d g Gaaa LaS laa (4556 3l plati) s B
ROOT DOMAIN IN TWO FORESTS ¢y ki (a5 4N TRUST J) ¢ £ 51 133 dalalf cils ity

A J3xhg £ ol (e AT A agin Jae 3 sal FOREST 1348 0158 of g

TRANSITIVE TRUST Ui £ 51138 3 TWO WAY sl ONE WAY slaf¥) . (e (158 38 438 ¢y £ 530 138

.OJSSeSLQééJLQ:\J\J\Jm\ f-bﬁd\wo‘x’\aﬂo\% @k;q:ay\jm;@u ols Lt Laday () g
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Aalad) 48y jhally Lgda aulaiad 4l SUid U Built in o3 (e b o WAL LA ABYe  PARENT AND CHILD TRUST ¢ G LB
o L Baa e W Bl Bale ) g Ly gy Lgddag a gl LB MY o g

Built in Trust <iia; aghi s

lef

Run - 1

== Typethe name of a program, folder, document, or Internet

- 4
resource, and Windows will open it for you. ‘Lnju ds'lé O.&

| T
-
Open: w e’h‘d R U N —“
. . - . . .. - *
This task will be created with Stininistrative privileges, o 14?1 Y-
| oK | | Cancel | | Erowse... |
" " ~
Z ADS| Edit Name Class Distinguished Name| | Actions
4§ Default naming context [child.eu target.org] | CN=AdminSDHolder container CN=AdminSDHolde CN=System
4[] DC=eu,DC=target DC=org | CN=ComPartitions container CN=ComPartitions, | More A
=] CN=Builtin " CM=ComPartitionSets container CN=ComPartitionSe ore Actions
=] CN=Computers ~| CN=Default Domain Policy  domainPolicy ~ CN=Default Domair|| CN—target.org
el CU=Domain Controllers _| CN=Dfs-Cenfiguration dfsConfigura.. CN=Dfs-Cenfigurati More Actions
- CN=ForeignSecurityPrincipals | CN=DFSR-GlobalSettings ~ msDFSR-Glo... CN=DFSR-GlobalSet
- Ez‘;“m”d:“;“"d_ Aecount | CN=DomainUpdates container CN=DomainUpdate
5 CN;N;SEQSM:'“ ceounts ] CN=File Replication Service  nTFRSSeftings  CN=File Repiceion
_ CN=FileLinks fileLinkTrack... CMN=FileLinks,CN=5)
~| CN=Program Data 3 i | 1
L - CN=System | CN=IP Security container CN=IP Security,CN=
- - -9
= CN=TPM Devices | CN=Meetings container CN=Meetings, CN=
| CN=Users | CN=MicrosoftDNS container CN=MicrosoftDINS, 2
| CN=Password Settings Con... msD5-Passw... CN=Password Settir|
| CN=Policies container CN=Policies,CN=5y,
| CN=PSPs mslmaging-.. CN=PSPs,CN=Syste
| CN=RAS and IAS Servers Ac... container CN=RAS and |AS Se
| CN=RpcServices rpcContainer  CN=RpcServices,CN =
| CN=WinsockServices container CN=WinsockService|
| CN=WMIPaolicy container CN=WMIPalicy,CN=
] CN=BCKUPKEY 7eDba63-7... secret CN=BCKUPKEY_7ed
ElCN:BCKUPKEY_dWZ‘ib:Ob-‘.‘ secret CN=BCKUPKEY_d12|
PO o B =] CN=BCKUPKEY_P Secret secret CN=BCKUPKEY_P 5¢
Jl’ __)A"J JLHMJ" eﬂ" é:lCN:BCKUPKE‘[PREFERRED‘.‘ secret CN=BCKUPKEY_PRE|
H _“ At H ] CN=RID Manager$ rIDManager CN=RID Managers, (|
op]eCt“ U’"“:’ E:ontalner ] CN=Server samServer CM=Server, CN=Syst]
. g
UAA.L, plad (A g g trustedDoma...
o Move
‘ Delete
Rename
Properties
<] Help >
Deletes the current selection. ”
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File Action View Help
e #[E XE 6B
2 ADSI Edit Name Class Distinguished Nam5| Actions
Fl ault naming . =Builtin uiltinDomain =Builtin,DC=eu,|
Default o [ CN=Buil buitinD CN=Builtin DCzeu [ | y~_ = .
Ings...
=eu b= =Computers container =Computers, DC-
b 1 DC=euDC 2 7] CN=C CN=C oe
Remove (] QU=Domain Controllers organizatien..  OU=Domain Control More Actions i’
| Update Schema How [ CN=ForeignSecurityPrincip... container CN=ForeignSecurity
New » [] CN=LostAndFound lostAndFound  CN=LostAndFound,
R (] CN=Managed Service Acce... container CN=Managed Servig
ename 7] CN=NTDS Quotas msDS-Quots... CN=NTDS Quotas,)
(b= [ CN=Program Data container  CN=Program Data, | 3
Help = CN=System container CN=System,DC=eu,
1 CN=TPM Devices msTPM-Info.. CN=TPM Devices,D|
] CN=Users container CN=Users DC=eu,Di
| CN=Infrastructure infrastructur...  CN=Infrastructure,D|
§ ) al ¢ jals g ciiad) sy
P gl el Al :
Update Schema Ja
- et %
ADSIEDIT sl @) o
||< [T >

S

Active Directory Domains and Trusts

File Action View Help

e # = B

@ Active Directory Domains and Trust
4 ﬂ target.org
[ ﬂ eu.target.org

i N A

T cmmagmone LI
General | Trusts | Managed By
Domains trusted by this demain (outgeing trusts):

Domain Name Trust Type  Transitive

Properties...

Lag 453 Ade
Ny A
laa o il

e glily
Sy

>

Domains that trust this domain {ncoming trusts):

Domain Name Trust Type  Transitive Froperties...
New Trust...
Lok | Conoel || soob [ Heb |

More Actions 3
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File Action Wiew Help
== = [=|
g Active Directory Domains and Trust,

- ﬁ tfarget.org
[ ﬁ eu.target.org

General | Trusts | Managed By |
Domains trusted by this domain {outgoing trusts):

Diomain Name Trust Type Transitive Properties...

=~
g

Diomains that trust this domain (ncoming trusts):

Diomain Name Trust Type Transitive Properties...

[ <1 m [>]

Welcome to the New Trust
Wizard 6

This wizard helps you create a trust between this domain
and any of the following:

= A Windows domain in this forest or in ancther forest.

= A Windows NT 4.0 domain.

= A Kerberos W5 realm trust.

Atrust is a relationsh
forest, or realm to be a
forest, or realm.

that enables users in one domain,
enticated in a specified domain,

To continue, click Mext.

<Back || MNedt> | | Cancel
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Trust Name
You can create a trust by using a MetBIOS or DMS name. ?

Type the name of the domain, forest, or realm for this trust. F you type the name of a forest, you
must type a DMNS name.

Example MetBIOS name: supplierd1-4nt
Example DMS name: supplierl1-mtemal microsoft . com

Mame:

|targett.org| |

<3 Domain Forest ) awl sy &)
ADIA ey 4S5 ABDe (Jax: 2 gl

= Back Mext = Cancel
| I | |

Direction of Trust
You can create one-way or two-way trusts. 8

Select the direction for this trust.

(®) Two-way
Users in this domain can be authenticated in the specified domain, realm, or
forest, and users in the specified domain, realm, or forest can be authenticated in

thiz domain.
() One-sway: incoming
Users in this domain can be authenticated in the specified domain, realm, or forest.

() One-sway: outgoing
Users in the specified domain, realm, or forest can be authenticated in this domain.

Active Directory Practical Guide
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a Active Directory Domains and Trust
A ﬂ target.org
I+ :* eutarget.org

el 2 g8 €Y Lo p4)
Jky o bbb 483l
= s child domain
Child \ Parent LsaXs
o) lEas e i Ll
A3 pa gl Ay 0y <l i)
QalS g g psal) ciloa
C¥laall Cra J< g all

MNaea

Tacr

? x

eu.target.org Properties

Sides of Trust

If you have appropriate pemissions in both domains, you can create both sides of
the trust relationship.

To begin using a trust, both sides of the trust relationship must be created. For example,
if you create a one-way incoming trust in the local domain, a one-way outgoing trust
must also be created in the specified domain before authentication traffic will begin
flowing across the trust.

Create the trust for the following: 9

(@) This domain only
This option creates the trust relationship in the local domain.

() Both this domain and the specified domain
This option creates trust relationships in both the local and the specified domains.
You must have trust creation privileges in the specified domain.

Ol 53— i ol ki il

gl dalS J3)

Trust Password

Passwords are used by Active Directory Domain Controllers to corfim trust
relationships.

Type a password for this trust. The same password must be used when creating this trust
relationship in the specified domain. After the trust is created, the trust passwond is
penodically updated for securnity purposes.

Trust password:

Confirm trust password:
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Trust Selections Complete
The Mew Trust Wizard is ready to create the trust.

11

You have selected the following trust settings:

This domain: eu target.org
Specified domain: target .org

Ca)
Dlirection:

Two-way: Users in the local domain can authenticate in the specified domain and
users in the specified domain can authenticate in the local domain.

Trust type: Shortcut

ABnal) Ty 95 Cya LingH

To make changes to this trust, click Back. To create the trust, click Mext.

Confirm Outgoing Trust

ou should confirm this trust only if the other side of the trust has been created.

Do you want to confirm the outgoing trust #
() Mo, do not confim the outgoing trust

() Yes, confirm the outgoing trust

12

ald Al ABMal) Aiagtiy o BT Y
ARl <l ghdll LB gl o3

To confim the trust now, click Mest.

< Back ” MNexd = | |

Active Directory Practical Guide
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Confirm Incoming Trust
ou should corfirm this trust onhy if the other side of the trust has been created.

Do you want to confirm the incoming trust?
() Mo, do not confirm the incoming trust 1 3
(®) Yes, confim the incoming trust

To confim this trust, you must have administrative privileges in the target .org

domain. Type the user name and password of an account with administrative
privileges for the specified domain.

User name: | ﬁ target .org™administrator hd | I:l

Password: | o |

Te confirm the trust now, click Mext.

<Back || Met> | [ Cancel

J=]
% Active Directory Domains and Trust i eutargetorg Properties
4§ targetorg

I ﬁ eutarget.org

Completing the New Trust

65 LS oY) Ligd) Wizard 14
- P - {
4 gj:! et You have successfully completed the New Trust Wizard, but
| 2 t"‘ L"h. . the newly created trust relationship cannot be confimed for
C}‘é " (EWAY js = o the following reasons
o - o o
e W ,‘,i HI [The verification of the incoming trust failed with the
UYI ol l = following emor(s): l:‘
cl bt The trust password verffication failed with emor 5: Access
d‘e'dl L’b uJLH“l is denied.
. - A secure channel reset will be attempted.
alddiul i )
- I
=L JJJAII ‘LAIS i A Before this trust can function, it must also be created
4.“.” H m » in the other domain. Ensure that the same trust
) (_43 ‘)é-hgl . password is used in both domains.

_paadl)

To close this wizard, click Finish.

Active Directory Practical Guide
By Alaa Amin — me9000@hotmail.com




114 835 Bl sl Sl

File Action View Help

A EE]
a ;P.ctive Directory Domains and Trust

] }'}I target.org
[ }‘}I eutarget.org

| General | Trusts | Maraged By |
Domains trusted by this domain {outgoing trusts): 1 b

Domain Mame Trust Type Transttive Properties...
* -~ o -

O oSt g gLl o —

__Hernove

s 4 LasS A8l

31U oY) )
ADSIEDIT

Domains that trust this domain {incoming trusts):

Domain Name Trust Type Transitive FProperties...

* - -
ala gd_‘)fa‘\’ target .org Parent Yes
__Rernove
Q-
Uda g
< m >

OAQ‘J&‘MM\’ Parent / Child &JJOAM\ 91.&3\3:..53; mwﬁuﬁ\w m
oo Aale A8Mad) udl eL&d g Parent Domain -l 4253 o) (¥ dis @ikl Child Domain S Jala
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S Blaia lne 22 1

Riyadh HO
10.10.10.2/8

Forest

Target.org
L,
Camo Branch
0’??:: :?:5 192 168.1.224
N \
.
TREE o
: B RODC -10.10.10.3

L 4
LS Additional 43 c¥aadie g Parent Domain a9 iy Jia o g8y Forest 2 Jahda ¢ h‘g
Ll lld Uiy s g JiSi o) aalg Domain A& 583 Tree &) 89 RODC Domain $ Child Domain s

Tree s 13 Js olé
. S gl sl g Tree (A& il Forest ) of Wil U s3 8

L Llee Q3 gadaty o685 0¥ Lgd Frost ) udi JA13 Tree (i JAST Jany a6 o LSS
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Tree Root Domain

L4
S target.org (A baaly Allhe it Glakiu Laia LagiSl Galdl) Lllaa g LS Lgia IS 9§ JAST gl 00 i 1 LS Hd Coanid "),3‘41-4
UKl 138 (ja 4 a8, Aadial) B ol DS ST a

Ul Les JiS) g 3a)g Domain AaIa g sag & olSal) 8 Tree I KEN G'U
Lwi ) Forest J) Jal w33 Domain Je& 38 Tree ) Ll (i g illy
TREE ) jsa lay

Forest ) Jils Domain o Tree ¢l ¢ Lilai ilaiia Database <lilwdxcllyl o

GBlha il Cppagall ansl & 5Y @

Ll Juaiia (e Ll Jlis) e glals RODC / Child / Additional Jas (Say Lyl o

(Forest 031 Domain Js¥ Administrator Js »5) Forest 44 alil) Enterprise Administrator 3 (b oe Wb aSatll (68

Ll gla LaS Wil o q i Al S Avandy a8 Gl g Aim.com Wisemds a g Cigus Tree Jar aghic Uaa
-1 (IS Jaad) Jabadia sy cdi gy

d
/,/
// R WO -
rd w0028
Forest / =}
/
// /
// /
// / targetorg
./ |
/M "
/ <~ ~ A
pa e Tree 7NN
// /,,» \
,,,/ / aim.com "\
/ // ,r// \‘-.
Y, Tree
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= Network Connections

T @ << Network and Internet » Metwork Connections v & Search Network Connections 2 |
Internet Protocol Version 4 (TCP/IPv4) Properties ?

Organize ~  Disable this r
General
L". 66.249.64.230
e Network ‘You can get IP settings assigned automatically if your network supports

WP Microsoft Hyper-\ this capability. Otherwise, you need to ask your network administrator 1
for the appropriate IP settings.
-

- 0 e

[Ele)

Obtain an IP address automatically

Use the following IP address:

IP address: 20 .0 .0 .1
Subnet mask: 255. 0 . 0 .0
W) By e— —
-Ia 'nJ Obtain DNS server address automatically

Use the following DNS server addresses:

ro Ute r Preferred DNS server: l:l
?sd.ﬁ Alternate DNS server: l:l M‘ lalas )

[ Validate settings upon exit tree !

— |

2items  1item selected

i MNetwork Connections
T < Metwork and Internet » Network Connection i iI
Internet Protocol Version 4 (TCP/1Pv4) Properties

Organize ~  Disablet]
General

— 66.249.64.230
LW

MNetwork You can get IP settings assigned automatically if your network supports
T Microsoft Hyg this capability. Otherwise, you need to ask your network administrator 2
- for the appropriate IP settings.

Obtain an IP address automatically
Use the following IP address:

IP address: 66 .243 . 64 . 230
Subnet mask: 255. 0 .0 .0
Default gateway: 66 . 243 . 64 . 231

Obtain DNS server address automatically

Use the following DMS server addresses:

alalas) eu
tree

Preferred DNS server:

Alternate DMS server:

|

[ validate settings upon exit

| OK Canc

2 items 1 item selected

Forest ) Jald Tree <) om Juai) (3:8a3 ¢pa ¢Saill Routing ) dedd Jandily 2 85 of i Y g
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bl TREE on LAP - Virtual Machine Connection

File Action Media Clipboard View Help

& @Ol S
B Network and Sharing Center
4 |5 « All Control Panel tems » Network and Sharing Center v &
(o) Administrator: CA\Windows\system32\cmd.exe
:\Oping 18.18.18.2
[t aceess Network Connections
230
Netwerk Cennections
ing statistics For 18.18.1@.2:
Packets: Sent - 4, Received = 4, Lost - @ (Bx loss Lt sccess
pproximate round trip times in milli-seconds:
Mininun = Bns, Maximum = @ms, Average = Bns private
Sping target.on : _ Unidentified network
ing request could not find host target.org. Please check the name and try again| @ soft Hyf Network
S
ss point.
In.

b o Lk Badl a
AL @il oY) ol U
Internet Options

Windows Firewall

B Network and Sharing Center

1 [5% « Al Control Panel ltems » Network and Sharing Center v &

Administrator: C:\Windows\system32\cmd.exe
[Reply from 10.10.18.2: bytes-32 time<ims ITL=127

statistics For 18.18.18.2:

Packets: Sent 4. Received

pproximate round trip times in mi ac
inimum = Bns, Maximum = Bms, Auverage

>ping target.org
ng request could not find host target.org. Please check the name and

>ping target.org
inging target org [66.249.61.2311 uith 32 hytes of data:
bytes=32 time<ims TTL=
Z time<ims
2 time<ims ITL=128
Reply from 66.249 64. i 2 time<ims TTL-128
ng statistics for 66.249.64.231
Packets: Sent - 4, Received - 4, Lost - @ <Ox loss)
pproximate round trip times in mill nds :
Minimum = Bns, Maximum - @ms, Auverage

>

Internet Protocol Version 4 (TCP/IPv4) Properties

) ghadl) JaSi (¥ g

Internet Options

Windows Firewall

Active Directory Practical Guide

General

fou can get IP settings assigned automatically if your network supports
this capabilty. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

7 Obtain an IP address automatically

66 . 249 . 64 . 230
2% .0 .0 .0

@® Use the following TP address:
1P address:

Subnet mask:

Default gateway:

@) Use the following DNS server addresses:

W .10.10 .2

Preferred DNS server:

Alternate DNS server:

[[]validate settings upon exit

By Alaa Amin — il.com
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Select the deployment operation

) Add a domain controller to an existing domain
®) Add a new domain to an existing forest
() Add a new forest

Specify the domain information for this operation

TARGET SERVER
aim

5

Select domain type: | Tree Domain

Forest name: targetorg

al'm.corr"

Supply the credentials to perform this operation

New domain name:

<No credentials provided>

02985 cililas 8 Uil g i a3 () g 4, glhaall ciladil) Sy 2oy
3 pal) LS 53) Active Directory 2

More about deployment configurations

< Previous | | Next >

install | [ Cancel

Domain Controller Cptions

Deployment Configuration

Select the deployment operation

) Add a domain controller to an existing domain
® Add a new domain to an existing forest
) Add a new forest

Specify the domain information for this operation

TARGET SERVER
aim

Select domain type: Tree Domain
Forest name: targetorg
Mew domain name: aim.com

Supply the credentials to perform this operation
administrator@target.org

Forest JL 4aldl) alaisy) «lils Ja)

Maore about deployment configurations

< Pravious | [ Next>

install | [ Cancel

Active Directory Practical Guide
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Domain Controller

Deployment Configuration

DNS Options
Additional Options
Paths
Review Cptions

Prerequisites Check

TARGET SERVER
aim

7

Options

Select functional level of the new domain

Domain functional level: Windows Senver 2012

Specify domain controller capabilities and site information
Domain Name System (DNS) server
Global Catalog (GC)

[] Read only domain contraller (RODC)
Site name:

[ HQ-Riyadh

Type the Directory Services Restore Mode (DSRM) password

Password: -

Confirm password:

) shdl) alis gla Sul) g 4alS audng adgall Hi

More about domain controller options

<Previous | [ Next> | [ instan Cancel

Add .o | O . TARGET SERVER
itional Options 8 AIM
| A, The default value for the NetBIOS domain name is already being used, one al has been sug: d.  Show more x
Deployment Configuration . . X L
Werify the NetBIOS name assigned to the domain and change it if necessary
Domain Controller Options
P The NetBIOS domain name: root
DNS Options
Paths
Review Cptions
Preraguisiies Chack
oAl 13 g dele ATYall ROOE () au) ity ucd
s
More about additional options
< Previous | | Next > ‘ | Install | ‘ Cancel
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Wl

Active Directory Domain Services Configuration Wizard = |8 =

DNS Options 9 TARGET SERVER

| Ay A delegation for this DNS server cannot be created because the authoritative parent zone cannot be found... Show mare »®

Deployment Configuration

Domain Controller Cptions

Additional Cptions A delegation for this DNS server cannot be created because the

Paths é authoritative parent zone canljot be. found or |.t does ngt run Windows
DMS server, If you are integrating with an existing DMS infrastructure,

Review Options you should manually create a delegation to this DMS server in the
parent zone to ensure reliable name resclution from outside the

Prerequisitas Chack domain "aim.com"”. Otherwise, no action is required.

dih tree 2 b:\ﬁ uaml ".u.n}“ {;Ilﬂ-le‘ﬂ u‘aaﬁgi: E‘hd SJ.ﬁnH pe ..\g.i: Jg:\aﬁ “LA-&J ME&?
elad 0% s Parent Domain 2 Gl 7 A o W st J= Forest <! <o
Loty of ol Jany Ul o ghice s

More about DNS delegation

< Previous | | Next > | | Install | | Cancel

- TARGET SERVER
Installation 10 il
=

Progress
Replicating data CN=Configuration,DC=target,DC=org: Received 19380 out of approximately 5984
objects and 14 ocut of approxi 851 distinguished name (DN) values...

~ View detailed operation results

#. Windows Server 2012 domain controllers have a default for the security setting nam
"Allow cryptography algorithms compatible with Windows NT 4.0" that prevents weake
cryptography algorithms when establishing security channel sessions.

For more information about this setting, see Knowledge Base article 942564 (http://
go.microsoft.com/fwlink/?Linkld=104751).

A A delegation for this DNS server cannot be created because the authoritative parent zone
cannot be found or it does not run Windows DNS server. If you are integrating with an
existing DNS infrastructure, you should manually create a delegation to this DNS sel
the parent zone to ensure reliable name resolution from outside the domain "ai
Otherwise, no action is required.

slaey) el AT A Replication 2 Slles By

More about installation options

<previous | [ Nest> | [ nstan || cancal
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File Action Media Clipboard ‘iew Help
L ®B@O NIk ED

5
File Action Media Clipboard View Help
3 @O0 nikikY

Active Directory Practical Guide

TREE ROOT on LAP - Virtual Machine Connection

== |
11

Aaey) Jas) oy

root\Administrator

TREE ROOT on LAP - Virtual Machine Connection —|a

12

Lay forest administrator Ju Jedall adaicd Jlall ga Les

TARGET\VAdministrator

*. Please wait for the User
Profile Service
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) Active Directory Domains and Trusts = |[=] ==
File Action View Help

& =| 6= H

% Active Directory Domains and Trusts [

[ m target.org
b i3 aim.com

| Gieneral | Trusts | Managed By |
Domains trusted by this domain (outgaing trusts): 1 3

Domain Mame Trust Type Transitive Properties. ..

Remowve

target org Tree Rool  Yes

Forest ) aa 4830 0 o<5 B3aY
Lilals

Domains that trust this domain {incoming trusts):

Domain Name Trust Type Transitive Properties.

target.ong Tree Root Yes
Al Tree J' 4dlz) ad
Domain Trust ) .2
Mew Trust
< u > Lok J[ cencsl || ey [[ hHep |

E Active Directory Domains and Trusts = [/=]
File Action View Help
LI > ®
ﬂ _Active Directory Domains and Trusts [ dctarget.org ] W
[ m target.org

b m aim.com Domaing trusted by this domain {outgoing trusts):

re Actions 3

Domain Name Trust Type  Transitive Properties

aim.com Tree Root  Yes

child target org Child Yes

Domaing that trust this domain {ncoming truste)

w g why eh . g

w‘js" ‘,4"1.’ M" E‘y h}' Domain MName Trust Type  Transitive Properties

Wi 0oy Tree ) aa o o e
Child 4 s

New Trust...

(TN = R "
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LYo Login cigSigaim.com 9 target.org W tree 2 33 Al mualg Forest ) Jaly Tree 3 ugsi ai oY)
Lo panl Lagany ks Jsaa sl root S  cpatdiasal) (W) by TREE ROOT TRUST  £.58 ¢y &l
&l e Ao gt dalia aaglh gl Alas AWy khaled @aim.com auly addica gl S ol8 Aaild ABMall oda el

. Ll i (usall g Aaglall g alaall 138 ) Jua gl paiiow A& 08 yahya@target.org b pddical

Baeld (& ukallg aim.com Jiaal Al DNS @iiby asld L A jlga ¢ pdlatiaal ulbs Jua ) iy sb oo el ol
L) 5518 (pa Ll o5 (ya g Ll 038 o il e 5080 g 35 yahya S claslis L s a3 Y Al i
daldl) clibll aim.com gy g pdlaia) 138 e Target Tree Jb gadl) DNS I 3, Target.org Jae daldl)

broadcast request (oo dalaali o3a g khaled a5 Lath ¢ ) Algdl A Lelua gl Alaallg Slgally

cilily Bae B e Lgi 3355 Target Tree Jb gadll DNS @liby 3ol (e ddud o Jgaally ¥ 138 JS b g adaiad LISt
o (s libll o J guanl) (e callaall SIS (8 (padiiionall NS (Sl iy Lyl (uSally aim.com Jaa! dalil DNS
s AU a3 A% jhall g agd &l DNS I

Server Manager o

anager * Dashboard | P Moroge Tools view
Active Directory Administrative Center
Active Directory Domains and Trusts 1
Active Directory Module for Windows PowerShell

WELCOME TO SERVER MANAGER

Active Directory Sites and Services
Active Directory Users and Computers

o Configure this local servi | psiedi

Component Services

QUICK START
= . - o Computer Management
2 Add roles and features _ o
Connection Manager Administration Kit
3 Add other servers to manag Defragment and Optimize Drives
[ ons
WHAT'S NEW ~ }
4 Create a server group Event Viewer
Group Policy Management
D N S "! ; » »’l' Internet Information Services (I1S) Manager
@a iSCSI Initiator
LEARN MORE Local Security Policy
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File Action View Help -
== 2 XE oz Hrm 38 8= <
£, DNsS MName Type Data Timestam)
4 5 TREE-ROOT 1 _msdes
4 (7] Forward Lookup Zones || (7] _sites
I (2] _msdcstarget.org 7 _tep
a 2] aim.com M e
Update Server Data File t folder) Start of Authority (SOA) [37]. tree-root.aim.com., h... static
Reload it folder) Mame Server (NS) tree-rot.aim.com. static
New Host [A or AAAAY... it folder) Host (4] 20.0.0.1 8/22/201§,
= DSt A (EAT e t Folder) Hast (4) 66.248.64.229 B/22/2076
=2 it folder) IPvE Host (AAAA) 2002:1400:0001:0000:0000:...  8/22/2016,
= S U EE T (e fold 1PV Host (AAAA 2002:42¢9:40e5:0000:0000:D. 2015
= New Dorm it folder) ost [ J 1429:40e5:0000:0000:0...  &/22/]
b sw Homain... Host (A) 20.0.0.1 static
Mew Delegation... Host (&) 66.249.64.229 static
Other Mew Records... IPvE Host (AAAA) 2002:1400:00071:0000:0000:...  static
DMNSSEC s IPVE Host (AAAA) 2002:42F%:A0e5:0000:0000:0...  static
Al Tasks »
View »
- o e -
Delete Tlacad) LA Jedl aan Ag) 3 ghais
Refresh L5 P . .
Export List... )l =3 dl‘""ﬂ-‘, Zone | {SA!J Ca
Properties DNS Service
Help

<l

Opens the properties dialog box for the current selection.

General
Mame Servers

Zone Transfers

A zone transfer sends a copy of the zone to the servers that request a
CopYy.
[ Allows zone transfers:

(®) To any server

() Only to servers listed on the

() Only to the following servers

WINS

w

DNS Server

problem while attempting to load the zone, The transfer of
er failed.

IP Address Sel

press F3, or on the Action menu, click Refresh,

oting DNS zone problems, see Help,

Zone transfers 4 (w
Lalai 3 ) el 8 LaS 34

To spedify secondary servers to be notified of zone
updates, dick Motify.

A3 Jany o glin L) AB3adle s
Tree J) 3«

OK

| [ cancel

Apply
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File Action View Help

e tE B Hm @ 8 a4
2 DNS Name
[ i AlM I Forward Lockup Zones

7] Reverse Lockup Zones
[ 7] Trust Paints

| Cenditional Forwarders
Global Logs
%] Root Hints
|| Forwarders

Configure a DNS Server...

Create Default Application Directory Partitions...
Mew Zone...

Set Aging/Scavenging for All Zones...

Scavenge Stale Resource Records
Update Server Data Files
Clear Cache

Launch nslookup

All Tasks 3

L

New Zone &

Refresh
Export List...

View

Arrange lcons
Line up lcons

Properties

Help

Create a new zone.

- (O X
Zone Type 5
The DNS server supports various types of zones and storage.
Select the type of zone you want to create: &‘ﬁ “:

| copvofa zone __-'"-1 2 this server, DNS Zone J‘

the processing load of primary servers and provides fault tolerance.

() 5tub zone

Creates a copy of a zone containing only Mame Server (NS), Start of Authority
(50A), and possibly glue Host (A) records. A server containing a stub zone is not
authoritative for that zone,

[7] Store the zone in Active Directory (available only if DNS server is a writeable domain
controller)

<Back | MNext> | | Cancel
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- | O X
Forward or Reverse Lookup Zone 6
You can use a zone for forward or reverse lookups.
4 ;I’
Select the type of lookup zone you want to ceate: _“ m Ads
- - »
A forward lookup zone translates DNS names into [P addresses ard provides ‘,fa‘ Zon e

information about available network services,

A WL
() Reverse lookup zone aj:ﬂ.u.d‘ Sﬁﬂ‘

A reverse lookup zone translates IP addresses into DNS names.

Zone Name 7—

What is the name of the new zone?

authoritative. It might be your organization's domain name (for example, microsoft.com)
or a portion of the domain name (for example, newzone. microsoft.com). The zone name is

not the name of the DNS server, Z
— one

The zone name spedifies the portion of the DNS namespace for which this server is J‘ e.u]‘ i - s‘

Zone name:

target.org

<Back || MNext> | | cancel
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Master DNS Servers
The secondary zone is copied from one or more DNS servers.

Ol 53— i ol ki il

Master Servers:

Specify the DNS servers from which you want to copy the zone. Servers are
contacted in the order shown,

IP Address

10.10.10.2

re to add an IP Address or DNS

Server FQDN Validated Delete

<Attempting tor... OK Up

IP ) i)
daclly (aldl)
DNS ) cilily
Jary o8 5 Al
& Zone

Completing the New Zone Wizard

L o]

Yfou have successfully completed the New Zone Wizard, You

specified the following settings:
Mame: target.org z
Type:  Secondary
Lookup type: Forward
File name: target.org.dns E

Note: You should now add records to the zone or ensure
that records are updated dynamically. You can then verify
name resclution using nslookup.

To dose this wizard and create the new zone, dick Finish.
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File Action View Help
e @ XBezBm § 68 10
é DMS Mame Type Data Timestam
a  TREE-ROOT (2] _msdes
4 || Forward Lookup Zones [ _sites - a -, . "
b [2] _msdes.target.org [ _tep QL?LJ:' QJQE C}ﬂ A 3‘39‘3 bﬂ‘g
[ Q aim.com = udp - .
b (] targetorg| Bl ehia aim.com Ja): target.org
p [ Reverse Lookup Zones | DomainDnsZones
4 g '(I':rus:rlzomtlsF d [ ForestDnsZones
b Gl‘::bnbal I:;as orwarders g (same as parent folder) Start of Authority (SOA) [140], dctarget.org,, host...  static
P 9 = (same as parent folder) Mame Server (N5) dec.target.org. static
g (same as parent folder) Host (4) 66.249.64.231 static
% (same as parent folder) Host (&) 10.10.10.2 static
same as parent folder, ost : A0e’: 4 i, static
(: folder) IPvi Host (AAAA) 2002:42f%:40e7:0000:0000:0, i
ost 110,10, static
CL2 Haost (4) 10.10.10.8 i
c ost .249.64. static
d Haost (4) 66.249.64.231 i
Hdc Host (&) 10.10.10.2 static
% dc IPwE Host (AA88) 2002:42f%40e7:0000:0000:0... static

File

Action

View Help 44
| B |
@ 2 6= d@
2, DNS Name Type Status DMNSSEC Status
el ﬂ DC |2 _msdcs.target.org Active Directory-Integrated Pr...  Running Mot Signed
I Global Lags @ target.org Active Directory-Integrated Pr...  Running Mot Signed
4 @ aim.com Secondary Running
b 2] _msdcstarget.org
3 Q target.org
[ Q aim.com
I+ || Reverse Lookup Zones
B 71 Trust Points - .
I | Conditional Forwarders C’A M“ 3 uh M Q!\jhﬂ‘ UJL‘J JJS
» -
target.org Jal2 aim.com
[<] [T [>]
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FOREST TRUST
Jslad 4 New Forest Jawm ashi chgw M Forest (o S ¢ A58 61 a0 g8 QUSY ¢pa o 52l 138 (B AN Us gua ga
Target.org Forest - (g Wiy Lo 485 d8e ¢y <3

A clalae ) Jasd bl 4 el sl Atanl) o3a o daa (gl S New Forest 1 Jaad S ‘g cisval oY) olif Laag
New Forest ) ¢psSi 8 delui s Network Connection

Domain name : ACS.com (win srvr 2012)
local ip is 96.10.20.10 /24

Real Ip For Routing is 66.249.64.228/8

D Fewitusi

Target.org Forest

A ‘ ) s A8l JS51 Jabds
Forest
y target.org N
N 0
aim.com
Goal.com
Ja¥) el g
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Part-2016
g:;>netd0m query fsmo
chena master de.target.ory .
Donain naning master de.target.org @ Administrator
PDC dC .t a}.get .0Pg TARGET\Administrator
RID pool manager CATRO-BRANCH . target .ory
Infrastructure naster dc.target.org

The conmand completed successfully. -
C:\ontdsutil

ntdsutil: role

fsmo maintenance: connection

server connections: connect to server dc

Binding to dc ...

Connected to dc using credentials of locally logged on user.
server connections: g

fsmo maintenance: transfer rid master

Server "dc" knows about 5 roles

Schema - CN=NTDS Settings,CN=DC,CN=Servers,CN=HQ-Riyadh,CN=Sites,CN=Configuratio
n,DC=target,DC=0rg

Naming Master - CN=NIDS Settings,CN=DC,CN=Servers,CN=HQ-Riyadh,CN=Sites,CN=Confi
guration,DC=target,DC=0ry
PDC - CN=NIDS Settings, CN DC,CN=Servers CM-,-Rlyadh CN=Sites,CN=Conf iguration, D
C=target,DC=oryg
RID - CN=NTDS Settlngs CN=DC,CN=8ervers,CN=HQ- Rlyadh N=
C=target,DC=oryg

Infrastructure - CN=NIDS Settings,CN=DC,CN=Servers,CN=HQ-Riy.
iguration,DC=target,DC=0rg

fsmo maintenance: _

NCTIVE
PRNCTICAL
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