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Prerequisites Lol ozl )
Knowledge of VMware & GNS3 Vmware&GNS3 L i )
knowledge of Network Security Ol ol se3bas dyms )
Tools Ja.s\)\ o PIE ug.q. C}&J‘ 69 doduianed! <9l cé‘}.j‘ g b

VMware WorkStation 7.0

GNS3 0.8.6 All in One

Windows XP SP3 32bit Professional ISO

asa842-initrd ISO , asa842-vmlinuz ISO

Java 7.0

Tftpd32

ASDM 6.4.7
https://www.mediafire.com/folder/j9qyvijzqjxl4p/Cisco%20ASA%20tools
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Step 1(VMware)

» Install VMware v7.0 with VMnet1 Host Only,

1Iir
CISCO

» Install Windows XP 32 bit Image & Disable Windows Firewall

» Assign VMmachine TCP/IP 192.168.1.10/24
» Assign VMnetl on your Host 192.168.1.100/24
» Install JAVA v7.0

File Edt View VM Team Windows Help

aMre BalR DEeLDEm &%
x

Sidebar () Windows 7_A
P Powered On e e R Hardware |Options|
* ;iv t\’(::om7 A smI: sk Suspended Dk Sumy. o
Guest 05t Windows 7 8 venry SR
Location: C:\VM machines\Win7_A\Windows 7_A.vmx 8 processors
Version: Viorkstation 6.5-7.0 virtual machine LdHadDsk (SCS) 0@
G)0OVD (I0E)  Using file 1:Viops KO 7.
T | [oevies Options Fanetwork Adspter Custom (Winet1)
L ! @use Controller  Present
P Resume this virtusl machine W Memory S12M8 @) sound Card Auto detect
BP edt vrnal machine settings 8 Processors 4 BHoslay Auto detect
Dk (CS) 068
o) E fean G)ODDADE)  Usng e T: Apps\SO\in_7.
Fnetwork Adspter  Custom (Wnet1)
QussController  Present
&) sound Card Auto detect
Bosolay Auto detect
Notes.
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Step 2 (GNS3 v0.8.6) all in One 0 | Il l b
CISCO

» Install GNS3 v 0.8.6 all in one

» Emulate ASA initrd & kernel

» Drag Host (PC) & Connect to >VMnetl

» Connect PC to > Ethernet Switch to > ASA

I General |Qemu ‘
Dynamips
General Settings. | Qemu Guest | PIX | Jun0s ‘ ASA ‘ IDs | AW+ |
Capture
Qemu ASA Settings
VirtualBox

Preconfiguration: [ASA 8.4(2) ) e ]

Identifier name:  ASA 8.4(2)
RAM: 512 MiB

Mumber of NICs: &

NIC model: [82550er -

Qemu Options:  -vga none -icount auto -hdachs 980, 16,32

[ Use KvM (Linux hosts only)

[7] Add user network backend

[7] Manitor mode (pause and resume)

ASA Spedific Settings

Initrd: =:\ASA Lab Training Tamer zein_Fisoftware \asa842-8\asaB42-nitrd.gz e |
Kernel: C:\ASA Lab Training Tamer zein_F\software|asaB42+48\zsag42-mlinuz [ .er |

Kernel cmd line:  core, chs=0.0:980, 16, 32 auto noush consale =tty50,9500 bigphysarea=65536

ASA Images

MName Initrd path Kernel path
ASABA(2) C:\ASA Lab Trai... C\ASA Lab Training Tamer zein_F\software\asa84...

‘ s pri
\ | o 10 cancel 11 poatv |
Sahltraining.com _ AHL

help you to be the best




‘St 2 (GNS3 .0.8.6) all in O ],
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Assign Basics to ASA

»

»

»

»

ip address 192.168.1.1/24
Nameif (inside,
security level 100

Hostname

Ping 192.168.1.10

ASA# show Version
ASA# show interface IP brief
ASA# show nameif
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Step 3 (ASDM v6.4.7)
CISCO

» In VMmachine Windows XP install JAVA 7
» Open tftpd32.exe & insert asdm-647.bin into the folder

Current Directory IE'\Usels\tamel lamer—PE\Desktnp\sﬂlLI Browse I
Server interface |1921ES1 1 j Show Dir I

Thp Server | Titp Client I DHCP serverl Spslng server I Lag wewerl

peer | file ‘ start time | DlUglESSl

(=] xX

<« softw... » Thtpd32 = Search Tftpd32

Organize « Includein library + >

*  Mame

| i Favorites
Bl Desktop |_| asdm-847.bin

& Downloads L | EUPL-EN.pdf
£l Recent Places & tftpd32
B titpd32
. Libraries = tftpd32
% Documents @ uninstall
J’ Music
[ Pictures

B videos

, & items

Settings |

LL. SAHL

help you to be the best

Sahltraining.cb‘ih |




&5y Cisco ASDM-IDM Launcher /)

Step 3 (ASDM v6.4.7)
CISCO

» ASA(config)#copy tftp Flash:

» Source filename [ ]? asdm-647.bin

» ASA(config)# asdm image flash:asdm-647 .bin

» ASA(config)# username tamer password cisco privilege 15
» ASA(config)# http server enable

» ASA(config)# http 192.168.1.10 255.255.255.255 inside

» ASA#Hwr

» Open IE & Type https://192.168.1.1
» Install ASDM Launcher and Run ASDM
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https://192.168.1.1/
https://192.168.1.1/
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Video & Presentation Links

You(ITH)

https://www.youtube.com/watch?v=MHEWQp4Kjjc

http:/ /www.mediafire.com/download/51g65f6f6f1r7
vf/SAHL+Training+_ASA-+Firewall+v8.4%282%29+Ta
mer+Zein.pdf
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