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Abstract

The network is define as agroup of electronic device that connected with

other for sharing and services purpose.

Today in companies its common practice to connect any computer with

the network .

The objective of this research is making anetwork for foundation while

include many branches and using remote inter the router and

change its setting if it allowed.

his research is completing the

nd constructing routed by dynamic

This title must applied in any foundation wont to expand it self for
different branches in different place to support security .also this title

represent amodel of virsual network that con applied on any foundation.
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General | Dynamips
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Executable path:
dynamips-wxp.exe [E
Working directory:
C: \Users\ADILOS~1\AppData\LocalTemp ()

V] Automatically dean the working directory ”
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B Console
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B Stop
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l ¥ PIX firewall
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,,__:j printer
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Bl e
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Apply

Symbols
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”w || Apply
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B8 ATM switch
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B xpl

Viware Workstabon allows | Bp

(2 Windows Server 2008 run with high

- performance in .
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B xp3 hardware choices.

Create a new virtual machine. Instal and run a variety of standard
operating systems in the virtual machine.

Create a new team. Add several virtual machines and connect them
with private team LAN segments.

Browse for virtual machines or teams and select one to display in this
panel. Interact with the guest operating swstem within this display as
you would & standard PC.

Edit quaill Ao AL

Virtual Network Editor...
Preferences...
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IP ) 2055y 4 8 4 gl

[@ Virtual Network Editor : Vmware ) (2 5353 sall 8 54230

Name Type External o
VMnetd Host-only -

stibnet Address &
192.168.0.0

VMneti  Hostonly - - Connected Enabled  192.168.1.0

VMnet2  Hostonly - Connected Enabled  192.168.2.0 E
VMnet3  Host-only - Connected Enabled  192.168.3.0 |
VMnet4  Custom - 2 " 192.168.72.0

VMnet5
VMnet6
VMnet7
VMnet8

VMnet Information
_) Bridged (connect VMs directly to the external network)

: o . Alitomatc Settings...
T wald LAY 13 g DHCP LA Ll

192.168.241.0
192.168.92.0
192.168.133.0
192.168.229.0

ol [P A &aas

» napi 558 A sl oS Clientd) 334234
9| ok LAl y in a private 088 Al ol A
this networ SI
“ware Network Adapter™

Subnet IP: 192.168. 0 . 0 Subnetmask: 255.255.255. 0

Restore Default
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Name

VMnet0
VMnet1
VMnet2
VMnet3
VMnet4
VMnet5
VMnet6

Type External Connection Host Connection ~ DHCP Subnet Address
Host-only - Connected - 192.168.0.0

Host-only - Connected Enabled 192.168.1.0

Host-only - Connected Enabled  192.168.2.0 L
Host-only - Connected nabled  192.168.3.0 |
Custom - - 192.168.72.0

Custom - - 192,168.241.0

Custom - 192,168.92.0

L Al Al g S
s
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W PLX firewall

a ASA firewall
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B Qemuhost = @ .
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| rocap: [\Device \WPF _{BCAB0S5 1F-EF _t: VMware Network Adapter VMnet2
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&9 Router 2600
&9 Router <2601
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& Router c7200
& PIX firewall

& Asa firewall

a Juniper rou...

&P Ethernet sw...
@W ATM bridge

ATM switch
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B Qemu host
Cloud
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Router <3700
Router <7200
PIX firewall
ASA firewall
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ATM switch
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Qemu host
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v
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- Change cor g o
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Console to AUX por:
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Delete
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A samaa sy 8 Lal 188 4 A3 (pslie (e (s2all 128 Hadhy
el Cpsbie O iy s ia 4iag (5585 0 1Y Class A saall atidl 480801 o) gie
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AAl Gl sie e byte Jsl e bit Ish o e Cannaall o) 8 Ly Sl el 138 (g3 slie
5 oLails 0 43 (585 (o Ul T 1 e 055 o Y Cllass B saall i)
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Class C

IV ) e SN 5 J5¥) all O (e Gpeanaall o) 58 Lay e sl 138 (o slic
e\l slindl (gae e Ulias 13 5 clasa 0 dagall Callil) ) Jany Lai 1 Al (Slany
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Configuring a Router 1- 4

bebal cfa ¥ il b daldll Gl sy ol aeae (ROUtER) 4ssall ()
asty Lads ¢ (piSus G JLaiY) 4l (Router) 4ssall asi WS ccaulall 33¢al daudsy
Glalac) s A, (destination) cased) ) Jseasll bl Jal jlue Jaadl daaiy

CGUI Dy jhay ad mand J 44 ks Router 4

Jary gedillpa g

Console J Gk 45V

Ay sl il S 33,k 4 SDM ) 44 )k -3
A s )
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Configure l”l
_254| 7 2

‘Y  Show/Hide the hostnam s1i< LM\

=
, : v Change the hostname

ow Change Symbol ConSOIe é“

Change console po
=== B Console

_l— ] Start

= Stop
I . Reload
.2 i Suspend
. o Change AUX port

El Conscleto AUX port
= Idle PC

A7 Startup-config
e Delete
;‘3 Raise one step
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Configuring a Single Cisco Route 2-4

Coray g Baiaa Lelan Las 2aly shau (8 LIS el gY) i€ calS Ly (A oS 48,58
o3 sSs <t Wy Jlaadl 138 3 ouidinall (e 8S0 Al Cansy 138 5 Lere Jaladll
sl b aaiay el JS0 sl 5 Lgre Jalal) gy Jalail ) el 331 sty el A1)

Jaadilly Lea i 5 Llasll 028 zua 5y olial Jsaall 5 2aaa Jaa

Router Modes

Router> User mode

Router# Privileged mode (also known as EXEC-level mode)

Router(config)# Global configuration mode

Router(config-if)# Interface mode

Router(config-subif)# | Subinterface mode

Router(config-line)# Line mode

Router (config-router)# | Router configuration mode

-:user mode pddiwall A 1-2-4

enable  Jie las Aasus el 5l Jiaa) o Lead s dan sall Ler eday Al sl o8 sl 028
YIS LI ()5S g dn sall and 2ey > ALalall LDkl Alall 038 Gra g
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2P Dynamips(8): R7, Conscle port

(87) Jsa
:privileged mode < 4l 2-2-4

enable ¥ A0S aay Alall o3 el s ¢ AL Al e Aadiia yal sl 22303 ANAY 038
ol sl aen Aadlfeda A lgaaaing ol oSas (Ahal VI (Ge 5 user mode ) s

auld 2y # Alalall RSlad) AMSW3a Sy W a5 config Terminal s show
SV LS (5K 5 4n sl

£P Dynamips(8): R7, Console port - v = | B ]

enable ¥ i<
A g
Privileged Mode
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:configuration Mode <) 4w 3-2-4

Ol i) e Lexii ST algas oLl LSy Ly dmgal) dlaey dalal) Alall _a

Lt s s ) el sl hostname  allall sia b lealasind (S 3 alsY) e

2 # ALaldl) Aol Aladl o3 Srars ¢ AY) alsY) e gy 3y sulid) yadn 4ans
SV Ll o5 config 4dS s s sall and

A Qs

Configure terminal

) Jaind
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interface mode 4 4\ 4-2-4

Caagy Olsie alhely angall A 335 gall pOrts JS ) Jsaall (e LiSas Als) 538
O 33sasall cONfig —if 4l A s3a jiag Cilinaall (e layes port ) Jurdis
YIS Ll 05y (sl

g' Dynamips{g]: 7, Conscle po

Interface s

{ Interface () Jasu
Mode

Jee o slladll port Al sl
ade configuring

(40) Jsad
Command Help sistuall sl si3-4
() aleiin! Adle g
) el S ek Cage Enter e dazially Adlell o3a g dic

A U b Leadiins o S
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P Dynamips(B) R7, Console part

hida g ¢ dadle i) =
Enter

(41) Jsid

Tab JJelidiul 1-3-4

DAY S Gy A A L Wi s el JLesY aasiy
Tab ) Jai & CORf o ya DAY o< LIS configure

e
Dynamips(8): R7, Console port

bkl o conf i8S

Tab Ju

Y Jlasiuy
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(42) Jsaa

© el ¥ & jlatd) 2-3-4

enable 3 Jlaidl ena I
configure 3 jlaid) conf ) i
terminal 1 jLaial Tl

configure terminal 1 jLiaiconf t 11

. Routers J) 4 daxiivall 4l ¥l gy 3-3-4

Gkl s <8 ) Jasad clock set Y

(43) Jsa

Terminal editing aY)
keybort - dalall cul)laid¥) dand Jundl
N0 44) lilias mode JI i & 455 5aY) 138 Jalaatl
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JA‘}“ LIJS

: terminal
Bl #

Bl#texr LéﬂtdgdﬂEditing
Bl#terminal
Bl#terminal

Bl #

Bl #

Bl#terxr

Bl#terminal
Bl#terminal

B1#

(44) Js&
terminal history size 3 ji

IS ) AU il g el oY) Jadan a gl ) B SIA anab il andiy

terminal history %) 4,is
size ?

y

(45) Jsa

Show I _al g

gollly gl djedd show clock V!
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Sl e caa ) cllacy) died show run Y

Sl Jaaits ollai A=l Show version V!

35140 4y2al show flash V!

sl mode J1 3 adis &5 Al alsY) 33y sShow history  eY)

1 ]
»
t
fl

|

B

Blshow clock

g !
en n l ]-. C- AT .ﬁ| P
MLl W

WbVl Y
d
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_ show sa¥!
Bl#show history history

ena

terminal editing

no terminal editing
no terminal no editing
terminal no editing
terminal no editing
terminal editing
terminal no editing
terminal editing
terminal no editing
terminal editing

terminal history size 2
show clock
show version

- Ul ) el ) aan
show flash: gl e L

show clock
show flash
show history
show clock
show clock
show flash
show history
B1#j
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show % EEIEED

version

(49) Js

#c 1M i
Bl TT sh "‘j‘ﬂﬁ run . ) show run ¥ &L
Bullding configuratioi...

current configuration : 461 bytes
!
vcrsimn 12.
ervice timestampe dabus datetime msec
3 glad) ad0 daad

service tlmEbtdm] ,“ 'time msec
Nno Service passwoxa-encryption
no service dhcp

.
hostname

.

b-\-
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Configuring Password 4-4

service password-encryption ) i

&Y Configuration <) 2 LS cud Al password 1 JS by a ¢85 4asd A
dasil) oda Skl a9l password Jars abdl) Jé

A< &5 mod config s Jsal

service nassword-encrvntion

0o O B O o

(5008
enable secret J sl

IS5 user mode A= password Jaw asiy Y113

Bl (conf1q) # o

Dl (L‘O}lfl ) I password
Bl (conf1g) 4
B (conf1q) #enable passworc

1
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line console 0 )

Lalal dl aa xie M console I 4dLil password stasy ) 13 asdioy
Jsaall &l mans¥ password S 4usi a1 13 Console S

line ¥ 4us

config) #1line console | console 0

r

onfig-line

o o™

(

(C
(config-lin
(config- lln
(config-
(config-
(config-1line
(config-line

0 U o

Bl
1
1
Bl
B1
B1
B1
B1

(53) Je
line vty 3 al

Syl Telnet dsié-“ Sl Password sy asiiuy i s

linevty 07?7 ¥ 4L
vty O ?2
quht Line number

agd G Cpdd) gl 2
871 telnet Jsial

2 . viy O 4
onfig—-line) #login local
Bl (config-1ine) #}
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Configuring a Interface 5-4

Fast Ethernet

Lo s 806y O LS 2ae 3sa gl A Alaal) il Jaa 65 A a3 Jul oS b
A e (e Cha s AS &5 portJ auls e siie interface <) 4US; 810MBS
& port U IP address sUsels oy, description  _Y) alasiuly &3 s port

port Jl Jaisy

HQ (confiq) #

port A cayg

mmn -> LAN# l

. p I ("‘1 _:I E '\ [-_ |-— -~ - - -
744100414208 £J9.. ip address +
subnet mask

(55) Jsddi

Serial Interface

el 138 ey gl A8k a1 Tay ) 585150 e i sl 3 sl i paiiy
100MBS
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port-) ciay

rpae 109 168 4.1 955 955 985 959

vt rLJdv i LGJ G

ip address +

)#clock rate 56000
| . .
#n0 shutdown ‘
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Creating a Login Banner

Caa gy 3aaae WYY Led Copsole JlAdls 4 Ll 2y 4 pidasdlls ) (e 3 5le (8
3US &5 banner motd # Oe¥! LS & 8 ALl o3a LiY, sasa s ey gl JalS
welcome to_ dladl (8 Leaia g Liad Al daDlall (483 maia 50 0 633 &3 Al Yl
banner motd #Router #

OSaa # dadladl @i g a3 banner motd ¥ 4
JY B L g Lidd ) Aadlal)
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Saving Configurations

copy running — config startup- ¥ b ¢e ey Bia Llee (S
oS s NVRAM 5,803 ) RAM 3813 (e cilalae) Jii 1Y) 2 68 cconfig
copy r s ¥ 13 jlaid)
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Ty 2]

copy running=config—o=¥-is
startup-config

(58) Jsa)
Erasing Configurations

erase startup- se¥) 4L @l 55 ) Elalae) gos e ) 138 o 68
config

erase »¥ 4us |
startup-config [

(59) Jsl

show Commands

interfaces e U2 show interfaces s<Y!

ointerfaces == show interfaces s 1/0 Y

Jaaléilly interfaces Jl gaes U m show interfaces brief <Y
USEr axa a2 Show user Y

iwdiudiprotocols 4 (= =show protocols s«Y!
Jdaa M F**

Al i by config Dimode 8 Show el sl e aladial (S
do show run Ji do
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Configuring a Static Route

ip address +subnet a3 ip route ¥ aladiuly dlliy aps 5l Jsan Jany o 8
mask

i) pua g diay aldl) jp o Lo giia

pt il 48 gagi @ Wip )

/0§ port ) amd S (<aa

ﬂ”

u..u. 1 Y s Ip address
ip route

M ‘f'|'. \ AL ﬁf"' AL

mE i e L0000 A0

1 |
et o adiess (' i wr
l n.hL nJU h'HIPUL 1 U bﬂ Y J:I

(60) Je
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Blrouter s HQ router Jexp3cxtelnet Jsaal
HQ router Jexp3 o telnet Jsaali-1

My ot

H dolany aLAY) S8
M Cenper (a8l telnet

& C:AMINOOWStsystem3Zemd.ece

C:\>ping 1.1.1.1

Pinging 1.1.1.1 with 32 bytes of data:

e

xnt = 4, Re
Approximate ind trip times

j Minimum = 16ms, Maximum
v

C:\>telnet 1.1.1.1
i

ip address HQ & telnet sa¥) s
1.1.11

b LS adal) gl B daatl) el

(1) FIRARA(]
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N’ty Documeﬁs .

g

Iy Corputer

C% | Telnet1.1.1.1 -ED
y

;mm|U59r Access Uerification
Useyrname: cisco

hace
Passwowyrd:

é » Login invalid
Username: userl
(IETE o s s wo rd =

EXplotEr HQ>ena

Password:

: HQ 838U
_:J : router
| Y

o
LI

RECHOEIEN

2) FIRANA|]
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B2 router = Xxp3 xtelnet Jsaall -

4

il

dilany alidl) I8
xUS telnet
ping 4les (e

¢ CAWINDOWSlsystem32lemd.exe

>iN\>ping 10.10.10.10
Pinging 10.10.10.10 with 32 bytes of data:

Reply from ]ﬂ 10. Jﬂ 10: tlme 119MQ TTL=253
Reply from 10 .10: FTL.253

Reply from 1 .10:
Reply from 10.10.10.10:

MPing statistics for 10.10.10.10:

1|‘ Packets: Sent = 4, Received = 4, Lost = 0 (02 lo
HApproximate round trip tir in milli-seconds:

' Minimum = 30ms, Maximu = 119ms, Average = 59ms

>:N\>telnet 10.N2.10.10_

ip address Bl & telnet s 4;ts
10.10.10.10

b LS Al JaY B Al jedail 3 N

(3 ) 4aLa
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Hl‘i-,r Documente!

ﬁ ¢\ Telnet 10.10.10.10

My Computer Bl welcam

We lcam To Houter

HUser Access Uerification

rname usexl
wo r»d e
-

na B1 518U
sword:
router

RECYCI=b]
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038 ) Jsdall xp2 A
YRARA|

n?p[)nturreﬁ;‘f- y

cmd 4US af start->run

M Cemmiter (w38l telnet

£ CWNOKSkystenlond e ping 4kae

Reply from 1.1.1.1: bytes=32 time=67ms TTL=254
| Reply from 1.1.1.1: 32 time=21ms TTL=254
j Reply from 1.1.: : byt 32 time=20ms TTL=254

Reply from 1.1.1.1: bytes=32 time=20ms TTL=254

RCEPing statistics for 1.1.1.1:
Packets: Sent = 4, Received = 4, Lost = 0 (Bz loss),
Approximate round trip times in milli-seconds:
é Minimum = 20ms, Maximum = 6Yms, Average = 32ms

C:\>telnet 1.1.1.1 ip & telnet Ja¥) dus
TS address HQ 1.1.1.1
E-{lﬂliﬂlﬂ'
plll) Jeil B dauil) gl

(5) A&l

7




fy:Doctim eﬁt’.:

!’[

My Corputer

U ser Access

Username
Password
HQ>ena
Password:

Uerification

HQ a8l
router

(6) AELEN
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B2 router Aexp2 o« telnet  Jsaall -2

oda I JAall xp2 PR
PIARA]]
emd 4B A4 start->rin

xli telnet
ping 4iles (a
ettt

5 CMNOOWenend e

SBIC: \>ping 20.20.20.20

Pinging 20.20.20.20 with 32 bytes of data:

Reply from 20.20.20.20: bytes=32 time=40ms TTL=253
-J Reply from 20.2 hytes=32 time=21ms TTL=253
. -

Reply from 20.20 bytes=32 time=32ms TTL=253
Reply from 20.20.20.20: 22ms TTL=253 &

il Ping statistics for 20.20.20.20:
Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
fipproximate round trip times in milli-seconds:
d Minimum = 2ims, Maximum = 40ms, Average = 28ms

C:\>telnet 20.20.20.28- ip address 5 telnet 4 4,
= B2:20.20.20.20
Al
i o LS At Sl b Al el

| 7)

(7) FIRANA|]
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iy Dacuments

ot Telnet 20.20.20.20

B2 welcam
we lcam to »outer

Usey Access Uerification

Username: userl
Password:
B2 >ena

Password: B2 router 3L

DGz

CARIIE

(8) AdLil
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B2 router 5 B1 router e xpl c«telnet Jsaall

B1 router Jlexpl ¢« telnet Jsa -

telnet dulen Ll 4
ping dules e U

C:\>ping 10.10.10.10
Pinging 10.10.10.10 with 32 bytes of data:

Reply from 10.10.10.10: bytes=32 time=1ims TTL=254
|RPp]J from 10.10.10.10: bytes=32 time=3%ms TTL=254

Reply from 10.10.10.10: bytes=32 time=24ms TTL=254
Reply from 10.10.10.10: bytes=32 time=23ms ITL=254

Ping statistics for 10.10.10.10:
J Packets: Sent = 4, Received = 4, Lost = @ (Bx loss),
Fles Approximate round trip times in milli-seconds:
Minimum = 11ims, Maximum = 39ms. Average = 24ms

" C:\>telnet 10.10.10.10_ ip address Bl & telnet ¥ 4;tis
/ 10.10.10.10

Dbeytle Ry -
A AT PCRPE Ly (AT B BN VS i

LaLal sda ) JAM xpl Adld -

cmd 4US af start->run

(9 ) LaLa
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B1 router 338U

ihiigll

(10) 4&Lid
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B2 router JAexpl cxtelnet Jsaall -2

ty mturrer'ﬂs

FIARAINTY o Jsaall xpl sl

% cmd &S Al start->run

I Compliter

telnet 4udexy aLl Jd

Pinging 20.20.20.20 with 32 bytes of data:

EeReply from
et Re ply from 2

Reply from

Reply from 20

Ping statist ] /
P Sent e ive 4, / loss ).
Approximate round trip tim in milli

Minimum = 33ms, Maximum = 84ms, Aue
IG: ce t 20.20.20.20 . s e
C:\2telnet 20.20.20.20. ip address B2 ai telnet <3 43S

20.20.20.20

b las palal Jeil B daat) el

(11) 4&Lad
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welcam to

router

Jser Access Uerification

I userl

B2 router 33U

(12) 4aLid
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B2 router sB1 router e server («telnet Jsaal

B1 router e server ¢« telnet Jsaall -1

FIIKATRIRTY & Jsaall server PRI

cmd &S A start->run

T Widons| systen32lcndee telnet 4den; oLl g
ping Aules (e asli
C:\>ping 10.10.10.10

Pinging 10.10.10.10 with 32 bytes of data:

Reply from 10.10.10.10: bytes=32 time=40ms TIL=254
Reply from 10.10.10.10: bytes=32 time=31ms TTL=254
Reply from 10.10.10.10: bytes=32 time=24ms TTL=254
Reply from 10.10.10.10: bytes=32 time=bbms TTL=254

Ping statistics for 10.10.10.10:

Packets: Sent = 4, Received = 4, Lost = 0 (0« loss),
fipproximate round trip times in milli-seconds:

Mininum = 24ms, Maximum = 66bms, Average = 40ms

C:\>telnet 10.10.10.10_

ip & telnet Ja¥) s
address B1 : 10.10.10.10

PO A eV VS

(13) 4Ll
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&1 Tehet 10.10.10.40

Bl welcam

Welcam To

Router

User Access Uerification

Username:
Password:

userd

(14) L&l

B2 router = server c«telnet Jsiall -2
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LaLal oda ) JAAll server Al

cmd &S A start->run

telnet Aleny aLAY @
ping 4es (e sl

| Windows | system32|endexe

C:\>ping 20.20.20.20

Pinging 20.20.20.20 with 32 bytes of data:
Reply from 20.20.20.20: bytes=32 time=23ns TIL=254
Reply from 20.20.20.20: bytes=32 time=30ns TIL=254
Reply from 20.20.20.20: bytes=32 time=44ns TIL=254
Reply from 20.20.20.20: bytes=32 time=28ms TTL=254
Ping statistics for 20.20.20.20:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = 23ms, Maximum = 44ms, Average = J1ims

C:\>telnet 20.20.20.20

ip address B2 : & telnet ¥ &b
20.20.20.20

(ol LS AN JSEY (L8 Aagiil) jedait

(15) 4aLad
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o Telnet 20.20.20.20

lcam

welcam to router

if ication

.

U

B2 router 3

Dstart| | 5 | mTenet0202020 4@ o wom

—— —
W

(16) A&l

Domain 3V Jaxs aldll
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adlosman

L

(ompute

) o beedof et oy vt o st s

A Roles Summary

A Roles: 0of 17 rstaled

(17) FIRARA
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£ il 7!

iy Server Manager (i R ]
= B0 Aok

Server Roes
Corfimaton
Frogras:
Aoty

Thes wizerd belps you nisl rokes on thes server, You determine whidh roles to nstal based on e tashs you
wert this server 1o perform, such & shading cocuments o hastng a Wb site,

Before you contrus, verify St

+Th d
=Tiebwark pettgs, nch as staki [P addresses, e confipured

i reict: any of =
wizard agen.

T conanue, ok b,

T sk this page by defiat

£ Refresh dsabled whie witsrdn use

1[5 server Manager

(19) A&l
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& & Feahres =

B Diagrostes Installation Progress

3 1,-'} Configuration

i 3 Storage
Bafore You Begn The following roles, role sarvices, or features are baing nstalled:
Server Roles

Active Directory Domain Services
Active Directory Domain Services
Confirmation

Results

JPEN L CRg =S
o dag pil) Jaisy
Close Ll

MNo itemnms match your search.

Al o baiial
A QIS Aistart
Laai af dcpromo

=Enter ghida Ao
S gilial) Aa gl
40 33

- stare | = == |

(21) 4aLad
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© | Active Directory Domain Services Installation Wizard x|

Welcome to the Active Directory
Domain Services Installation
Wizard

This wizard helps you install Active Directory Domain
Services (AD DS)on ths server. rnak.ng the server an
Active Directory domain cof

T Ugg advanced mode installation

Leam more about the additional options that are
available in advanced mode instalistion.

More about Active Directory Domain Services

(22) A&l
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6‘1 Active Directory Domain Services Installation Wizard x[

Improved security settings in Windows Server 2008 affect older versions of ===
Windows —= L

AN Windows Server 2008 domain controllers have a new more secure default for the
security setting named “Allow cryptography algorithms compatible with Windows NT
4.0." This setting prevents Microsoft Windows and non-Microsoft SMB "clients™ from
establishing

. operations or applications that require
Windows Server 2008 domain controllers might fail.
Platforms impacted by this change include Windows NT 4.0, as well as non-Microsoft
SME "clients™ and network-attached storage (NAS) devices that do not support
stronger cryptography algorithms. Some operations on clients running versions of
Windows earlier than Vista with Service Pack 1 are also impacted, including domain
join operations performed by the Active Directory Migration Tool or Windows
Deployment Services.

For more information about this setting. see Knowledge Base arlicle 942564
(http-//go microsoft. mﬁﬁkfﬂﬂh-!ﬁﬁ?ﬁﬂ

@ Active Directory Domain Services Installation Wizard

Choose a Deployment Configuration = B
You can create a domain controller for an existing forest or for a new forest. ===

" Existing forest

£ Add a dormamn controller ta an exsting domain

€ Create a new doman inar existing forest

This server will become the hirst domen controllernin the new demsn

Ehaid da

I LEreate a new domam tres rocl instead of a new ST T

(24) A&l
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@ Active Directory Domain Services Installation Wizard

Name the Forest Root Domain
The first domain in the forest is the forest root domain. ks name is also the name of
the forest

Type the fully qualfied domain name (FQDN) of the new forest root domain.

FQDN of the forest root domain:
[cisc:o.com

BExample: corp.contoso.com

) awd Gis)
Domain
.LOM = Lisaaa

Next s L)

SR

o Active Directory Domain Services

Domain NetBIOS Name
This is the name that usars of eadier versions of Windows will usa to identify the
new domain._

The wizard generates a default NetBIOS name . This wizard page appears only if you
have selected advanced mode or the wizard has detected a conflict with the default
name.

Either accept the name that has been generated by the wizard or type a new name and
then cliclc Neod.

Domain MNetBIOS name:

(26) FIRAA(]
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o/ Active Directory Domain Services Installation Wizard

Set Forest Functional Level

Select the forest functional level.
Windows s
Forest functional level: server 2008
| Windows 2000 -
Windows 2000

Windows Server 2003

Windows Server 2008
L [ iy Uy U

Services features that are available in Windows 2000 Server. If you have domain
controllers running later versions of Windows Server, some advanced features wil
not be available on those domain controllers while this forest is at the Windows
2000 functional level.
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o Active Directory Domain Services Installation Wizard x|

Additional Domain Controller Options =

¥ DMS server
¥ | Global eatale
I Res
Additional information:

.ﬂwhdmoommlwhafmmbeaﬂobdcﬂdogwand _:_]
be an RODC.

We recommend that you install the DNS Server service on the first domain

Iy domain controller [HEDE]

=

Next As bl

[@1 Active Directory Domain Services Installation Wizard ) x|
Location for Database, Log Files, and SYSVOL e B
Specify the folders that will contain the Active Directory domain controller =]
database, log files, and SYSVOL. —
For better perfformance and recoverabilty, store the database and log files on separate
volumes.
lC:\Windaws'\N TDS Browse... |
SYSVOL folder:
|C-\Windows\SYSVOL Browse. .. |
Next Ao bl
<Back [ Nets#| Cancel |

(29) A&l
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".T"I Active Directory Domain Services

The Directory Services Restore Mode Administrator account is different from the domain
Administrator account.

Assign a password for the Administrator account that will be used when this domain
controller is started in Directory Services Restore Mode. We recommend that you

choose a strong password.
Password: I-......o paSSWOfd-“ ds-“
Confirm password: [eoecscns
More about Directory Services Restore Mode password ) bl <
password
Next (s hisl

<Back [ 2@&x> ]| cance |

B,

1 i
Ons:

F your
SRR R R T T e e

The new domain name is cisco.com. This is also the name of the new forest.
The MNetBIOS name of the domain is CISCO

Forest Functional Level: Windows Server 2008

Domain Functional Level: Windows Server 2008

‘Site: Default-First-Ste-Name

Additional Options:

=1
To change an option, click Back. To begin the operation. click Neodt .
These settings can be exported to an answer file for use with i
> : BExgport settings ... I
More about using an answaer file
Next (A lavl

< Back l Next > 1 Cancel I

(31) FIRAA(]
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Active Directory Domain Services

The wizard is configuring Active Directory Domain Services. This process can take
from a few minutes to several hours, depending on your environment and the options
that you selected.

Domain

e

Woatting for DNS installation to finish

| @1 Active Directory Domain Services Installation Wizard x|

Completing the Active Directory
Domain Services Installation

Wizard
[Active Directory Domain Services is now installed on thls:l
computer for the domain cisco.com.

'This Active Directory domain controller is assigned to the
site Default-First-Ste-Name. You can manage sites with
the Active Directory Sites and Services administrative
tool.

To close this wizard, click Finish.

sk Al Finish e hiuai
Sk ale ) Jary gl

< Back I Finish I Cancel I

(33) 4Ll
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Domain J Jexp3;5 xp2sxpl Jia) 44 )k

My Com Open

Explore My ol cas s
Search...

Manage

a3 computer
properties JLial

Map Network Drive...

My Mete Disconnect Network Drive...

Place

Create Shortcut
Delete
Rename

Properties

System Properties
E | System Restore | Automatic Updates
General Computer Name | Hardware

windows uses the following information to identify your computer
on the network.

Computer description: l
For example: “Kitchen Computer'’ or “'Mary's
Computer'’.

Full computer name: xpl.
wiorkgroup: WORKGROUP
To usze the Metwork Identification Wizard o join a

::Igmainand create a local user account. click Network

To rename this computer or join a domain. chick Change. m

(35) ALl

T ]
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3
System Properties

Full computer name:
‘wark group:

To use the Network, Identificatid
i:llamui'lmdcmahnah:ﬁm

To rename this compuler of join|

username 3} Jaa

dalalipassword g

NAMain _

System Properties

‘You can change the name and the membership of thes:
computar. Changes may affect accest to network resouces.

Computer nams:

Ful computer rame:

(37) FIRAA(]
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dars Jlgall a il yes (Ao bl
A e Jgaall g Jaki satei

Al G.\r_ User JI J 532 43La
Domain

Jaxiy sl ) cwdidomain I Jals Al 5 3eaY) gaes e 20D
server manger->Roles->Active Directory user and
computers->cisco.com->computers
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i ﬁ 2 B Achve DrecoryDomain Senvies N:" Iipe Desopion__ | Compters
~ B Ache Drctry s Comtes s lﬂm Canputer

: g .EJ disco.com )
Network P

i

 apsry hare
IR OMpUTErs

4 ) Jaa Al
Domain

Control Pang
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Faialall g C_\

Adldg 4l Al ports sty GNS3 I el b ishll Juseall dakasf Adlia] 2y
Ayl AAN Jua s fiy Gaaalind) cpda o byl S VMware ) galiyd <0l e S
Lyial daasill Joan ol Ay Sl duuliall clalaeY) dae () Lays €lls 2y dana
ot 55apall il ) Ulia 6 sl iy lally 41 Sld 3 o a5 Static ) diyh

.Telnet 55,11 Joaal

D Glua gl

Glalacy Gkl Jlaadl 1aa o saenn u.m]\ e P).a Sl Glilae) e B0 -
: Uil

i Static dgply & clpghll by -
. Dynamlc dayyday i)yl

&Mwuﬁ\a\mmu\ww\mjmus ol 13 Calyisl my (e -
Software J) s Je gy Sl 5l Hardware 3 (gsie

Sl hleall, daadel) iyl Ao ancati Jae sl sk ) ks ol -
ol Gl S e Gn o e5 N (i Lgidiliag lghulaly C ) e

Al Luag

e A58 Ale gl gy (S &W\ 13 ey Jlacddl 13a 3350 pudll 3] pagi -
Aedie pnialge o dlginly aaa

Lany e Dailly 53LaY) (o iais CONA salesi (s J¥) e3all 5o gyl 12a yiay -
il ¢ )aY) dlalse

ULl lexygiy @l Jlaw (8 dpalall @lalgllly slaia¥) ol 3l (o i -
Cppbie <G b gl
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Configuration HQ

HQ#show run
Building configuration. . .

Current configuration : 2519 bytes
]
no service password—-encryption

1
hostname HQ
1

enable secret 5 $1fSexhcsSridlols7 frycgTtoaAfm/ cQoaD.
I

username userl password 0 cisco
username userZ2 privilege 15 password O cisco
1

no Aip domain-—looku

ip host B2 20.20.20.20
ip host B1 10.10.10.10
1

interface Loopbackl

description ocopback +int for HQ
ip address 1.1.1.1 255.255.255_.255
i

interface FastEthernet0/0
description -> LAN# 1

ip address 192.168.1.254 255.255.255.0
duplex auto

speed auto

[

interface FastEthernet0/1
no ip address

shutdown

duplex auto

speed auto
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interface FastEthernet0/1
no ip address

shutdown

duplex auto

Ispeed auto

interface Seriall/0
description -> B2 Router
ip address 192.168.4.1 255.255.255.252
serial restart-delay O
Ic'Iock rate 56000
interface Seriall/l
description -> Bl Router
ip address 192.168.2.2 255.255.255.252
serial restart-delay 0
Ic'lock rate 56000
interface Seriall/2
no ip address
shutdown
serial restart-delay 0

interface Seriall/3

no ip address

shutdown

serial restart-delay (
|

ip classless

ip route 10.10.10.10 255.255.255.255 192.16
ip route 20.20.20.20 255.255.255.255 192.16
ip route 192.168.3.0 255.255.255.0 192.168.
ip route 192,168.5.0 255.255.255.0 192,168,

2.1 202
4.2 202
1202
2 202

- O OO OO

0
0
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banner login AC
welcam to router
AC

banner motd ACC

HQ welcam

#

L}

Tine con O
exec—timeocout 0 O
l?ztsasmvc)rwd cisco

ogging synchronous
Togin

Tine vty 0O 4

exec—timeout 0 O

.1ogin Toca’l

Nno service password—encryption
'

end

Bl#sh run
Building configuration...

service password-encryption
1

Hostname B1
1

énab1e secret 5 $1$XwHn$FnG6bQe8gzGohKrkkbnsu/

ip host HQ 1.1.1.1
ip host B2 20.20.20.20
I

username userl password 7 045802150C2E
username user2 privilege 15 password 7 045802150C2E
1

interface Loopbackl0
description loopback int for bl
ip address 10.10.10.10 255.255.255.255
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interface FastEthernet0/0

description -> LAN# 3

ip address 192.168.3.254 255.255.255.0
duplex auto

lspeed auto
interface Seriall/0

description -> HQ Router

ip address 192.168.2.1 255.255.255.252
serial restart-delay 0

no dce-terminal-timing-enable

no 1p http server
ip route 1.1.1.1 255.255.255.255 192.168.2.2 202
ip route 20.20.20.20 255.255.255.255 192.168.2.2
ip route 192.168.0.0 255.255.248.0 192.168.2.2 2
I

I

banner login AC

welcam To Router

AC

banner motd AC

B1 welcam

AC

!

1ine con 0
exec-timeout 0 0
assword 7 070C285F4D06
ogging synchronous
Togin

Tine aux 0

Tine vty 0 4
exec-timeout 0 0
Togin Tocal

202
02

!
I
end
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Configuration B2

B2#sh run

Building configuration...

N0 service password-encryption
|
hostnane B2

enable secret 5 $1§60m05086r7dulvpajedbjKufv.
|
ip host #Q 1.1.1.1

ip host 81 10.10,10,10
|

usernane user password 7 094F471A1A0A
username user? privilege 15 password 7 070¢285F4006
|

interface LooqbackZO

description loopback int for B2
ip address 20.20.20,20 255.255.255.255
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interface FastEthernet(/0

description -> LAN# 5

ip address 192.168.5.254 255.255.255.0
duplex auto

speed auto

|

interface Seriall/l
description -> HQ Router

.

no 1p http Server
ip route 1.1.1.1 255.255.255.255 192.168.4.1 202

ip route 10.10,10.10 255.255.255.255 192.168.4.1 202
ir route 192.168.0.0 255.255.252.0 192.168.4.1 202

!

!

banner Togin AC

welcam to router
AC
banner motd AC

B2 welcam
AC
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