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1-File Servers

2-Print Servers
3-Application Servers
4-Communication Servers
5-Database servers
6-Mail Servers

/-Fax Servers

3-Internet Servers
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Network Interface Cart(NIC)
-can be add-on adapter
-PCMCIA/Cardbus
-ISA/EISA
_DC|
Often built in Motherboard
Has a unique physical address
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CAT1 Voice
CAT2 4mbs
CAT3 16mbs
CAT4 16mbs
CAT5 100mbs
CAT6 155mbs
CAT7 1000mbs

2-Thin Coaxil Till 185 metr Thick Coax till 500
3-Fiber optic Till 1kelometr(1gb/bs
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Networking Architecture
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-Bus Network
-Star Networks
-Ring Networks
-Combination Networks
-CSMA-Contention Networks
-Token Passing




Topology And communication
Methods

OOla il 24 Al 4l I Topology Network yeis -
Topology

-Physical layout of Network components
-Topology Defines:

Cable Types and Length of cable Runs
Network hardware Required

Cost

-Communication Methods

CSMA/CD

Token passing



Topology And communication
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The OSI| Network Model
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6-Presentation layer
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Communication Using OSI Model

Sender Receiver

Application layer Application layer
Presentation Layer

Presentation Layer

Session Layer
Session Layer
Transport layer
Transport Layer
Network layer
Network Layer

Data link Layer

Data Link Layer

Physical Layer

Physical Layer
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-File system(NFS Network)
-Query language(SQL Structured

-X.Windows
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Network Devices In seven Layers

1-NICs
2-repeaters
3-Hubs
4-Switches
5-Bridges
6-Routers
/-Brouters
3-Gateways
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1-Syncoronows data Link Control(SDLC)
2-High —Level Data Link Control(HDLC)

3-Binary Synchronous Communication
Protocol(Bisync)
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The Hubs Location In seven Layers
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The Networks Protocols
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Connection Oriented Protocol
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The protocols Stack
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*Binding: the way to connect The protocols
together so as to make a stack
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The Jobs of TCP/IP Protocols
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2-FTP:File Transport Protocol
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o Bl e O Sl dapanally g5 S0 Cuald J S 58 0 0 8l 58
Apald ac g a gy praa JU J S8 9 Ji o AS 0 J S5
wyjj&}dﬁyu&uuu.}m)ﬂ_\eﬁé\a\ amg\mﬂ}m}d\

uujAL)ADJMY‘jUAJMjeLLJé‘ d}o‘:jﬂ @L.u.uy ad)s.ué\_a\ Y\*
@h}ﬁjﬁ\Jcmc_ab}d.\kucY\u\.u\.H\}\ew\

Redirected for Input/output

Mhm);ad\.c\e.\u\.ﬂd\wuﬂkd@beﬁ@h}ojbcﬁj
d.\.q):\).a}u.qiéc\_\&u

1-Microsoft Client/server for netware(CSNW)
2-Nove; Netware Client for Nt



A4S i Y S5
Apple

saad 1980plal) 8 Ll oS 55 50 shay ol 48 i s
33l e (s oAY) 3 eaY s (b siisle 5 jeal m Jaal 5l
QY S s gyl 028 8 el
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1-AFP:Apple Filing Protocol
2-ATP:Apple Talk Transaction
3-NBP:Name Binding Protocol
4-ASP:Apple talk Session Protocol

5-DDP:Datagram Delivery Protocol
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Decent:Digital Equepment Corporation

Net
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2-FDD Network: Fiber Distributed Data Link
Interface Metropolitan Area Network
3-WAN Network: Wide Area Network

4-1t can Develop TCP/IP,OSI and Routing



The locations of Protocols In Seven
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The Application Layer Protocols

1-BooTP:Boot Start Protocol

e UDP/IP-based protocol which allows a booting host to
configure itself dynamically and without user
supervision.

« BOOTP provides a means to notify a host of its
assigned IP address, the IP address of a boot server
host and the name of a file to be loaded into memory
and executed.

e Other configuration information such as the local
subnet mask, the local time offset, the addresses of
default routers and the addresses of various Internet
servers



The Application Layer Protocols

2-DCAP:Data Link switching Client Access
protocol.

 used between workstations and routers to
transport SNA/NetBIOS traffic over TCP
sessions

 DCAP addresses these issues: It introduces a
hierarchical structure to resolve the scalability
problems. All workstations are clients to the
router (server) rather than peers to the router



The Application Layer Protocols

3-Protocol (DHCP) is a communications protocol
enabling network administrators manage
centrally and to automate the assignment of IP
addresses in a network

*DHCP supports static addresses for computers

containing Web servers that need a permanent
IP address

*Some operating systems, including Windows
NT/2000, come with DHCP servers.



The Application Layer Protocols

4-DNS:Domain Name System: distributed Internet
directory service. DNS is used mostly to translate
between domain names and IP addresses and to control
Internet email delivery

*DNS has two independent aspects:

1. It specifies the name syntax and rules for delegating
authority over names. The basic syntax is:

.com-.gov-.milt for country example .sd

2. It specifies the implementation of a distributed
computing system that efficiently maps names to
addresses.Exam www.sudantv.sd--------- >127.30.40.1



The Application Layer Protocols

5-File Transfer Protocol (FTP) enables file sharing
between hosts.

*The key functions of FTP are:

1) to promote sharing of files (computer programs
and/or data);

2) to encourage indirect or implicit (via programs)
use of remote computers;

3) to shield a user from variations in file storage
systems among hosts;

4) to transfer data reliably and efficiently.



The Application Layer Protocols

6-HTTP:Hyper Text Transfer Protocol:

* HTTP has been in use by the World-Wide Web
global information initiative since 1990.

* HTTP is also used as a generic protocol for
communication between user agents and
proxies/gateways to other Internet protocols,
such as SMTP, NNTP, FTP

* The HTTP protocol is a request/response
protocol. A client sends a request to the server in
the form of a request method




The Application Layer Protocols

7-TELNET: terminal emulation protocol in a
TCP/IP environment

* TELNET uses the TCP as the transport protocol
to establish connection between server and
client

* TELNET server and client enter a phase of
option negotiation that determines the
options that each side can support for the
connection.




The Application Layer Protocols

8-URL:Uniform Resource Locator

e URL to locate web addresses and FTP site
addresses

 URLs are used to locate’ resources, by
providing an abstract identification of the
resource location. Having located a resource,
a system may perform a variety of operations
on the resource.



Presentation Layer Protocols

LPP:Lightweight Presentation Protocol (LPP)
describes an approach for providing “stream-
lined” support of OSI application services

*LPP is designed for a particular class of OSI
applications, namely those entities whose
application context contains only an Association
Control Service Element (ACSE) and a Remote
Operations Service Element (ROSE)




Session Layer Protocol

1-Remote Procedure Call (RPC) is a protocol for
requesting a service from a program located in a
remote computer through a network,

*RPC uses the client/server model. The
requesting program is a client and the service-
providing program is the server. First, the caller
process sends a call message that includes the
procedure parameters to the server process



Transport Layer Protocol

1-ITOT:ISO Transport Service on top of TCP (ITOT) is
a mechanism that enables ISO applications to be
ported to a TCP/IP network

2-RDP:RDP is a connection-oriented transport
protocol desighed to efficiently support the bulk
transfer of data for such host monitoring and
control applications as loading/dumping and
remote debugging

*RDP will provide a full-duplex communications
channel between the two ports of each transport
connection.



Transport Layer Protocol

3-RUDP:Reliable UDP (RUDP) is a simple packet
based transport protocol,

4-TALI:TALI is the interface of a Signalling Gateway,
which provides interworking between the Switched
Circuit Network (SCN) and an IP network.

*The Transport Adapter Layer Interface (TALI)
protocol provides TCAP, ISUP, and MTP messaging
over TCP/IP and is used to support reliable
communication between Network and applications
residing within the IP network.



Transport Layer Protocol

5-TCP:Trasnmission control Protocol

*TCP offers reliability by providing connection-
oriented, end-toend reliable packet delivery. the
next byte the source expects to receive

*TCP offers efficient flow control - When sending
acknowledgments back to the source, the receiving
TCP process indicates the highest sequence number

it can receive without overflowing its internal
buffers.

*Full-duplex operation: TCP processes can both
send and receive packets at the same time.



Transport Layer Protocol

6-UDP:User Datagram Protocol

*UDP is a connectionless transport layer (layer 4) protocol
in the

*Unlike TCP, UDP adds no reliability, flow-control, or
error-recovery functions to IP. Because of UDP’s
simplicity, UDP headers contain fewer bytes and consume
less network overhead than TCP

*UDP is the transport protocol for several well-known
application layer protocols, including Network File System
(NFS), Simple Network Management Protocol (SNMP),
Domain Name System (DNS), and Trivial File Transfer
Protocol (TFTP).



Transport Layer Protocol

7-BGB Protocol:The Border Gateway Protocol
(BGP), runs over TCP and is an inter-
Autonomous System routing protocol. BGP is
the only protocol that is designed to deal with a
network of the Internet’s size, and the only
protocol that can deal well with having multiple
connections to unrelated routing domains



The Network Layer Protocols

1-IP: Internet Protocol (IPv4)

*The Internet Protocol (IP) is a network-layer

*IP has two primary responsibilities: providing
connectionless, best-effort delivery of datagrams
through a network; and providing fragmentation
and reassembly of datagrams to support data links
with different maximum-transmission unit (MTU)
*sizesprotocol that contains addressing information
and some control information to enable packets to
be routed in a network.



The Network Layer Protocols

2-ICMP:Internet Control Message Protocol (ICMP) is
an integrated part of the IP suite

*Announce network errors, such as a host or entire
portion of the network being unreachable, due to
some type of failure

*Announce network congestion
*Assist Troubleshooting

*Announce Timeouts. If an IP packet’s TTL field
drops to zero, the router discarding the packet will
often generate an ICMP packet announcing this
fact.



The Network Layer Protocols

Mobile IP: IP Mobility Support Protocol for IPv4 & IPv6:

*Mobile IP is the key protocol to enable mobile
computing and networking, which brings together two of
the world’s most powerful technologies, the Internet and
mobile communication

*Mobile IP, two IP addresses are provided for each
computer: home IP address which is fixed and care-of IP
address which is changing as the computer moves. When
the mobile moves to a new location, it must send its new
address to an agent at home so that the agent can tunnel
all communications to its new address timely.



DATA LINK LAYER PROTOCOLS

1-ARP:Address Resolution Protocol (ARP)
performs mapping of an IP address to a physical
machine address (MAC address for Ethernet)
that is recognized in the local network

* For example, in IP Version 4, an address is 32
bits long.

* A table, usually called the ARP cache, is used
to maintain a correlation between each MAC
address and its corresponding IP address



DATA LINK LAYER PROTOCOLS

2-IPCP:IPCP is responsible for configuring,
enabling, and disabling the IP protocol modules
on both ends of the point-to-point link

*IPCP uses the same packet exchange
mechanism as the Link Control Protocol (LCP).



DATA LINK LAYER PROTOCOLS

RARP: Reverse Address Resolution Protocol

Reverse Address Resolution Protocol (RARP) allows
a physical machine in a local area network to
request its IP address from a gateway server’s
Address Resolution Protocol (ARP) table or cache

* A network administrator creates a table in a local
area network’s gateway router that maps the
physical machines’ (or Media Access Control - MAC)
addresses to corresponding Internet Protocol
addresses



DATA LINK LAYER PROTOCOLS

4-SLIP: Serial Line IP :Serial Line IP (SLIP) is used for
point-to-point serial connections running TCP/IP.

* SLIP is commonly used on dedicated serial links
and sometimes for dialup purposes, and is usually
used with line speeds between 1200bps and
19.2Kbps. SLIP is useful for allowing mixes of hosts
and routers to communicate with one another
(host-host, host-router and router-router are all
common SLIP network configurations).
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*802.11a offers speeds with a theoretically
maximum rate of 54Mbps in the 5 GHz band

*802.11b offers speeds with a theoretically
maximum rate of 11Mbps at in the 2.4 GHz
spectrum band

*802.11g is a new standard for data rates of up to a
theoretical maximum of 54 Mbps at 2.4 GHz.
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1-WLAN

A wireless LAN or WLAN is a wireless local area
network that uses radio waves as its carrier.

The last link with the users is wireless, to give a
network connection to all users in a building or
campus. The backbone network usually uses

cables ViR Sifran

Access point




Common Topologies of LAN

1-The wireless LAN connects to a wired LAN

There is a need of an access point that bridges
wireless LAN traffic into the wired LAN.

The access point (AP) can also act as a repeater
for wireless nodes, effectively doubling the
maximum possible distance between nodes.
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Common Topologies of LAN

2-Complete Wireless Networks

The physical size of the network is determined
by the maximum reliable propagation range of
the radio signals. Referred to as ad hoc networks

Are self-organizing networks without any
centralized control Suited for temporary
situations such as meetings and conferences.



How do wireless LANs work?
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Wireless LANs operate in almost the same way
as wired LANs, using the same networking
protocols and supporting the most of the same

applications.



How are WLANSs Different?

1-They use specialized physical and data link protocols

2-They integrate into existing networks through access
points which provide a bridging function

3-They let you stay connected as you roam from one
coverage area to another

4-They have unique security considerations
5-They have specific interoperability requirements
6-They require different hardware

7-They offer performance that differs from wired LANSs.




Physical and Data Link Layers

Physical Layer:

The wireless NIC takes frames of data from the
link layer, scrambles the data in a predetermined
way, then uses the modified data stream to
modulate a radio carrier signal.

Data Link Layer:

Uses Carriers-Sense-Multiple-Access with
Collision Avoidance (CSMA/CA).



Integration With Existing Networks
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Wireless Access Points (APs) - a small device that
bridges wireless traffic to your network.

Most access points bridge wireless LANs into
Ethernet networks, but Token-Ring options are
available as well.

LAN W

f — \
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Integration With Existing Networks
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Wireless Protocols

SPX/IPX TCP

Bridging Function "‘t":‘g"s- e.g.
Wireless  Wire Link Layer,
Link Layer  e.g. ethernet Link Layer

- Wire Physical
= Wireless .
Physical Layer  Layer e.g. Physical Layer



Roaming In the Wireless Network
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Users maintain a continuous connection as they
roam from one physical area to another

Mobile nodes automatically register with the new
access point.

Methods: DHCP, Mobile IP

IEEE 802.11 standard does not Gn Gan G
address roaming, you may need B
to purchase equipment from one
vendor if your users need to roam ..mm
from one access point to another.

Roaming




Security In wireless Networks
AL Sl 8 el

In theory, spread spectrum radio signals are
inherently difficult to decipher without knowing the
exact hopping sequences or direct sequence codes
used

The |IEEE 802.11 standard specifies optional security
called "Wired Equivalent Privacy" whose goal is that
a wireless LAN offer privacy equivalent to that
offered by a wired LAN. The standard also specifies
optional authentication measures.



Hardware Components in wireless

PC Card, either with integral antenna or with
external antenna/RF module.

ISA Card with external antenna connected by
cable. Handheld terminals .Access points




Performance In Wireless
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2-Ad hoc Network Like peer to peer connection

In this Case we need a wireless NIC
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What is 802.117

802.11nlall o La

A family of wireless LAN (WLAN) specifications developed
by a working group at the Institute of Electrical and
Electronic Engineers (IEEE)

Defines standard for WLANSs using the following four
technologies

1-Frequency Hopping Spread Spectrum (FHSS)
2-Direct Sequence Spread Spectrum (DSSS)

3-Infrared (IR)

4-Orthogonal Frequency Division Multiplexing (OFDM)

Versions: 802.11a, 802.11b, 802.11g, 802.11e, 802.11f,
802.11i



802.11 - Transmission

*Most wireless LAN products operate in unlicensed
radio bands

*2.4 GHz is most popular Available in most parts of
the world

*No need for user licensing

*Most wireless LANs use spread-spectrum radio
*Resistant to interference, secure

Two popular methods

1-Frequency Hopping (FH)

2-Direct Sequence (DS)



802.11a Advantages

*Ultra-high spectrum efficiency
5 GHz band is 300 MHz (vs. 83.5 MHz @ 2.4 GHz)

*More data can travel over a smaller amount of
bandwidth

*

*

*

High speed Up to 54 Mbps
_ess interference

~ewer products using the frequency 2.4 GHz band

*shared by cordless phones, microwave ovens,
Bluetooth, and WLANSs



802.11a Disadvantages

1-Standards and Interoperability
2-Standard not accepted worldwide

3-No interoperability certification available
for 802.11a products

4-Not compatible or interoperable with 802.11b
Legal issues

5-License-free spectrum in 5 GHz band not
available worldwide Market

6-Beyond LAN-LAN bridging, there is limited interest for
5 GHz adoption



802.11a Applications

1-Building-to-building connections
Video, audio conferencing/streaming video,
and audio

2-Large file transfers, such as engineering
CAD drawings

3-Faster Web access and browsing
4-High worker density or high throughput scenarios

5-Numerous PCs running graphics-intensive
applications



802.11b Security Features

1-Wired Equivalent Privacy (WEP) — A protocol to protect
link-level data during wireless transmission between
clients and access points.

2-Services: It provide a Full services

3-Authentication: provides access control to the network
by denying access to client stations that fail to
authenticate properly.

4-Confidentiality: intends to prevent information
compromise from casual eavesdropping

5-Integrity: prevents messages from being modified while
in transit between the wireless client and the access
point.



Data Integrity In Wireless Networks

Data integrity is ensured by a simple encrypted
version of CRC (Cyclic Redundant Check)

Also vulnerable to some attacks



Security Problems In wireless
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Security features in Wireless products are
frequently not enabled.

1-Use of static WEP keys (keys are in use for a very
long time). WEP does not provide key management.

2-Cryptographic keys are short.

3-No user authentication occurs — only devices are
authenticated.

4-A stolen device can access the network.
5-ldentity based systems are vulnerable.
6-Packet integrity is poor.



Access Point Placement and Power

* Typically — mounted at ceiling height.
 Between 15 and 25 feet (4.5m to 8m)

* The greater the height, the greater the
difficulty to get power to the unit. Solution:
consider devices that can be powered using
CAT5 Ethernet cable (CISCO Aironet 1200
Series).

* Access points have internal or external
antennas
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Second Generation of Mobile
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